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THE RISE OF THE FIFTH DOMAIN AND ITS 

LEGAL CONSIDERATIONS 
By CPT Cristal-Anne Low Jie Xin 

ABSTRACT 

With the prevalence of cyber operations targeting Singapore and countries around the world, there is an increasing 
need for Singapore to confront this threat and effectively respond to it. Advancements in technology, increased reliance 
on technology and the accompanying vulnerabilities mean that cyber threats must now be given due regard. Despite its 
ubiquity, there is a lack of clarity in the legal norms that govern the use of cyberspace. This essay thus proposes four 
standard questions that Singapore can use as guiding points to determine its legitimate response. First, by determining if it 
is a State or non-State actor; second, if there has been an infringement on our rights as a sovereign State; third, the 
appropriate body of law applicable; and lastly, the legitimate responses that Singapore can take.  
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INTRODUCTION 

With advancements in technology and the growth of 
computing power, cyber space has been heralded as the 
fifth domain of warfare.1 Over the past few decades, there 
have been several high profile cyber attacks around the 
world. Despite its ubiquity, little is clear about the legal 
norms that should apply to activities in cyber space. This 
essay argues that given Singapore’s principled approach to 
international law, we cannot afford to avoid consideration 
of the legal aspects. Therefore, this essay will first expound 
upon the evolving threat in the fifth domain, highlighting its 
prevalence and in the process, the threat it poses to 
Singapore. Subsequently, this essay will discuss the 
questions that Singapore should ask itself when confronted 
with such threats. These questions should provide some 
direction in the vast expanse of cyber space that requires 
delicate navigation to ensure that Singapore remains 
beyond reproach.   

THE EVOLVING THREAT IN THE FIFTH 
DOMAIN 

Advancements in Technology and 
Capability Development 

Since the third industrial revolution in the late 20th 
century, there has been an exponential increase in 
digitalisation and computerisation.2 While these technologies 
have undoubtedly improved our lives in a multitude of 
ways, our reliance has created vulnerabilities susceptible to 
exploitation. Now that we are on the cusp of the fourth 
industrial revolution, we are creating even more systems 
that could be subject to cyber intrusions. 3 

Cyber attack/warfare efforts have also advanced in 
tandem or possibly at an even faster rate. Countries such as 
the US, Russia, China and Israel have announced their 
expansion or consolidation of military cyber capabilities.4 
China for example, has brought together previously 
separated units under a central command, a move that 
would allow the Chinese military to better leverage its 
capabilities.  

Among the advancements in cyber intrusion 
capabilities, the ability to hack air-gapped systems is of 
particular note. Air-gapped computers are physically 
separated from the Internet to ensure that sensitive 
information is more secure and less vulnerable to hacking. 
The Ministry of Defence (MINDEF) has long had its air-
gapped system in place, and since June 2017, all other 
government computers have been disconnected from the 
Internet.5 This more secure approach proved valuable for 
MINDEF in February 2017 when it experienced its first I-Net 
hacking, and the personal data of 850 servicemen was 
stolen. Information stolen included their date of birth, NRIC 
numbers and mobile numbers.6 Nevertheless, as classified 
military information is stored on a physically separated 
internal system, no such information was stolen.7 

However, researchers have found various means to 
bypass this physical separation, accessing information from 
air-gapped computers. Methods include using 
electromagnetic waves, acoustics, thermal and optical 
methods, and have been already employed in cyber attacks 
such as Stuxnet in the past.8 In particular using an optical 
method, researchers at Ben-Gurion University utilised 
malware installed on an air-gapped computer to encode 
classified information and manipulate the blinking of a 
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computer’s HDD LED lights to transmit information.10 
Compared with other methods, this method is more 
effective as it is considered covert, faster and does not 
require special hardware.11 As HDD LED lights are usually 
active, users would not be alerted to its blinking. 
Additionally, the malware can cause the blink rate to be fast 
enough to make it harder for the human eye to detect, 
while transmitting information as a faster speed. Although 
malware still must first be installed on the targeted 
computer, industry standards indicate that it takes on 
average five months to discover a breach, giving ample time 
for information collection.12 

Prevalence of Cyber Attacks 

In the past couple of decades, there have been a 
number of high-profile cyber attacks around the world. 
Russian cyber attacks on Estonia in 2007; Stuxnet, which 
targeted and destroyed one-fifth of Iran’s centrifuges in 
2009; and the attack on Sony Pictures in the US to name a 
few.13 

Several incidents of cyber attacks in Singapore have 
been reported in the past few years as well. Table 1 lists the 
notable attacks that have been reported. 

The unsettling truth is that these only begin to 

scratch the surface of the actual number of cyber intrusions 

that Singapore has experienced. Despite our small size, our 

reliance on computer systems means that whether part of a 

global cyber threat or a specific targeted attack, we are 

vulnerable to cyber attacks. The CSA has reported that 

healthcare sector in particular was most hit by ransomware 

attacks in late 2016.14 

Furthermore, with the consolidation of cyber 

capabilities by countries as mentioned above, the 

occurrences of cyber attacks could possibly be set to 

increase as countries become bolder. For instance, Russia 

has been particularly active in the cyber realm. Russian 

hackers hired by the Russian state intelligence have been 

accused of hacking the Democratic National Congress in the 

US ahead of the general elections in 2016.15 North Korea 

has also consistently been in the spotlight as it has 

reportedly carried out attacks to steal military documents 

from South Korea, and targeted certain US electric power 

companies.16 

The Defence Cyber Organisation (DSO) was set up in 2017 to monitor and defend the SAF’s networks.9 
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Movement towards Network-Centric 
Warfare and Reliance on Technology 

In 2004, then Minister for Defence Teo Chee Hean 
introduced in Parliament ‘Transformation and Third 
Generation Singapore Armed Forces’ (3G SAF). The 3G SAF 
would utilise technologies such as information systems, 
precision weapons, electronic warfare, and unmanned 
platforms. Since then, the SAF has grown from strength to 
strength, developing its capabilities to match the needs of 
today’s warfare.24 Nevertheless, this increased use of 
technology provides another avenue of sabotage to our 
systems in cyber space.  

For example, Iraqi insurgents managed to hack US 
drones using readily available software to access video 
recordings from the drone, alerting them to potential 
attacks.25 Given the SAF’s use of networks and computer 
systems, we have to recognise these threats, and ensure 
that nascent capabilities or policies are not crippled by new 
vulnerabilities. For instance, in the recent MINDEF ‘Bug 
Bounty Programme’, white-hat hackers found 35 bugs, two 
of which were considered to be of ‘high’ severity.26 

Despite our small size, our reliance 

on computer systems means that 

whether part of a global cyber 

threat or a specific targeted attack, 

we are vulnerable to cyber attacks.  

Principled Approach to Policies 

As stated clearly by our Minister for Foreign Affairs, 
Vivian Balakrishnan, Singapore has to advocate for a world 
‘governed by the rule of law and international norms.’27 We 
live with the immutable fact that we are a small State with 
resource and geographical limitations. The plain truth is 
that, in a world where ‘might is right’, Singapore stands to 
lose much of the sovereignty and independence that it 
enjoys. 

Ultimately, if we were to concede at any point that 
countries can coerce other countries to do their bidding, 

Date Agency or Organisation Impact 

Late 2016 Unnamed public organisation 

Subjected to state-sponsored cyber attack to 
further national interests as reported by CSA. 
No data was stolen.17 

February 2017 Ministry of Defence 
Personal data of 854 servicemen stolen 
through targeted cyber attack.18 

11 April 2017 National University Singapore Sophisticated unauthorised intrusion and 
malware attack possibly to access sensitive 
government or research information.19 

19 April 2017 Nanyang Technological University 

May 2017 
Various private entities including 

shopping malls 

Part of global WannaCry ransomware attack 
targeted mall directories.20 Singapore escaped 
largely unscathed. 

June 2017 
Private companies reported 

possible interference 

Part of destructive global NotPetya attack. 
Singapore’s critical infrastructure not 
affected, but companies lost work hours.21 

September 2017 AXA Insurance Company 

Personal data of 5,400 customers exposed. 
Information included email addresses, 
insurance policy numbers, mobile numbers, 
and birth dates.22 

June–July 2018 SingHealth 

Personal data of 1.5 million patients and 
outpatient medical records of 160,000 were 
stolen—including that of Prime Minster Lee 
Hsien Loong.23 

Table 1: Notable cyber attacks in Singapore. 
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then we would be left to the mercy of bigger, more 
powerful states. Therefore, even though countries are 
turning now to cyberspace to further their own national 
interests, we have to ensure that our actions and responses 
are in accordance with international law. This would ensure 
that we never lose our moral high ground and expose us to 
criticism by the international community.  

LEGAL QUESTIONS 

Legal norms governing cyber space are far less 
developed as compared to the rules applicable to more 
traditional areas of international law. The Tallinn Manuals 
attempt to consolidate the rules applicable to cyber 
operations.29 Although these works are prefaced with the 
disclaimer that the rules espoused within are the opinions 
of the group of experts, they still provide good guidance, as 
they involved extensive research on prevailing norms.  

There are several possible reasons why rules 
governing cyber space have not been more developed. 
First, it could be due to the fact that compared with 
traditional State relations and interactions, cyber space is a 
relatively new domain, and the requisite widespread State 

practice and opinio juris to create customary international 
law has not been fulfilled.30 Second, there could be a lack of 
impetus for States to agree to rules that govern cyber space 
and create a treaty, another source of international law.31 
There is currently a lack of an overarching formal, binding 
document to govern the use of cyber space similar to 
landmark treaties such as the Geneva Conventions. One 
could posit that this is due to the fact that countries can 
exploit this vacuum in the law and thrive in the ambiguity, 
allowing for their cyber activities to carry on without much 
repercussion. Third, it is arguable that the true nature of 
the threat is yet to be known. Cyber capabilities and their 

technological potential are still developing, and it is difficult 
to lay down all-encompassing rules when there is constant 
advancement in capabilities.  

In any event, Singapore and its need to adhere to the 
rule of law means that these reasons cannot be used as 
excuses for us to be ignorant in our actions. Careful yet 
deliberate actions should be taken by Singapore to ensure 
that we remain beyond reproach. The following are the key 
questions in international law that should be asked 
whenever an issue in cyber space must be addressed. 

The SAF has evolved to meet the security threats that plagued the 21st Century.28 
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The Question of Attribution 

First, we must ask if the cyber attack can be 
attributed to a state. This is a question of attribution under 
international law and must first be addressed in order to 
assign culpability and dictate the legitimate response. 
According to the text of the Draft Articles on Responsibility 
of States for Internationally Wrongful Acts [‘ARSIWA’], 
there are eight scenarios in which conduct will be 
attributable to a State.32 For instance, where the conduct is 
by an organ of the State, it will be attributable to the 
State.33 An example would be if the cyber command of a 
country executed a cyber attack against another. 
Alternatively, where a non-State actor acts under the 
direction or control of State, the act can be attributed to 
the State as well.34 Even where a State agent or organ acts 
ultra vires, the conduct can still be attributable to the 
State.35 For example, if any of the cyber commands set up 
by States orchestrate a cyber attack without the approval of 
the requisite authorities, the State will still be responsible.  

In all other scenarios, the attack would not be 
considered to be coming from a State actor, but rather a 
private individual. It is true that we live in an age with 
hacking groups such as Anonymous targeting government 
websites and confidential information to further their 
desired causes.36  In this case, the following questions and 
appropriate responses do not apply as these rules generally 
apply to State-State interactions. Instead, Singapore will 
have to engage the other State directly to resolve the issue, 
possibly on the basis of a duty of due diligence.37 

Therefore, even though countries 

are turning now to cyber space to 

further their own national interests, 

we have to ensure that our actions 

and responses are in accordance 

with international law.  

The Classification of the Internationally 
Wrongful Act 

If the conduct can be attributed to a State, the next 
step is to determine if there has been a breach of an 
international obligation.38 An example of such a breach 
would be when the sovereignty of the target State has been 
violated. This is based on the principle of sovereign equality 
of States as stated in the United Nations (UN) Charter.39 As 
a preliminary point, only a State can violate the sovereignty 
of another State, and purely private actors are not 
applicable under this analysis.  

As a starting point, espionage in of itself is not per se 
contrary to international law.40 This means that the sole 
collection of data that does not infringe upon the 
sovereignty of the targeted nation and is not unlawful.41 In 

the cyber realm, the clearest way for an infringement of 
sovereignty would be where there is physical damage or 
injury, or loss of functionality. This mirrors the rules of 
public international law, and could further be classified as a 
form of unlawful intervention (principle of non-
interference), use of force, or armed attack.42 To a certain 
extent the classification is dependent on a matter of 
degree. 

States and the International Court of Justice have 
long recognised the principle of non-intervention. A cyber 
attack by another State, which causes physical damage and 
inhibits the decisions by the target State’s ‘political, 
economic, social, and cultural system, and the formulation 
of foreign policy’ would violate this principle. An example of 
this would be if the overheating of a critical government 
server results in a key economic or foreign policy decision 
not being made due to the loss of data or 
communications.43 

Article 2(4) of the UN Charter prohibits ‘the threat or 
use of force against the territorial integrity or political 
independence of any State.’44 An attack would be a use of 
force where its ‘scale and effects are comparable’ to non-
cyber operations rising to the level of a use of force.45 This 
would involve a greater degree of physical damage, such as 
loss of an entire network of servers resulting in huge 
infrastructural damage or losses. Where the scale and 
effects of the use of force are severe enough, the cyber 
operation would amount to an armed attack, and thus 
trigger the inherent right of self-defence.46 Indeed, the US 
and North Atlantic Treaty Organisation (NATO) have 
recognised that the right to self-defence could be invoked 
in the event of a cyber attack.47 For example, the use of the 
Stuxnet virus resulted in the damage of Iran’s nuclear 
centrifuges, hampering their ability to enrich uranium. This 
is arguably a use of force, as there are effects similar to a 
physical attack. However, if there were significant casualties 
and property damage that occurred as a result of this 
tampering, the operation would be more akin to an armed 
attack. 

There are two other possible ways to infringe upon a 
State’s sovereignty discussed in the Tallinn Manual. First, 
there could still be a violation when a cyber attack does not 
cause physical damage or loss of functionality.48 For 
example, the major Distributed Denial of Service (DDoS) 
attack by Russia on Estonia that severely affected Internet 
access in Estonia. Though temporary, it adversely affected 
the Estonian economy. Second, interference on 
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governmental functions such as social services of the target 
State could be considered a violation.50 However, given that 
the legal position in these situation are more unsettled, it 
would be wise for Singapore to err on the side of caution 
when dealing with these situations. The finding that there is 
an internationally wrongful act allows Singapore to assign 
blame, and carry out certain reactionary measures.51 
Handling these scenarios delicately or finding out more 
through investigations would help ensure that we remain 
beyond reproach.  

If the operation was found to be by a non-State actor, 
then Singapore can consider if the originating State 
breached its duty of due diligence. This duty requires States 
to not to allow cyber infrastructure within the State to be 
used for cyber operations.52 The originating State has to 
take all possible measures to stop the offending cyber 
operations.53 If the State fails to stop a cyber operation that 
violates an international law right of the targeted State, 
causing ‘serious adverse consequences’, then the 
originating State could be found liable for a breach of its 
duty of due diligence.54 

Law of Armed Conflict or General Public 
International Law 

Once there has been a cyber attack, it would be 
prudent for Singapore to then determine which body of law 
applies to the particular situation. When there is an 
international armed conflict between at least two States, 
the Law of Armed Conflict (LOAC) would apply.55 The 
requirement of internationality is met as this essay is 
focused on state launched, or state-sponsored cyber 
operations. There must also be an ‘armed conflict’, and it 
has been argued that cyber operations alone could amount 
to hostilities.56 Additionally, there need not be a conflict 
restricted to the armed forces of a State.57  

Although there may be some disagreement as to the 
degree of hostilities required even in conventional 
hostilities, it is generally accepted that there must be at 
least an act that qualifies as a use of force.58 However, I 
submit that it would be advantageous for Singapore to treat 
the level of hostility required to trigger an armed conflict to 
be relatively high, contrary to the view in the Tallinn Manual.59 

The International Court of Justice is the principal judicial organ of the United Nations.
49 
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LOAC would provide Singapore a wider variety of legal 
means (cyber or otherwise) to respond to the attack, but at 
the same time implicitly opens us to continued attacks as 
well. This would create a slippery slope into conflict and 
would result in the deterioration of diplomatic ties and 
hostilities could escalate even beyond the cyber realm, 
causing greater damage to Singapore. This will be 
elaborated upon in the final section.  

Hence, when faced with a cyber 

incident, Singapore must first 

consider attribution, then if there 

was an international wrong, the 

body of law that applies, and lastly, 

the legitimate response.  

LEGITIMATE RESPONSES 

After determining that the conduct is indeed by a 
State actor, and finding that there is an internationally 
wrongful act, Singapore should then formulate its response. 
This would first depend on the applicable body of law to the 
situation. If LOAC is applied, then, amongst others, the 
principles of distinction and proportionality would apply. 
With regard to the former, distinction requires the targeting 
of only lawful military objectives, which have to offer the 
opposing State some form of military advantage.60 
Additionally, the principle of proportionality dictates that 
damage or loss of life to innocent objects or people cannot 
be excessive in relation to the aforementioned military 
advantage.61  

Nevertheless, it would be preferable for Singapore to 
adhere to the stricter standards of general public 
international law where possible, to ensure that we remain 
beyond reproach and not expose ourselves to an escalation 
of hostilities or criticism.  Starting from the most severe 
infringement of sovereignty—an armed attack—Singapore 
would be entitled to exercise its inherent right of self-
defence.62 However, this right must still be exercised in 
accordance with the principles of proportionality and 
necessity.63 For example, this would mean that in the 
explosion of the nuclear reactor stated earlier, it would 
probably be unlawful for Iran to have responded by 
bombing the entire Israeli territory.  

Where the armed attack threshold is not met, 
Singapore could still resort to the use of countermeasures 
(physical or cyber) in all other situations of a breach by 
another State of its international obligations.64 There are 
strict rules surrounding the use of countermeasures, as 

they are solely to be used for the purpose of bringing the 
offending State back into compliance with its international 
obligations—i.e. stop conducting illegal cyber operations.65 
Additionally, the countermeasures taken must be 
proportionate.66 This would involve a consideration of the 
nature of the injury and gravity of the wrongful act, the 
rights of the victim and perpetrating State, and the need to 
cause the State to comply with international law.67 In 
essence, there is no room for revenge under 
countermeasures; States that have experienced malware 
on their servers cannot then seek to destroy all of the 
offending State’s servers in return.  

Ideally, once the immediate security breach has been 
dealt with, Singapore should resort to peaceful settlement 
of disputes to prevent further misunderstanding. This could 
be in the form of negotiation, mediation, or through a case 
at the International Court of Justice. These processes will 
not only allow for greater clarity of events thereby avoiding 

misunderstandings, they will also allow Singapore to avoid 
resorting to offensive operations of its own and the 
subsequent escalation of events. Singapore has already 
shown its commitment to the peaceful settlement of 
disputes in its support of dialogue as part of the Association 
of Southeast Asian Nations (ASEAN), and further in turning 
to the International Court of Justice (ICJ) for its dispute with 
Malaysia over Pedra Branca.   

CONCLUSION 

Advancements in technology, the prevalence of cyber 

attacks in Singapore, our increased reliance on technology, 
and the need to maintain a principled approach to 
international law, challenge Singapore in the face of the 

growing threat of cyber operations. While we have to 

consistently defend ourselves against these threats, we 
have to ensure that we remain in compliance with 

international law. Hence, when faced with a cyber incident, 
Singapore must first consider attribution, then if there was 
an international wrong, the body of law that applies, and 
lastly, the legitimate response.  

For illustration, we can examine the MINDEF I-Net 
hacking. Firstly, we have to determine if it was orchestrated 
by a State or non-State Actor. If it were the latter, then 
Singapore would be constrained to engaging the 
government of the State from which the attack originated, 
and look into whether or not that State has breached its 
duty of due diligence. If it were the former, as some 
commentators have highlighted, then the next question 
would be to determine if there was a violation of 
international law.68 Arguably, given that there were no 

physical effects, temporary loss of functionality or 
hindrance to the exercise of governmental functions, it is 
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more akin to an act of espionage, which is not illegal per se. 
This means that Singapore cannot resort to the use of 
countermeasures, and has to resort to diplomatic means. If 
however, there was a violation, then proportionate 

countermeasures specifically to stop the violation could be 
employed. Once the immediate breach has been 
discontinued, then Singapore could then look to the 
peaceful settlement of disputes.  
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