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by CPT Katie Qintan Lin 

ABSTRACT 

The new age of war will be an age of robots and automation, of a highly urbanised and interconnected world with 
blurred boundaries, and of hybrid warfare and terrorism. This essay focuses on three main areas in its exploration of the 
new landscape of war and the role of intelligence in it: (1) unmanned systems and platforms, (2) hybrid warfare and open-
source intelligence, as well as (3) active hunting and persistent sensing. The author highlights that there is a need for the 
intelligence community to evolve in terms of adopting nascent and unmanned technologies, as well as developing new 
doctrines or concepts of operation for new domains of intelligence. Only then can timely, accurate and relevant 
intelligence be provided to the SAF in the future.  
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INTRODUCTION 

The face of warfare as we know it is rapidly changing. 
A new Revolution in Military Affairs (RMA) is taking place, 
according to many military scholars, and that is the age of 
robots and Artificial Intelligence (AI).1 As with the invention 
of gunpowder, steam ships, tanks and information 
technology, RMAs are paradigm shifts in the characteristics 
of warfare that have drastically transformed the way war is 
waged, driven by game-changing technologies and/or 
radical war concepts. Aggregated findings indicate that in 
the future, war will likely be hybrid and cyber in nature, 
featuring unmanned platforms, satellite systems, advanced 
sensing systems, and military nanotechnologies.2 As P.W. 
Singer puts it, unmanned technologies will not just change 
how we fight, but who fights in war.3 

This transformation in warfare is not just driven by 
unmanned technologies but also by radical concepts in how 
wars are fought. In 2014, Russia shocked the world by 
annexing Crimea from Ukraine without a shot fired. Coined 
hybrid warfare, it is a complex and holistic approach 
involving cyber attacks, information operations, 
conventional military posturing, unconventional 
destabilisation activities, economic pressure and political 
activities. Hybrid warfare will increasingly become the de 
facto mode of war in the future.4 This also means that there 
is now a second battlefront that takes place in virtual 
reality, where wars of words and codes are fought. 

What implications does the future of warfare bring to 
the domain of intelligence? Traditionally, the role of 
intelligence is to give timely, accurate and relevant 
information on the opposing force(s) and conflict 
environment(s), so that uncertainty is reduced and the best 
decisions can be made.5 This essay discusses the 
implications of a new age of war on intelligence, through 

exploring three main areas in the new landscape of war: 
unmanned systems and platforms, hybrid warfare and 
Open-Source Intelligence (OSINT), as well as active hunting 
and persistent sensing.  

THE NEW AGE OF UNMANNED SYSTEMS 
AND PLATFORMS 

Unmanned systems and platforms are not new; the 
Predator Unmanned Aerial Vehicle (UAV) had been 
conducting surveillance and firing missiles back in 2001, 
shortening the Sense-to-Strike cycle.6 Other high-altitude 
long-endurance UAVs bring advantages that manned 
aircraft cannot achieve, such as the ‘Vulture’ by the US 
Defense Advanced Research Project Agency (DARPA) which 
can stay aloft for five years to provide ultra-persistent 
surveillance.7 Fighter drones, such as DARPA’s Tactically 
Exploited Reconnaissance Node (TERN) which can take off 
and land vertically on small ships, could usher in a new age 
of ‘drone carriers’ and consequently even drone warfare.8 
Moving forward, UAVs and Unmanned Combat Aerial 
Vehicles (UCAVs) would likely move from the man-in-the-
loop controller concept (where a human operator controls 
the drone) and semi-autonomous concept (where machines 
have AI, but will seek approval before making key decisions) 
to the autonomous concept, where drones could essentially 
find, fix, track and engage targets on their own based on 
pre-programmed parameters.9 The increasing autonomy of 
drones paves the way for drones to operate in swarms, 
networked by advanced tactical datalinks, much like bees. 
These swarms could take down key anti-air strategic targets 
deep in enemy territory, sanitise enemy airspace by 
engaging in air-to-air combat, and provide multi-domain 
intelligence using a diverse set of sensors spread over a 
wide area. Future air battles could be decided by huge 
swarms of weaponised drones.10 
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The proliferation of unmanned platforms is not just 
limited to UAVs, but also Unmanned Ground Vehicles 
(UGVs), Unmanned Surface Vehicles (USVs) and Unmanned 
Underwater Vehicles (UUVs). UGVs fulfil a diverse range of 
roles, ranging from Intelligence, Surveillance and 
Reconnaissance (ISR), urban-terrain mapping and Explosive 
Ordnance Disposal (EOD) operations, to human detection 
(possibly even identification) and tracking, and even combat 
missions.11 Out in the sea, UUVs are used for mine 
countermeasure operations, and could even be used for 
Sense-and-Strike operations, such as Lockheed Martin’s 
submarine-launched unmanned ‘subplane’ called the 
Cormorant.12 The future abounds with possibilities for 
highly capable and versatile unmanned platforms that can 
traverse the boundaries between air, land and sea. 

What does this mean for intelligence in a future 
where drones (with far superior ranges and endurance 
compared to their manned counterparts) can spy covertly 
and persistently from high altitudes, and operate 
autonomously in networked swarms to both sense and 
strike targets? For one, the military that studies, adopts and 
develops unmanned technologies first would have the first-
mover advantage, and would not only drastically increase 
its edge in ISR capabilities, but also in strike capabilities. 
Unmanned technologies could greatly augment intelligence 
collection. UAVs (like the Global Hawk) could greatly 
increase the range and endurance of airborne ISR 
collection. Autonomous sensor platforms could be inserted 
far behind adversarial boundaries to covertly collect 
intelligence on targets in the depth, while autonomous 
swarms of nano-drones could be the ‘eyes’ and ‘ears’ in 
hard-to-reach places. However, the simple adoption of 
unmanned technology will not ensure success; it is the 
revolution of the whole warfighting and intelligence 
approach, with the full integration of unmanned systems 
that will give us the strategic edge. In deciding to shift 
towards unmanned platforms and systems, the SAF would 

first have to consider if these would better serve its military 
strategy, environment and constraints.13 

Second, organisational structures would have to 
change to suit the shift to unmanned technologies. When 
the use of unmanned technologies becomes more 
prevalent, it becomes inefficient for all unmanned 
operations to be handled by a single Command. The author 
proposes that while unmanned strike operations for air, 
land or sea could be handled by the respective services, 
unmanned ISR operations could better be handled by the 
Intelligence community. This also means that respective 
services or the Intelligence community should have their 
own drones and pilots for more direct Command and 
Control (C2) and to develop operation-specific capabilities. 
Third, the SAF could study and develop technologies that 
could counter unmanned platforms of adversarial forces, 
and develop systems that could detect and track UAVs to 
mitigate the risk of spying by adversarial UAVs or terrorist 
drones.14 What we could see in the future might not just be 
humans as drone operators, but rather as leaders of their 
individual drone swarms, multiplying both the reach and 
scale of our forces. 

HYBRID WARFARE AND OPEN-SOURCE 
INTELLIGENCE 

Even as armed forces around the world continue to 
train and plan for conventional warfare, emergent trends 
indicate that future wars could likely take the form of 
hybrid and psychological warfare involving cyber attacks 
and information operations, irregular dispersed warfare 
involving small clandestine organisations with privatised 
and miniaturised combat capabilities aided by the diffusion 
of technology, and even neurological biochemical warfare 
(involving the use of weapons that act on the nervous 
system to cause great physical harm).15 Yet, some 
continuities will remain—the military will continue to be the 
state’s instrument of policy and limited resources as well as 
ideological clashes will remain drivers of war. In the face of 
such changing trends, the best that militaries can do is to 
understand these trends, adapt, innovate and prepare for 
the future forms of war.16  

In hybrid warfare, any combination of Information 
Operations (IO) and cyber attacks could be used in tandem 
with other instruments of state such as diplomatic alliances, 
political manoeuvring and economic pressure. To 
understand information warfare, information must be 
viewed as both a weapon and a target. IO activities 
comprise five core capabilities: Psychological Operations 
(PSYOPS), Military Deception (MILDEC), Operational 
Security (OPSEC), Computer Network Operations (CNO), 
and Electronic Warfare (EW). Offensive IO capabilities may 
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take the form of PSYOPS such as misinformation and using 
traditional mass media (television and radio broadcasts) or 
social media platforms to influence the opinions and actions 
of the target audience, or MILDEC activities such as decoys 
and false ‘intelligence’ to deliberately mislead adversary 
military decision makers.17 We have seen how effective IO 
or psychological warfare can be—in the 2006 Israeli-
Hezbollah War, a guerrilla organisation far inferior in size 
and technology managed to ‘force’ a regional power’s 
withdrawal from south Lebanon through PSYOPS, 
illustrating how ‘the pen is mightier than the sword.’18 

In the cyber domain, cyber attacks are aimed at 
degrading or disrupting computers, networks and systems 
whether of the individual, organisation or state. These 
could take the form of cyber espionage (through illegal 
exploitation of computers, software or networks), 
distributed denial-of-service attacks (where the use of 
networks is denied through data ‘flooding’), or data 
manipulation or sabotage (through malware). Much 
resources and research would have to be undertaken to 
develop measures or infrastructure to counter cyber 
attacks. In fact, the more ‘electronically dependent’ a state 
is, the more vulnerable it is to cyber attacks.19 

In hybrid warfare, any combination 

of Information Operations and cyber 

attacks could be used in tandem 

with other instruments of state such 

as diplomatic alliances, political 

manoeuvring and economic 

pressure.  

Yet, while the Information Age brings many new 
threats, it also presents the intelligence community with 
new collection opportunities. First, OSINT is a growing 
domain with huge potential, considering the wealth of 
information readily available on the Internet and social 
media platforms; it can cross-cue and enhance conventional 
intelligence collection from closed sources. However, with 
the prevalence of misinformation online, the quality of 
actionable intelligence derived from OSINT depends greatly 
on the quality of analysis.20 Many open-source tools are 
available for both collection and big-data analysis; some 

An Image that shows the core capabilities in Information Operations – Psychological Operations. 
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tools map social networks and relationships, while others 
track and identify people as well as map out places based 
on geo-tagging of social media posts.21 Social media is 
ultimately as much about the meta data as it is about what 
is said and shown. With the huge amounts of aggregated 
data to sift through, the author believes that acquiring the 
right open-source tools becomes even more crucial in 
ensuring expeditious data collection and analysis to 
produce useful intelligence. 

Second, along with the rise of OSINT comes the 
nascent field of Digital Forensic Intelligence (DFINT). 
Everyone leaves a permanent but invisible digital trail, which 
can be exploited for the tracking of individuals and the 
collection of private data such as that retrieved from mobile 
phones. Currently, there are already solutions to extract and 
analyse data retrieved from mobile phones.22 One can 
imagine the use of such digital data extraction solutions in 
conjunction with unmanned remote-sensing platforms or 
Human Intelligence (HUMINT) operatives as a possible mode 
of intelligence collection in the future. As misinformation 
campaigns become more prevalent, digital forensics also 
becomes increasingly important in discerning and 
uncovering truth from lies, by analysing the invisible digital 
trail of what we see and hear. In sum, the author believes 
that the in-depth analysis of open-source and social media 
data as well as its meta data, using the appropriate tools, 
would be pivotal in giving the intelligence community an 
edge in the age of hybrid and information warfare. 

Yet, while the Information Age 

brings many new threats, it also 

presents the intelligence community 

with new collection opportunities.  

ACTIVE HUNTING AND PERSISTENT 
SENSING 

In the new age of war—replete with stealthy 
unmanned platforms, how can the intelligence community 
keep up to provide timely, accurate and relevant 
information to military decision-makers? No longer can 
intelligence practitioners rely on opportunistic collection of 
adversarial forces and platforms.  With the advent of 
stealth technology and a military’s inherent tendency to 
conceal its forces for the element of strategic surprise, 
windows of opportunity for detection are getting smaller. 
The author proposes for intelligence collection to take on a 
more active role—akin to hunting—rather than the more 
passive method of planning routine collection over a 
probable Area of Operations (AO). To hunt for the target, 
we have to develop sensing capabilities that can detect 
stealth platforms as well as concealed targets. This involves 
as much creative thinking-out-of-the-box as it does 
futuristic technology. Active hunting is about seeking the 
hidden. In other words, future Imagery Intelligence (IMINT) 

A graph showing the three stages of the Information Age. 
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should be more than imaging what is already in the light; it 
should also be about bringing the hidden to light. 

First, one way to detect stealth platforms is to invest 
in counter-stealth technologies such as certain advanced 
passive radar systems (which use bearing-range 
triangulation from multiple receivers), Ultra High Frequency 
(UHF) L-band radars, passive listening systems, and 
millimetre wave imaging (using naturally-emitted 
radiometric signatures).23 Another way to detect stealth 
platforms is to establish a comprehensive wireless network 
of unmanned sensors which could be persistently stationed 
around land, maritime and airspace boundary lines.24 In 
other words, we cast semi-permanent ‘sensor-nets’ that 
can provide persistent surveillance, border-intrusion 
detection and even automated target classification.25 Such 
systems could be useful in the detection of submerged 
submarines, particularly for countries with smaller maritime 
territorial boundaries (such as Singapore) or places with 
chokepoints (such as the entrances to the Singapore Straits 
and Straits of Malacca). As stealth technology becomes 
cheaper and militaries replace ageing platforms in the 
foreseeable future, stealth platforms could become more 
commonplace, necessitating the use of counter-stealth 
detection methods by the intelligence community.  

Second, it is increasingly imperative that the 
intelligence community be able to detect and track targets 
that are concealed by walls, buildings, foliage or water 
(such as underwater targets). One way is to continue 
pushing technology to the limits, to see through walls and 
underwater. Emerging wall-penetrating technologies 
include the Low-Frequency Synthetic Aperture Radar (SAR) 
by Airbus, which can be mounted on airborne platforms to 
image through walls from stand-off ranges, as well as laser 
radar-based vibrometry, which remotely measures the 
vibrations on structures or the ground to detect concealed 
targets.26 

To image targets obscured by foliage, foliage-
penetrating SAR instruments have typically used lower 
frequency bands (such as P band), but the associated 
imaging range and resolution do not enable target 
recognition. More recently, radars like Lockheed Martin’s 
foliage-penetrating reconnaissance radar can even detect 
slow-moving troops or vehicles through trees.27 

In the area of detecting and imaging underwater 
targets such as submerged submarines, technologies, while 
still in nascent stages, are promising. Terahertz imaging—
used in food analysis and medical imaging due to its 
sensitivity to water content—could be adapted for 
submarine detection once solutions to circumvent its short 
range are developed.28 More extensive research into blue-
green Lasers (explored for submarine communications), 
Light Detection and Ranging (LIDAR) and Infra-Red (IR) 

Wake Detection could yield results that offer game-
changing solutions to the cat-and-mouse game of 
submarine detection.29 

Another way to image what has been previously 
thought impossible is to look at the problem in a different 
way. For instance, to image targets in the depth obscured 
by foliage, swarms of nanobots—nearly imperceptible 
when they travel alone—could intrude deep into 
adversarial territory, converge again when one of them 
detects a target (in the absence of observers) to image it, 
and separate again en route to its next mission. These 
swarms could also image underground facilities and 
bunkers, or inside buildings.30 

Third, persistent sensing should be an area of focus 
for the intelligence community. We can have persistent 
‘eyes’ on high-value targets through various means. One 
way is through biomimicry—the use of robots camouflaged 
as elements of nature such as insects of birds. While 
biomimicry can present great advantages such as self-
healing armour and dynamic camouflage to the military by 
modelling animal biology, the greatest advantage of 
biomimicry to the intelligence community would perhaps 
be the ability to collect covert and persistent multi-domain 
intelligence at stand-in ranges in adversarial territory.31 The 
sensing platform could take the form of a ‘bird’ perched 
high up in a tree, or even a cluster of ‘cockroaches’—much 
can be left to the imagination.  

Another way to have persistent sensing capabilities is 
to exploit the Internet-of-Things (IoT) of Closed-Circuit 
Television (CCTV). Given the prevalence of CCTVs installed 
all over the world, the ability to exploit the IoT of CCTV to 
obtain footages would be a huge step up for the domain of 
IMINT. At the same time, we must extensively study the 
vulnerabilities in our CCTV systems to mitigate risks of 
hacking.32 But, aside from the challenge of exploiting the 
IoT of CCTV in unauthorised areas without being detected, 
the greater challenge lies in being able to detect targets of 
interest in the ocean of data obtained, without knowing 
what we are specifically looking for. This is the reason why 
CCTV is mostly used in the identification of suspects after a 
crime, not in the prevention of the crime itself. 
Nonetheless, CCTV offers us millions of ‘eyes on target’ and 
plenty of surveillance opportunities, be it for counter-
terrorism, military defence, or monitoring of adversarial 
targets. 

CONCLUSION 

With the RMA of unmanned technology set in 
motion, the future shape of war will be drastically different. 
The intelligence community will have to evolve in 
anticipation of the changing battlefield and the way wars 
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will be fought. It is only by staying ahead of changes and 
developments that our intelligence community can provide 
the SAF with the strategic edge, through the provision of 
timely, accurate and relevant intelligence. 

As explored in this essay, unmanned platforms and 
systems offer unprecedented opportunities for intelligence 
collection. UAVs could provide ultra-persistent surveillance 
and shorten the Sense-to-Strike cycle, while versatile 
unmanned sensors could be submarine-launched or drone-
inserted deep into adversarial territory for covert ISR 
collection. Autonomous swarms of small drones could 
provide real-time multi-domain intelligence covering wide 
expanses of hard-to-reach areas such as underground 
spaces and military installations, or under foliage in the 
depths. 

The Information Age offers us new domains of 
intelligence to be exploited, even as it is seen to be the 
harbinger of hybrid, cyber and information warfare. Yet, to 
truly capitalise on OSINT and DFINT, not only must we not 
spare resources to obtain or develop the right tools, we 
must also update our doctrines, concepts of operations, 
and processes, as well as properly train intelligence 
practitioners in these new methods of collection. 

The Information Age offers us new 

domains of intelligence to be 

exploited, even as it is seen to be the 

harbinger of hybrid, cyber and 

information warfare.  
Finally, the way we approach intelligence collection 

must change as well, from a more passive process of 
opportunistic and routine collection based on the probable 

AO of targets, to an active hunting process. It does not 
suffice to just hunt for targets; it is also about what we 

hunt—the ‘invisible’—and how we hunt, in ways least 
expected by our adversaries. 

Ultimately, the intelligence community that will have 
the strategic edge in the new age of war is one that dares to 

dream and to change—one that embraces new 
technologies and generates radical solutions. And it is the 

hope of the author that the SAF’s intelligence community 
will be precisely that—an intelligence community leading 

the way into the future. 
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