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ABSTRACT

In this essay, the author is of the opinion that the prolifera on of cheap weaponised drones is not merely an 
incremental tac cal innova on. He believes that, it provides non-state actors with a precision capability impervious 
to most defences and, is capable of targe ng any military asset. This capability has brought strategic implica ons for 
how the state organises and employs military forces in line with their objec ves. The author first examines how 
prolifera on of the drone technology has altered the conduct of opera ons at the tac cal front in order to cra  a 
founda on for discussing strategic implica ons of its usage through the understanding of the revolu on of 
weaponised drones, changes associated with technological advancement, legality as well as the ethical cri cism 
which becomes a crucial factor in its employment. He analyses the above factors so as to provide an understanding 
of the shi s in the strategic landscape with the incep on of drone technology and offers sugges ons for the states 
to organise and employ military forces. The author concludes that it is cri cal that states strategise their military 
forces in doctrine, training and acquisi ons so as to counter the possible threats raised by state and non-state 
actors in this increasingly drone-saturated world.
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INTRODUCTION

The Drone Technology has been revolu onary in 

bringing paradigm shi s in the way the world considers 
all spheres of human ac vi es and its impact on the 

global front. It has brought innova ve influence not only 

on military opera ons but also in the fields of 

agriculture, geology, archaeology, traffic management, 
police law enforcement, rescue, inspec on of power 

lines or oil, firefigh ng, security, communica on and 

mapping solu ons, owing to its vast applicability 

Because the usage is endless, all these applica ons 
highlight the importance which has shaped the world 

percep on and mo ve in its further development. Since 

the last decade, there has been a rapid prolifera on of 

drones or unmanned aerial vehicles (UAVs) around the 
globe in both the military and non-military spheres. 

Currently, at least 90 na ons and non-state groups are 

known to operate drones, including 10 countries with 
armed drones.1 An addi onal 20 countries have armed 

drone programmes in development.2

Militarily, drones have brought a colossal shi  in 

shaping the concept of opera ons (conops) and, with 
each technical innova on and applicability, it has 

a racted decision-makers to become their key 

instrument asset which can be employed in novel ways 

as per state’s interests, opportuni es and constraints. 
The unprecedented reconnaissance capabili es have 

given a puta ve edge by providing requisite intelligence 

and ba le damage assessment which shaped military 

opera ons.  

The advancement in the capability to loiter for a 

protracted me over the area of opera ons along with 
the carriage of precision weapons, made the pla orm 
most suitable for varied roles with a greater flexibility to 
supplant piloted missions. The usage of armed drones 
has mainly been towards the targeted killing of leaders 
of the extremist groups like the Taliban & Al-Qaeda by 

the US ‘war on terror.’ But, it has resulted in a lot of 
public discourse due to the apparent lack of 
transparency in decision-making for its usage and 
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ethical cri cism, highligh ng civilian casual es and 
principles of propor onality and dis nc on.

The usage is however not restricted to a few 

states. As the technology con nues to proliferate, 

cheap weaponised drones would easily be within the 

reach of many non-state actors. Already, non-state 
actors such as Hamas and Hezbollah are developing or 

acquiring these systems.3 The Islamic State of Iraq and 

Syria (ISIS) has been reported to have acquired 
Commercial-off-the-shelf (COTS) drones retrofi ed to 

carry explosives which resulted in the killing of two 

Kurdish fighters in Iraq when a downed ISIS drone 

exploded.4 The furtherance of these innova ons and its 
employability in more numbers (swarm a acks) can 

have huge strategic implica ons along with a 

predominant shi  in the outlook of modern warfare.

AIM

The aim of this essay is to analyse that the 
prolifera on of cheap weaponised drones is not merely 
an incremental tac cal innova on but that in actuality, 
it provides non-state actors with a precision capability 
impervious to most defences and is capable of targe ng 
any military asset. This issue has brought strategic 

implica ons on how the state organises and employs its 
military forces in line with their objec ves.

METHODOLOGY

In this essay, the author will first examine how 
the prolifera on of drone technology has altered the 
conduct of opera ons at a tac cal front in order to cra  
a founda on for discussing strategic implica ons of its 
usage through an understanding of the revolu on of 
weaponised drones, changes associated with 
technological advancement, legality and ethical 
cri cism, which becomes crucial factor in its 
employment. An analysis of the above sec ons would 
provide an understanding of a shi  in the strategic 
landscape with the incep on of drone technology and 
bring forth certain prac ces for states to organise and 
employ military forces. The examples cited would 
mostly entail the United States (US) due to its capability 
in the arena of drone technology and warfare, even 
though other states like Israel, Russia and China are not 
far behind. 

DRONES PROLIFERATION – A TACTICAL 
SHIFT

The first UAV or so called drones was used by the 
US in 1917. Named ‘Bug’, an unmanned aerial torpedo, 
it has the capability to guide itself to a target, shut off its 
engine and dive to the ground.5 The succeeding models 
were not employed due to insufficient funds leading to 
the closure of projects un l the Vietnam War. By then, 

Unmanned Aerial Torpedo Named as The Ke ering Bug
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the technology had become much more advanced in 
terms of capacity with a shi  from targe ng to 
intelligence collec on. The advancement made way for 
the primary u lity of drones in surveillance and 
reconnaissance.6 The tradi onal intelligence, 
surveillance and reconnaissance (ISR) missions have 
seen an expansion of drone u lity especially from the 
wars in Iraq and Afghanistan, a tac cal innova on, by 
making drones capable of delivering precision-guided 
weapons. This gave the US military an integrated strike 
capability apart from the reconnaissance roles of 
drones. An offshoot of this is the recogni on of a 
separate class of Unmanned Air Systems (UAS) which 
are being developed for the specific purpose of combat 
missions known as Unmanned Combat Aerial Vehicles 
(UCAVs).7 

Weaponised drones have been 
revolu onary for the non-state 

actors as they provide them with 
precision capability with a 
conceptual mini air force. 

An understanding of the myriad opportuni es 
offered by drones has a racted the eyes of many, 
especially the policy makers, as it exposes unique 
characteris cs that surpass most advantages of manned 
aircra  in aerial warfare. This became an instrument of 
power for the US in eradica ng high valued targets 
under the umbrella of ‘war on terror’ since 9/11, due to 
its unique features of sustained persistence and near-
instantaneous responsiveness.8 Even though the US has 
been successful, some may differ, in subjuga ng 
terrorism and insurgencies at the tac cal front, the 
strategic implica ons of the drone strikes has posed a 
series of barriers in its effec veness and future u li es. 
The answers to this hinge not principally on the 
technology itself, but on the ways in which states use 
drones and how they perceive their use by themselves 
and others.9 

In the last decade, the expansion of the types of 
drones grew tremendously, due to its usage and rising 
popularity. Basic categorisa on was carried out based 

on two characteris cs: (1) the degree of accessibility; 
and (2) the technology and infrastructure required to 
produce and/or operate them. Based on this taxonomy, 
there are four categories of systems iden fied: hobbyist 
drones, midsize military and commercial drones, large 
military-specific drones and stealth combat drones.10 
Amongst these, the la er two has more significance for 
the state’s military capability in a conven onal way, 
while the usage of the earlier two is found in almost 
every sphere of human life support, be it in agriculture, 
rescue opera ons and law enforcement, to name a few. 
The produc on of drones for personal and commercial 
use has grown growing rapidly as the global market 
revenue had increased to 34% to reach more than $6 
billion in 2017 and to more than $11.2 billion in 2020.11

The recent colossal rise in sales of hobbyist 
drones is a ributable to a consequent reduc on in the 
cost and growth in capabili es. This development of 
high technological devices has granted unprecedented 
access to individuals and non-state actors. Today, many 
non-state actors like the ISIS have made use of this 
technology, posing a serious problem for military forces. 
The ISIS conducted its first usage of drones on 23rd 
August, 2014, near the Raqqa province in northern 
Syria. It involved the use of a commercial system, a DJI 
Phantom FC40 quadcopter, to recon Syrian Army Base 
93 prior to an ISIS ground assault on the base. The 
quadcopter video imagery was subsequently used in ISIS 
propaganda videos.12 The provision to strap on requisite 
explosives along with some so ware tweak offers varied 
prospects for these non-state actors, le  to innova ve 
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imagina on, to stall a military offensive. Such a 
development in drone technology is ideal for 
asymmetric conflicts. Countering such prolifera ons 
pose difficult challenges, mostly due to the dual-use 
nature of this technology that blur the line between 
civilian and military use, an aspect that is par cularly 
advantageous to terrorists due to the inherent 
challenges of monitoring such ac vity.13

REVOLUTION OF WEAPONISED DRONES
The technology which commercial drones offers 

today has been a result of decades of work by scien sts 
and engineers in designing the present unmanned aerial 
systems which are easily accessible at as low as $200. 
Even though these systems can only deliver a small 
charge, they are s ll considered lethal. Harnessing these 
tech devices with a mild imagina on can easily convert 
them into a serious threat. 

The precise delivery of any weapon has numerous 
implica ons. First, the targe ng demands only three 
dimensional co-ordinates (includes la tude, longitude & 
al tude) for the muni on to reach its des na on with 
full autonomy. This translates to an open a ack on any 
asset at a known co-ordinate. Till now, insurgents have 
fired rockets, grenades and mortars towards US forward 
bases in Iraq and Afghanistan. Although it resulted in 
some casual es and damage, they rarely land close to 
any strategic asset like a parked aircra  or radar. The 
scenario however changes significantly with the 

acquisi on of precision guided muni ons by the non-
state actors. This calls for a shi  in strategising defences 
to sustain opera ons.  

Second, precise targe ng calls for even smaller 
warheads to achieve desired end effects. It would be 
much easier to use precise muni on to kill an insurgent 
leader, for example, than to use an unguided 1,000 
pound bomb. Hobbyist drones with Global Posi oning 
System (GPS) can easily navigate anywhere and, coupled 
with a warhead, could cause distressing effects. With 
further advancement, the computer enhanced vision 
can differen ate within the target system and take a 
precise hit to the designated point of impact.

Third, the size of the drones plays an important 
role as most of the drones are unassailable to exis ng 
defences. The variable speeds and smaller size make 
them impervious to radar detec on. While there have 
been some counter measures to deal with these drones, 
these are limited and their effec veness have yet to be 
proven.14 The ISIS’s augmented usage of these drones 
against allied forces nearly stalled their offensive at 
Mosul, Iraq as the la er were forced to consider new 
tac cs to counter these threats.

STRATEGIC IMPLICATIONS ON STATE 

For years, the threat from precise, lethal and 
unstoppable weapons have always existed. There has 
been humongous expenditure on building fool-proof 
defence systems, especially against ballis c missiles. 
Even if the systems work, in the offense–defence 
balance of weapon systems, it is always defence which 
has been more expensive. In early 2017, a US ally 
expended a $3 million Patriot missile to shoot down a 
small drone. A dispropor onate response, highligh ng 
the concern of how to deal with these new threats.15

Weaponised drones have been revolu onary for 
the non-state actors as they provide them with 
precision capability with a conceptual mini air force. 
Bi er experience has shown that these actors are 
impossible to deter. It is also very difficult to ascertain 
who is responsible for the drone a acks as many non-
state actors lack the requisite infrastructure that can be 
targeted. Each non-state group has their individual 
contextual agenda or objec ves and similar ac ons 
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against these groups may yield varying outcomes. The 
threat to retaliate against non-state leadership has 
minor consequences, therefore, it is hard to deter them.

If the above argument that any non-state actor 
can carry out precision strikes on military assets at his 
own me of choosing is true, this would lead to severe 
strategic implica ons: 

First, the exis ng military structures and basic 
concepts become inappropriate. The modality behind 
the exis ng concept was to project power and to be 
able to sustain opera ons, thereby having all the assets 
centred at one loca on, like an airbase. With the 
accessibility of weaponised drones along with not so 
sophis cated defence, it provides non-state actors with 
lots of lucra ve targets. The combined effect would 
have strategic implica ons on power projec on 
capability. With the advancement in computer visioning 
and targe ng capabili es, even bigger targets may be 
vulnerable to small precision a acks.

Second, there are serious implica ons on logis c 
supplies which are dependent on air mobility. As the 
sustenance missions require regular opera ons of cargo 
aircra  either inter or intra theatre, it becomes perilous 
to land and stop for unloading. The tempo will shi  
towards airdrops resul ng in reduced delivery capacity 
as compared to previously. This leads to an opera onal 
shi  towards smaller force opera ons. The loss of C-17 
or B-52 class of aircra  has immense implica ons at the 
strategic level, just than the loss of a fighter jet.

Third, the control for the ba le zone would pose 
an extreme challenge. It is challenging to achieve 
control with the usage of improvised explosive devices 
(IED). Almost all non-state actors employ this tac c to 
delay the offensive by the coali ons, for example, the 
Marawi Crisis in 2017 by the Abu Sayyaf & Maute group. 
Even though they are focused at the tac cal level, their 
extensive engagement has a strategic effect. This also 
has a severe impact on the high cost of the forces 
employed and the slow erosion of the will to fight. The 
dimension of air precision adds to the severity, making it 
challenging for any state or policy maker seeking to 
restore or maintain control.

Fourth, war is becoming more anarchic, as more 

actors gain the ability to impose precise and lethal 

damage. The world is already aware of US targeted 

killings against insurgents. Adding non-state precision-

guided muni ons into this scenario would lead to 
senseless violence directed at leaders or military assets, 

so much so that it becomes devoid of poli cal strategy. 

The armed group may find themselves dealing with the 

legi mate authority having control of violence with the 
ability to veto any emerging poli cal en ty as they can 

target any counter-insurgent forces.

Fi h, even though states maintain an 

overwhelming military advantage against non-states, 
they are unable to inflict the desired strategic or 

poli cal objec ve. This highlights that the balance of 

power is favourably shi ing in favour of non-state 

actors. War against ISIS in Iraq and Syria saw high-tech 
weapons being employed by the coali on forces to 

vanquish ISIS. Such weapons are expensive but decisive 

to give the death blow when required. With the non-
state having precision capability, relying on such high-

tech weapons systems would be pivotal as these 

systems, too, are vulnerable to a ack. 

The easy acquisi on of 
commercial drones have opened 
up myriad op ons for the non-
state actors, not bound by any 

law.
Sixth, the usage of drones for targeted killings 

gave rise to a number of ethical cri cisms against US 
decision makers. Amongst them are the threat of 

civilian casual es, adherence to the propor onality and 

dis nc on principles in interna onal humanitarian law 

and the poten al for abuse. Mi ga ng the validity of 
these concerns is a difficult task, and remains largely 

unresolved among scholars of war and ethics.16 Such 

cri cisms lead to serious public discourse, making it 

increasingly difficult to jus fy its use. Such condi ons 
also do not pose any restric ons on non-state actors as 

they are not bound by any jus fica on.

Seventh, the targe ng of drones especially in a 
non-ba le zone has to be in conflict with domes c and 
interna onal law. This highlights jus-ad-bellum, where 
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drone strikes are considered to be the last resort and 
raise democra c accountability, par cularly in situa ons 
falling outside of the tradi onal framework of armed 
conflict. The policy maker’s faith in the drone’s 
propor onality and discrimina on has induced the US 
to undertake more frequent and riskier strikes, thereby 
increasing the likelihood of the collateral damage 
drones are extolled for preven ng.17 The need for 
transparency and the selec on criteria for targeted 
killings makes it difficult for the policy makers to make 
effec ve use of this poten al. On the other hand, the 
easy acquisi on of commercial drones have opened up 
myriad op ons for the non-state actors, not bound by 
any law. An example could be when the Iraqi authori es 
thwarted the ISIS’s plot a emp ng to use toy aircra s 
to disperse chemical weapons in the Middle East, 
Europe, and North America.18

The only advantageous outcome is that the 

prolifera on may enhance conven onal deterrence 
between states as it has become much easier to target 

the other's military assets. It is debatable that this may 

lead to a reduc on of the threshold level to go to war 

but, drawing similari es to some extent with mutually 
assured destruc on (MAD), it is highly unlikely that 

states will take that lethal step.

NON-STATE ACTORS - A REAL THREAT?

It is a possibility that the threat may be 
overstated. Un l now, drones deployed by non-state 

actors have had a minimal impact on the war zone. 

Despite being lethal in a true sense, drones have been 

unable to shape the character of warfare.  The coali on 
forces have been successful in eradica ng insurgents by 

annihila ng the network. The drones did not target any 

premier military assets and had a meagre impact in the 

overall opera ons. 

This, however, should be considered 

conserva vely since the limited usage of drones by non-

state actors has only unveiled the surface of what is 

possible. Lethal Autonomous Weapons (LAWS) have a 
much more devasta ng outcome if it were to be used in 

the future. The technology in the pipeline for the future 

has a much larger scope, focussing on datalinks and GPS 
and making them immune to exis ng defences. The 

reason that the ISIS was not able to employ the drones 

in varied roles is that much of the technical exper se 
was exterminated by the coali on forces.19 Such tac cs 

to target the network have been extremely effec ve 

and with requisite talent, it would be an easy task to 

counter any such capabili es displayed by the ISIS.

While the research and development of be er 
defence mechanisms are underway to deal with the 
exis ng threat from non-state actors, it is s ll in the 
future. The biggest challenge will be the ability to 
handle mul ple unconven onal threats simultaneously, 
over a wide area and a good balance of cost symmetry 
in offense and defence. Even with such capabili es, it is 
highly likely that with the exis ng capabili es to 
conduct swarm a acks, few would be successful in 
shaping the strategic landscape.

As drones become increasingly 
accessible and affordable, it will 
be essen al for policy makers to 
consider the full range of drone 
capabili es and their poten al 

impact on military opera ons and 
interna onal security.

WAYS AHEAD

As drones become increasingly accessible and 
affordable, it will be essen al for policy makers to 
consider the full range of drone capabili es and their 
poten al impact on military opera ons and 
interna onal security.20 There is a necessity to 
understand the implica ons of the prolifera on of 
drones amongst the armed forces. The major focus is 
s ll on the tac cal solu on of building a counter a ack, 
rather than taking a holis c view. Hence, an 
acknowledgement is the first crucial step to take. Based 
on the threat exposed, there are key recommenda ons 
that follow:

Doctrine 

These are the guidelines on which forces should 
be structured and employed in mee ng poli cal 
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objec ves. The usage of military forces need to be in 
accordance with domes c and interna onal laws, and 
the norms of the responsible use of drones. This 

requires greater transparency in highligh ng the 
purpose, communica ng for legi mate and lawful 
usage, gaining domes c support for decision makers 
and lacking any ethical cri cism. It should also 
promulgate new advanced weaponised drones to have a 
puta ve edge in the Observe, Orientate, Decide & Act 

(OODA) loop.

Organisational

With non-state actors having a mini air force, 
does the concept of the degree of control of air s ll 
applies? How does prolifera on affect defence strategy 
and conops? The combina on of manned aircra  along 
with a missile umbrella does not hold ground to provide 
safe conduct of air opera ons like Opera ons Desert 
Storm. Miniature drones pose much greater threats 
than the conven onal aircra . Understanding the lethal 
capacity at present, it is desirable to strengthen key 
assets against such a acks. The concept of layered 
defence with hybrid systems encompassing an -drone 
weapons can be one way to go about defence strategy. 
Strengthening or building up a Cyber division to counter 
the datalink can also be used as the current exper se of 
non-state actors rest on simpler encryp on techniques. 

Training

The adapta on to a new environment requires  a 
thorough understanding of various challenges. Facing a 
new threat requires a complete change in tradi onal 
training pa erns. Today, soldiers with high physical  
standards may not be the criteria. Instead, it would be a 
high proficiency in computer gaming and technical 
aspects which become key considera ons for selec on 
as drone operators.  

Acquisition

Another change required is the mindset of 
purchasing small numbers of expensive assets. Such 

assets, rather than being a posi ve advantage, instead 
becomes a liability as the states find it too risky to be 
deployed in the ba le zone. Changing the defence’s 
percep on requires profound and indispensable  
modifica ons in its acquisi on system.

CONCLUSION

As drone trends con nue to proliferate in the 

civilian sector, it would provide non-state actors with a 

wide scope of applica ons. With the ease of access, 
consumer drones provide aerial capabili es to the 

ground opera ons akin to a mini air force. As the use 

con nues, addi onal insurgent groups will likely seek to 
acquire this capability. Un l now, a non-state actor’s 

applica on primarily focused on surveillance and 

propaganda along with small scale lethal opera ons 

with effec veness determined by future advancements. 
The prolifera on of autonomous and swarm 

technologies among the consumer drone market will 

significantly alter the asymmetric warfare landscape. 

Counter prolifera on efforts face difficult 
challenges as well, mostly due to the dual-use nature of 

this technology that distorts the line between civilian 

and military use. This is an aspect that is par cularly 

advantageous to terrorists, due to the inherent 
challenges of monitoring such ac vi es.21 With UAV 

developments going on, it is nearly impossible to 

contain the technology from going to a non-state actor’s 
hand, which can also be from a state benefactor. The 

key tenet, therefore, for the state is to acknowledge this 

and channel efforts to evaluate the private sector to 

gain an all-round understanding of this rising threat in 
order to contemplate the strategic landscape. This 

would help the state in strategising its military forces by 

bringing about bold reforms in doctrine, organisa on, 

training and acquisi ons. These reforms will help the 
state in showcasing how drones are used and perceived 

by others, which will streamline the environment for its 

use in an increasingly drone-saturated world.
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