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Editorial

Editorial

POINTER Vol 48, No. 1 is a compilation of
essays from students of our local Command and Staff
Course (CSC) of the Goh Keng Swee Command and
Staff College (GKS CSC) as well as from two National
Servicemen.

The first of the essays, ‘Non-Offensive Defence As
A Strategy For National Defence’ is written by LTC Phang
Chun Chieh. In this essay, LTC Phang argues that, against
conventional state-based threats, Non Offensive
Defence (NOD) is a viable national security strategy if
the state has a defensible geography, a benign
geopolitical neighbourhood, and low geostrategic value.
Against terror, LTC Phang argues that the stove-piped
nature of military NOD has limited effectiveness and
that it is useful only as part of a larger umbrella of
counterterrorism (CT) strategies. He first discusses the
concept of conventional NOD and illustrates its
permissive conditions using New Zealand and Singapore
as examples, before presenting the applications and
limitations of NOD as a CT strategy.

MAJ Edward Khoo Chun Kiat wrote the next essay,
‘The Centre Of Gravity Concept in Clausewitz’s On War’.
In this essay, MAJ Khoo seeks to illustrate that even
though the concept of centre of gravity (COG) may be
abstract, it can still be of use to military planners. He
highlighted various problems with the concept such as
subjectivity and mistranslation which could lead to
confusion and a lack of utility. An example of this he
adds, is the lack of a common definition of the COG, as
well as the different conclusions which can be derived
from the multitude of conflicting methodologies that
have arisen even in the same scenario. However, MAJ
Khoo also explains that the COG can still be a useful
concept as it helps planners understand increasingly
complex operating environments by revealing relations
within the multiple systems, distinguishing between the
important and the peripheral. He feels therefore, that
the COG enables planners to focus actions on what are
important and enhances efficiency.

The third essay, ‘Can A Small State Challenge A
Much Larger State Or A Collection Of Enemy States?’ is
written by ME5 Lim Sher Hern. Here, ME5 Lim discusses
how, despite the odds stacked against them, small
states can still employ an effective conventional

deterrence strategy. He first examines the concept of
deterrence before exploring the issue of deterrence
through military superiority. He then analyses other
approaches to deterrence, such as total defence and
alliance. MES5 Lim also highlights that it is in the interests
of small states to pursue some form of deterrence
against potential adversaries because an armed conflict
can threaten their very existence. However, he
concludes that deterrence is not a permanent solution
to security problems. It is a dynamic posture that has to
be maintained to ensure that the state does not pay a
heavy price for the devastation of war. In his opinion,
successful deterrence is simply an extension of time to
address the underlying geopolitical issues.

In the following essay, ‘Cyber Power — An
Experimental Framework’, MAJ Alex Hoh Li Wei
highlights that Cyber is the fifth domain after Air, Land,
Sea and Space. In his opinion, cyber is evolving and
contested by economic, security and civil interests. He
stresses that dynamism in cyber must be matched with
dexterity in policy and decision-making. However, many
leaders remained unfamiliar with this domain.
Consequently, responses may fail to address root-
causes, exacerbate volatility, generating unexpected
emergences in the complex and interconnected cyber
domain. In this essay, MAJ Hoh suggests a framework
for cyber power. He exemplifies the application of this
framework to operationalise threat-intelligence. He
then explores gaps across issues relating to threat
appreciation in cyberspace. Changes happen daily in the
cyber domain and the framework is not definitive.

LTA(NS) John Yap and LTA(NS) Ryan Lee wrote the
final essay, ‘Applying The Jus Ad Bellum Framework To
Cyberspace’. In this essay, LTA(NS) Yap & LTA(NS) Lee
outline and explore the challenges involved in the
application of the jus ad bellum framework to
cyberspace. In the essay, the authors sought to address
three central issues. First, how norms of international
law developed in a pre-cyber age, govern cyberspace.
Then, they examined when cyber operations would rise
to the level of cyber warfare. Thirdly, they explored
when cyber operations would trigger the victim state’s
right to self-defence and what problems would impede
the exercise of that right.

The POINTER Editorial Team
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NON-OFFENSIVE DEFENCE AS A STRATEGY
FOR NATIONAL SECURITY

By: LTC Phang Chun Chieh

ABSTRACT

In this essay, the author argues that, against conventional state-based threats, Non Offensive Defence (NOD) is a viable
national security strategy if the state has defensible geography, a benign geopolitical neighbourhood, and low geostrategic
value. Against terror, the author argues that the stove-piped nature of military NOD has limited effectiveness and that it is
useful only as part of a larger umbrella of counterterrorism (CT) strategies. He first discuss the concept of conventional NOD and
illustrate its permissive conditions using New Zealand and Singapore as examples, before presenting the applications and

limitations of NOD as a CT strategy.

Keywords: Security; Terrorism; Deterrence; Applications and Limitations; Non-Offensive Defence

INTRODUCTION

Introduced at the height of the Cold War, non-
offensive defence (NOD) provided an ‘alternative
defence’ concept to NATO’s Follow-on Forces Attack
and nuclear deterrence strategies against the Warsaw
Pact." NOD seeks to minimize bellicose and escalatory
interstate relations in an anarchic and ‘self- helping’
international system, by shifting the offense-defence
balance towards defence and non-provocation.” It helps
reduce the security dilemma while maintaining a
Critics,
however, argue that NOD is utopian and thatit wrongly

credible deterrence against aggression.
assumes a hegemonic attacker could be sufficiently
deterred, or repulsed, into accepting the geopolitical

status quo ante.’

Post-Cold War, the global security environment
has become more volatile, uncertain, complex, and
ambiguous (VUCA). On top of conventional threats,
national interests have

security deepened and

broadened to include, amongst others, non-
conventional threats such as terrorism and its societal
impact. After 18 years of the global war against terror
post-9/11, however, a decisive victory remains elusive.
Based on a Brown University study, the war has cost
over $6.4 trillion and 801,000 lives.*Yet, terrorism has
not abated but has become more pervasive. Therefore,
given the new security environment, | will devote some
attention to explore NOD as a possible alternative to

the offensive approach against terror, while maintaining

the primacy of analyzing the viability of NOD from a
conventional angle.

The author argues that, against conventional
NOD
if the state has defensible

state-based threats, is a viable national
security strategy
geography, a benign geopolitical neighbourhood,
and low geostrategic value. Against terror, | contend
that the stove-piped nature of military NOD has
limited effectiveness and that it is useful only as
part of a larger umbrella of counterterrorism (CT)
strategies. | will first discuss the concept of
conventional NOD and illustrate its permissive
conditions using New Zealand and Singapore as
examples, before presenting the applications and

limitations of NOD as a CT strategy.

CONCEPT OF CONVENTIONAL NOD

A state which cannot ascertain if the military
preparations of another are for defensive or
offensive purposes would experience a security
then
countermeasures to increase its security, which in

dilemma.’ It may adopt  matching
turn could be perceived as threatening to others.
This perpetuates a cycle of insecurity that could
trigger an arms race and worsen interstate tensions,
thereby encouraging conditions for escalation and
war. NOD’s value proposition, therefore, is that
states can mutually avoid the security dilemma if

they adopt a defensive strategic posture that
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provides credible defence without threatening others.
According to Mgller & Wiberg, NOD seeks to: (1)
facilitate arms control and disarmament by removing
insecurities due to competitive arms dynamics; (2)
enhance peace by eliminating the need for pre-emptive
and preventive wars; and (3) provide effective yet non-
suicidal defence options.®

Barnaby & Boeker comprehensively defined NOD
as: ‘The size, weapons, training, logistics, doctrine,
operational manuals, war-games, maneuvers, textbooks
used in military academies, etc. of the armed forces are
such that they are seen in their totality to be capable of
a credible defence without any reliance on the use of
nuclear weapons, yet incapable of offence.” That one is
perceived to pose no threat is important. Whether a
state’s NOD strategy would be interpreted as such by
others depends on how aligned its national policy and
military doctrine are to the principle of non-offense.
National policy goals dictate military doctrine, which
determines  force  structure and  equipment
requirements. The latter are rarely unambiguously
defensive or offensive. Special Forces can be deployed
in CT homeland defence or covert insertion operations.
An amphibious ship may be used for humanitarian or
power projection purposes. A state’s non-offensive
claim is credible only if its policy goals are clearly
peaceful and manifest as defensive military doctrine.
This alignment can be further strengthened through
various NOD approaches, such as ‘defensive defence’,
‘confidence-building

‘non-provocative defence’,

defence’, and ‘structural inability to attack’.®

CONDITIONS THAT MAKE NOD A VIABLE
NATIONAL SECURITY STRATEGY

In employing NOD as a national security

strategy, a state ultimately seeks to ensure its
sovereignty by managing the threat perception between
itself and other states. However, can any state adopt a
NOD strategy in our realist world? Simply being
perceived as non-offensive or defensive is an
insufficient and somewhat subjective guarantee of
national security. An adequate security policy should
also consider and address the strategic environment
that it would operate within. For NOD to be a viable
national security strategy, states must satisfy the three
key strategic conditions of (1) defensible geography, (2)
environment, and (3) low

benign geopolitical

geostrategic importance. These conditions make the
state not only feel more secure and hence be less
aggressive in their defence outlook, but also appear less
vulnerable to aggression by others.

Defensible Geography

Territorial integrity is key to state sovereignty.
To advance an offensive, attackers must gain territory
and hold ground. Physical terrain, therefore, forms a
natural first layer of defence. Borders such as mountain
ranges and expansive water bodies are more defensible
and less easily breached than those that are flat,
porous, and accessible. Additionally, strategic depth, in
terms of a vast internal territory and a resource-filled
hinterland, allows defenders to reconstitute and sustain
their forces further inland, thin-out invading troops, and
launch counter-offensives to repel attackers out of the
state. States that possess these terrains are thus more
secure and less likely to be successfully invaded. For
example, Switzerland is surrounded by alpine borders
and has rarely been invaded, while Russia leveraged its
strategic depth to defend itself and defeat Napoleon’s
and Hitler’s invading troops.9 Conversely, Kuwait, a
small state which shares a long, porous border with
Iraq,
neighbour.

was defenceless against its more powerful

A state’s human geography, specifically its
population make-up, is another factor that adds to its
geographical defensibility. It is easier to rouse
nationalistic sentiments and strengthen national unity in
an ideologically and ethnically homogenous population.
Such unity would allow the state to mobilize popular
resistance to fight a guerrilla-like people’s war in self-
defence, thereby making an invasion more costly for the
belligerent. For example, Mao’s ‘active defence’ and
‘people’s war’ strategies reflect the Chinese Communist
Party’s intent to mobilize and militarize its nationalistic
society to liberate itself against aggressors.lOTherefore,
for a state blessed with defensible terrain and popular
nationalistic support, a NOD strategy premised on

deterrence by denial is achievable.

Benign Geopolitical Environment

Two intricately linked factors affect a state’s
interpretation of its geopolitical environment, which in
First,

experiences, such as occupation by foreign powers and

turn determines its security approach. past

1 2
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conflict, deepen the ‘sense of threat’ and shapes its
strategic culture and security outlook today.'! Second, a
hostile regional environment characterised by interstate
tensions and identity politics such as populistic
nationalism would dictate that a state adopts a more
aggressive posture to deter attacks by punishment.'
States that experience historical and present animosity
with its neighbours would find themselves hard-pressed
to employ a non-offensive national security strategy.
Israel is a good example. Including its war for
independence, Israel has fought eight wars with its Arab
neighbours since the 1940s.” Given its additional lack of
strategic depth and porous borders, it must maintain a
strong military for pre-emptive and preventive wars and
cannot afford to adopt a NOD posture in its

geopolitically hostile neighbourhood.™

A hostile regional environment
characterised by interstate
tensions and identity politics such
as populistic nationalism would
dictate that a state adopts a more
aggressive posture to deter
attacks by punishment.

However, NOD strategies are viable if the
regional geopolitical environment promotes peace,
mutual trust and cooperation, and a rules-based order
between states. In the case of Switzerland, a foreign
policy of neutrality officialized at the 1815 Vienna
Congress sought to unilaterally assure others of its
geopolitical and military intent. This has proven to be
effective when coupled with other conditions such as
credible defence and defensible geography, as
Switzerland has not been invaded since the policy’s

implementation.

Transparency of intent, therefore, helps to allay
security concerns and lays the foundation on which
states can build trust and gain confidence with each
other. After centuries of infighting culminating in the
World Wars, Europe has also turned its back on a
violent past. Its states have embraced political and
economic cooperation mechanisms within the European
Union and global system to meet their national
interests, rather than resort to arms. This led to a more
benign intra-continental security environment that has

facilitated the adoption of more defensive strategies
amongst its states.

Low Geostrategic Importance

In a world dominated by maritime trade and
a global
unfettered access to its worldwide commerce and
States that
control  critical sea
(SLOC), or possess
reserves of oil or natural gas

energy flows, power must ensure its

energy supplies. border maritime

chokepoints, lines  of

communication vast energy

are, therefore,
strategically important to such powers.lsTheir value
makes them more vulnerable to strategic contention
between competing powers, which may compel these
states to choose sides. Covetous neighbours may also
turn aggressive and contest or even invade and take
over energy-rich territories. The Middle East possesses
several examples, such as the United Arab Emirates
(UAE) and Kuwait. The UAE border the Strait of
Hormuz chokepoint, a vital oil artery through which
30% of seaborne oil passes through.16 At the Western
end of the Persian Gulf, Kuwait’s access to oil
prompted an invasion from neighbouring Iraq beset
with debt.' Given the security vulnerabilities that
come with their geostrategic value, these states would
have to maintain stronger militaries that can inflict
punishment and deter potential aggressors.

The author
Zealand (NZ) and Singapore—to illustrate why states

examines two examples—New

can consider NOD as a viable national security strategy
only if the three permissive conditions described
above are fulfilled.

NOD IS VIABLE FOR NEW ZEALAND...
Defensible Geography

NZ is remotely located at least 1,500
kilometers from its nearest neighbour Australia, with
whom it shares a close relationship. The South Pacific
Ocean, therefore, serves as a vast aquatic defensive
buffer against offensive advances from any direction.
Given its land size (268,000km?) which supports a
small population (4,700,000), and an abundance of
mountains, lakes, and arable land, NZ also enjoys the
strategic depth for subsistence and the sustenance of
defensive operations. Moreover, NZ citizens are
fiercely protective of their national identity and are
known to be united and resilient, thereby adding to
the state’s social

18
attacks.

defence against adversity and
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Benign Geopolitical Environment
British
sovereignty has never been threatened, except during

Since it became a colony, NZ's
a brief eight-month period in 1942 when it had to
prepare against a Japanese Navy that held command of
the Pacific.”® According to its latest Defence White
Paper and Defence Policy Statement, NZ will not ‘face a
direct military threat in the foreseeable future.’® It
enjoys excellent political, military, economic, and social
and cultural relations with Australia. Importantly, both
countries also share common security interests and
pledge mutual support when one is faced with a
threat. With its South Pacific

neighbours, NZ maintains strong Maori cultural and

security island

historical ties which underpin peaceful relations.

Wikipedia

The current NZ Army Multi-terrain  Camouflage
Uniform (MCU), in service since 2013.

Low Geostrategic Value

As an island nation at the southwest edge of
the Pacific Ocean, NZ does not border or control any
maritime chokepoints or critical SLOCs. It also does not
possess abundant reserves of energy, with dairy
products listed as its most valuable export.”

NOD strategies, therefore, are viable for NZ as
it is unlikely to face conventional threats. NZ’'s small
military of only 14,900 personnel (or 0.3% of the
population), including reserves and civilians, is
sufficient for its largely non-offensive roles.”> These
tasks include defending key physical and electronic
lines of communication, ensuring co-operative security
of the Southern Pacific, fulfilling obligations to defence
treaties and arrangements, for e.g. the Five Power
Defence Arrangement, and contributing internationally
in humanitarian and peacekeeping missions. Its Air

Force focuses on maritime surveillance and airlift and

lacks fighter and assault capabilities. Its Navy,

meanwhile, operates only two frigates, one
amphibious ship, one replenishment tanker, and a
small number of littoral patrol crafts to secure its vast
maritime  environment. In the absence of
conventional threats, NZ can still meet its security
interests with a NOD strategy and maintain a small
military without having to worry about matching its

force capabilities with other states.

... BUT NOT FOR SINGAPORE
Geographically Indefensible

Singapore is a small island state sandwiched
between peninsular Malaysia and the Indonesian
Riau archipelago. The narrow Johor Strait between
Singapore and Malaysia is an ineffective northern
barrier against invasion. In fact, during World War I
(WWI1l1), Japanese forces crossed the Johor Strait to
invade Singapore even after the main Causeway link-
bridge between both states was destroyed. To the
south, while the Singapore Strait (SS) provides around
19km of separation from Indonesia, it remains an
ineffective buffer against long-range artillery attacks.
It is densely populated with 5,700,000 people on
724km? of land, has no resource hinterland, and thus
has no strategic depth to fend off attacks. Adversaries
may also weaken Singapore’s national unity and
resilience against attacks by triggering dormant racial
or rich-poor fault lines in its pluralistic society.

Vulnerable in a Volatile Neighbourhood

Historical experiences have entrenched a
sense of insecurity within Singapore’s political elites.
Singapore’s fall to the Japanese in WWII highlighted
the need for an independent and robust national
defence against aggressors. Communist influence
through the Malayan Communist Party threatened to
state Indonesia’s  low-

undermine sovereignty.

intensity Konfrontasi attacks in Singapore, the
deadliest of which was on the MacDonald House
bombing, showed that neighbours were open to
violent sabotage and subversion.” Recent relations
with neighbours have become more cordial and co-
operative. Yet, tensions continue to simmer beneath
a calm surface. With Malaysia, issues that affect

Singapore’s vital interests, such as disagreements



Non-Offensive Defence As a Strategy For National Security

over bilateral water agreements and maritime

territorial  disputes, resurface regularly.**  With
Indonesia, its ‘big brother’ mindset towards Singapore
often results in insensitive behaviour, such as labelling
Singapore as a ‘Little Red Dot’ and a ‘small country’.”
These issues typically coincide with the neighbours’
election cycles, thereby strengthening claims that
others use Singapore as a ‘bogeyman’ for political

distraction.”®

MacDonald House, Orchard Road, Singapore.

Geo-Strategically Important

Singapore’s location allows it to monitor and
control maritime traffic entering and leaving the Straits
of Malacca and Singapore (SOMS). SOMS is the world’s
second-busiest waterway for trade, oil, and gas
shipping, and it is of strategic interest to the US and
China, two global powers and top energy importers.27
As a maritime nation, Singapore would also be
concerned with its maritime trade’s secure and free
access through its neighbours’ waters, for its economic

q . 28
prosperity and survival.

The Straits of Malacca and
Singapore is the world’s second-
busiest waterway for trade, oil,
and gas shipping, and it is of
strategic interest to the US and
China, two global powers and top
energy importers.

Given  these unconducive  strategic
conditions, it would be unfeasible for Singapore to
adopt NOD as its national security strategy. Instead,
to secure its national interests, it must deter by
punishment. In a conflict scenario, Singapore must
prevent its SLOCs from being disrupted, and thus
cannot merely rely on defensive measures within its
borders. The heightened sense of vulnerability is
reflected in the Singapore Armed Forces’ (SAF)
doctrine of forward defence and pre-emption.”® It
aims to overcome Singapore’s lack of strategic
depth through the ability to project power further
afield to: (1) secure its SLOCs, (2) bring the fight
away from its economic homeland, and; (3) strike
first in self-defence. This doctrine is operationalised
through assets such as the High Mobility Artillery
Rocket System (HIMARS) artillery, fighter and
refueling tanker aircrafts, submarines, strike-capable

ships, and amphibious landing ship tanks.

NOD AGAINST TERROR?

Having covered NOD’s applicability for
conventional security, the author now shifts the
discussion towards the feasibility of NOD against
terrorist threats in today’s new security
environment. To what extent has the increasingly
costly offensive against terrorists deterred them?
Will a NOD strategy that maintains credible military
deterrence against aggression, but poses no threat
to the terrorist, work better instead? The author
contends that, like its offensive counterpart, the
stove-piped nature of military NOD has its
limitations, and that it is useful only as part of a

larger umbrella of CT strategies.
Applying Military NOD to CT

How does one use the blunt military
instrument non-offensively against terrorists? The
author feels that the most effective way would be to
leverage the military’s security training and
resources and deploy them in preventive CT
harden

operations to protect key

installations (KINS), and control borders. Target

targets,

hardening would make important people, for e.g.
government officials, places, and signature events
like The Shangri-La Dialogue, difficult to attack.
Protection of KINS

infrastructure  such as

critical
hubs,

would  secure

transportation
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telecommunication centres, banks and power stations.
Border control involves surveillance and patrol of air,
land, and sea borders to detect and prevent the
smuggling and intrusion of terrorists and their
equipment.’*® One should also note that while the
military is most suitable for these security tasks, it does
not execute them alone but leverages intelligence

sharing and support from other security agencies, for
e.g. police and customs, as well.

= = TS D et = - :.f»l
The scene of the October 2012 Aleppo bombings, for
which al-Nusra Front claimed responsibility.

Limitations

However, a military NOD strategy in the form
of preventive CT is a stove-piped approach to a broader
security issue. First, prevention is not absolute. It is
impossible to completely prevent a terrorist incident.
Against states, it is easier to predict and counter enemy
attacks on conventional military targets. For terrorists,
however, anything can potentially be a target,
especially if their intent is to attrite social resilience on
their terms. Second, NOD as a CT strategy, wrongly
assumes that all terrorists are rational actors who can
be deterred by denial. A determined terrorist
organisation can see the continued struggle and
violence against the state and society as an avenue to
rouse support for their cause. Additionally, suicide
bombers who are motivated by radical ideology, or,
threats or rewards to their families, can be too
desperate to be deterred. Third and most importantly,
NOD as a military solution is insufficient. The fight

against terrorism is a battle of both arms and ideas.*

The state other

instruments to: (1) block terrorist ideology from

must employ non-military

spreading, (2) moderate extremist views, (3)
rehabilitate captured terrorists and reintegrate
them to society, (4) eradicate their financial sources,
and; (5) resolve disputes and societal conditions that
germinate extremism.>* Ultimately, the fight against
terrorism is not a military campaign, but a ‘contest
for the hearts and minds of ordinary Muslims

33
around the world.’

NOD simply makes up one end
of the military spectrum amongst a broader
umbrella of non-military options that a state must
leverage to maximise its chances of success against

terrorism.

The fight against terrorism is a

battle of both arms and ideas.

CONCLUSION

Even as our world becomes more globalised
with more avenues for diplomatic and peaceful
resolution of interstate differences, geopolitics
remain inherently realist and pragmatic. As such,
NOD as a
conventional threats is only viable for states that
are: (1) (2) not
threatened by the regional strategic environment,

national security strategy against

geographically defensible,

and (3) of low strategic value in the international
order. With the deepening and broadening of
national security interests post-Cold War, states also
face more non-conventional security threats, such
as terrorism. These threats typically carry ideological
beneath their

Therefore, even less antagonistic military strategies

undercurrents violent surfaces.
such as NOD are ineffective if employed alone to
combat terror. NOD is only viable as a CT strategy if
used in tandem with other non-military options that

address the ideological aspects.
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THE

‘CENTRE OF GRAVITY’ CONCEPT IN

CLAUSEWITZ’S ‘ON WAR’

ABSTRACT

By MAJ Edward Khoo Chun Kiat

In this essay, the author seeks to illustrate that even though the concept of centre of gravity may be

abstract it can still be of use to military planners. He highlighted various problems with the concept such as how

subjectivity and mistranslation which could lead to confusion and lack of utility. This is seen from the lack of a

common definition of the centre of gravity, and how different conclusions can be derived from the multitude of

conflicting methodologies that have arisen even in the same scenario. However, the author also explains how the

centre of gravity can still be a useful concept as it helps planners understand increasingly complex operating

environments by revealing relations within the multiple systems, distinguishing between the important and the

peripheral. This therefore enables planners to focus actions on what are important and enhances efficiency.

Keywords: CoG; War; Planning; Military; Strategy

“Everything in war is very simple, but the simplest thing
is difficult.”

-Carl von Clausewitz

WHAT IS CENTRE OF GRAVITY

‘The hub of all power and movement, on which
everything depends’, is what we understood of the
Centre of Gravity (CoG) concept, which was introduced
by Carl von Clausewitz in his masterpiece, ‘On War’ in
1832. Decades of researches, debates and operational
applications have resulted in the numerous definitions
of CoG available today. Even though CoG identification
is considered the centerpiece of military planning,
military practitioners still struggle with it, planners still
misapply it, and commanders still search in vain for it. At
best, this suggests that the concept is still an unsettled
theory; at worst, it is not only irrelevant, it is a

detrimental distraction.

ESSAY’S POSITION

In this essay, the author deliberates that the
concept, although is abstract, is still of use to military
planners. This is because, given the correct situation,
with a clear definition and common methodology within

the planning team, it still focuses on planning efforts.

The author first explains why the concept is
abstract. He then elaborates on why critics are skeptical
about the concept and argue that it is too abstract to be
of use. Thereafter, he proceeds to demonstrate the

utility of the concept and its importance. Finally, the
author goes on to discuss the limitations of the concept
so that military practitioners and planners know when
and how to apply it.

ROOT PROBLEM &
ACCEPTANCE OF CONCEPT

The original work by Clausewitz was written in

DIFFERING

German. Some have argued that Clausewitz’s derivation
of CoGs is intuitive in nature and as such, there lies a
degree of subjectivity within.® Moreover, the widely
used translation by Howard and Pret in 1984—‘The hub
of all power and movement, on which everything
depends. That is the point against which all our energies
should be directed’—was criticised for its flaws in
translation and is very much the culprit for much of the
contentions in the contemporary understanding of the
concept and its utility in the modern world.> The
element of subjectivity and mistranslation has caused
confusion, generated a diverse view on the concept,
cast doubts on its application in the real world and
divided opinions on its utility.

These opinions can be categorised into three
groups of followers: the traditionalists, the rejectionists
the The
traditionalists the advocates

4 el .
and accommodators. Clausewitzian

are of Clausewitz’s

concepts, who believe that concepts raised by
Clausewitz hold more weight than their actual utility.
The rejectionists, however, are not troubled about the

intellectuality of such concepts but are concerned with

1 12



The ‘Centre Of Gravity’ Concept In Clauswitz’s ‘On War’

The like the
rejectionists, find utility of the concepts important to

its practicality. accommodators,
them as well. However, instead of outright rejecting the
concepts, the accommodators try to resolve it by
redefining the concept and applying it contextually.

UNDERSTANDING THE ACHILLES OF
THE COG CONCEPT

Critics reject the concept for three main reasons.

Firstly, there are numerous definitions; it s
fundamentally illogical for something so important to
not have a common definition. Secondly, given the
same scenario, the many methodologies may not derive
the same CoG. Lastly, the difficulties in identifying
correct CoGs across various planning level and aligning

them to strategic CoG.

Instead of focusing planning
effort, the employment of service
biased methods to derive CoG and

all arriving at different
conclusions, will only create
disruption at the joint planning
headquarters.

Multiple Definitions
Multiple definitions
stumbling blocks for the concept. Anything that is so

debatable,
changing is a weak foundation on which to build a plan.5

are one of the main

controversial, unclear and continually

Differences in their operating environments and
services’ capabilities resulted in respective services in
the American military each having their own definition
of the concept. For the Army and Navy typically though,
in terms of a single CoG, which will reside at the core of
land or sea power, and provides the source of physical
and psychological capacity to ﬁght.6 The Air Force, on
the other hand, envisioned multiple centres, each
targeted from the air to paralyse an enemy. The Marine
Corps has long regarded CoG as a critical vulnerability.
Thus, the concept has assumed many guises over the

years.’

Herein lies the drawback with the concept—the
ambiguous representation of the concept resulted in
different definitions by various services and thus, many

different CoGs identified in an operation. Instead of
focusing the planning effort in defeating the enemy by
targeting one CoG, the concept has generated multiple
CoGs, created an incoherent planning headquarters,
expended extra resources and time to defeat the
adversary.

This was evident in Operation Desert Storm. In
that operation, the absence of universal and well-
developed CoG definitions resulted in poor unity of
effort and synchronisation.® General Schwarzkopf, the
overall campaign commander had derived three CoGs,
two of which, the leadership and command and control
assets coincides with General Horner, the commander
of the Air Force for the operation. His last CoG was not
considered by the Air Forces as a CoG and in addition,
the Air Force had further identified 12 other targets as
CoGs. Consequently, each service fought independently
within their own domain, in a campaign riddled with
frictions.? The very concept that was supposed to focus
planning and operation effort, improve unity and
efficiency, ironically divided the planning team’s effort.
One should not be surprised to see why critics are fast
in condemning and rejecting the concept.

Multiple Methodologies

We
professionals’

have  witnessed  multiple  military

efforts in refining the concept to
operationalise it. Joseph Strange,

Strategic Studies in the Marine Corps War College and a

a professor of

former Army officer and John Warden, a retired US
(United States) Air Force (USAF) Colonel are two such
Each of their
methodology. Warden’s Strategic Ring Theory and

examples. them derived own

Strange’s Critical Capability — Critical Requirement —

Critical Vulnerability Concept, from their own
understanding and experience.
Each  service approaches CoG analysis

systematically, but nearly always ends in a tautology.™
The problem is each of these efforts are biased due to
the with
environments and an understanding of their past

originator’s experience operation

service’s capabilities. In his Strategic Ring Theory,
Warden established the five levels of system elements
and that each level has a CoG." Due to his experience
and training with the Air Force, he advocates strategic
bombing and is convinced that by hitting all the CoGs, it
can neutralise the leadership and trigger paralysis. He
connotes the possibility of hitting all the CoGs at once
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because the Air Force can. On the other hand, Strange,
being an Army officer, clearly understood that it is
impossible for the Army to strike multiple CoGs at once.
Thus, explains his logical and systematic means of
identifying each of the critical factors and only to strike
that one CoG, the one that mattered most at any given
time. All the services claim to have procedures for
identifying CoGs, but none of their doctrine states how
to derive it."?

Smith, Jeter and Westgaard, in 2015, have used
multiple approaches to study the CoG for Islamic State
of Iraq and Syria (ISIS). They concluded that all methods
provided structured processes for identifying CoGs and
they arrived at a somewhat similar but not identical
conclusion.”® This compounds the problem. With
different methods, planners at best can only arrive at a
similar but not identical CoGs. Post World War | (WWI),
most, if not all military operations involve joint
participation. This is especially true in modern days.
Instead of focusing planning effort, the employment of
service biased methods to derive CoG and all arriving at
different conclusions, will only create disruption at the
joint planning headquarters. Yet again, it is little wonder

why critics rejects the concept.
The tactical and operational
CoGs are keys that open the doors
to victory, but not victory itself.

The strategic CoG is.

CONVRINIST REPEL AREAS

22 WARCH M

Multiple Levels Of Planning

‘It is worth noting that Clausewitz does not
distinguish among tactical, operational and strategic
CoGs.”™ due to the
technology, the ways and means of warfare have

However, advancement in

changed considerably since Napoleon’s time.
Doctrinally, the planning of war is stratified across three
levels—tactical, operational and strategic."> Today, CoG
is seen to exist for every level of command.'’® This
created two problems. Firstly, a few CoGs will be
identified across the levels and it is the responsibility of
the commander to strike the correct one.’ Secondly,
the CoGs across all levels must link, without which, the
military will find itself involved in a conflict that is

lacking purpose.™®

The Vietham War was an example at which the
tactical and operational CoGs did not link with the
strategic CoG. Primarily, the US military failed to
understand that it was not a proxy war on ideology but
rather a civil war, which resulted in the misidentification
of a strategic CoG that was largely responsible for
defeat.” The CoG is not Ho Chi Minh’s government, but
the peoples’ will to not be ruled by a foreign power
again. This is not a force that can be dissolved using
military means, which is why tactical units’ success do
not translate to victory.

The tactical and operational CoGs are keys that
open the doors to victory, but not victory itself. The
strategic CoG is. Finding the correct CoG is challenging;
to find a few stretching across the various planning
levels and the need to align them with the strategic CoG
is certainly an arduous task, which is why critics are
skeptical on the concept.

President Kennedy's news conference of 23" March, 1961.
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UTILITY OF THE COG CONCEPT

Despite the criticisms, the author believes that
CoG remains applicable and will continue to do so
because it still has utility. This utility is defined as the
ability to contribute to planning by improving

understanding, focusing planning and improving
efficiency.”® The roles of military planners are to identify
goals, determine missions, assess comparative
advantage and risk, calculate costs and benefits.”! The
correct identification of CoG precisely facilitates this. It
helps planners to identify what needs to be done to
achieve aims and consequently, to assess whether
benefits are important enough to justify the associated
costs and risks. It forms the foundation and provides the
focus for planning.?? Clearly, by identifying the correct
CoG, it enhances understanding, focuses planning and

improves ef'ﬁciency.23

The identification of the CoG is
paramount to the success of achieving the aim too. A

correct

good example would be General MacArthur’s plan for
the Battle of Inchon—hitting North Korea’s weaker rear
elements in order to break out from the Busan
Perimeter and push the North Koreans back to the
borders. The converse is true as well. The Japanese
misidentified America’s carrier groups in the Pacific as

the CoG instead of her people’s will and industrial

might. Had Japan not misjudged this and avoided the
attack on Pearl Harbour, which triggered America’s
retaliation by participating in the war in the Pacific, the
outcome of World War Il (WWII) for the Japanese would
have been very different.”

Since the end of the Vietham War, we have
witnessed the revival of the CoG concept, the many
debates over its true meaning and its application in
multiple operations by the world’s leading military
power, the US. All these efforts are proof that this age-
old concept is still valuable for the military today.
Denouncing the concept by claiming that it is abstract,
oversimplifying things and it cannot be applied in
today’s complex environment do no justice to the
concept. Changes in time, technology and modern
military doctrines do not necessarily make the concept
irrelevant, because the concept focuses on the art of
planning, the bread and butter of military pIanners.25

The value of the concept will not be doubted
once military professionals are able to utilise it
the

operationalise the concept successfully. However, over

productively. Therefore, objective is to

the vyears, literal interpretation of the concept led
practitioners to misunderstand the deeper underlying

26

ideas.” The challenge then is how to reverse this

misconstrued understanding and confusion. The shift of

Photograph of Battleship Row taken from a Japanese plane at the beginning of the attack (on Pearl Harbour). The explosion in
the center is a torpedo strike on USS West Virginia. Two attacking Japanese planes can be seen: one over USS Neosho and one
over the Naval Yard.
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definition from metaphors to language based on clarity,
logic and precision, and testability by some Neo-
Clausewitzian is one good effort to swing the motion in
the right direction.”’

In such asymmetric warfare, the
ideas of success and failures are
intangible, the CoG lies in the
hearts and minds of the
population, something that
cannot be defeated by military
might.
LIMITATIONS OF THE CONCEPT

Unlike the laws of physics, a concept remains a
concept and has its limitation. It cannot be applied
universally and timelessly. It is only right for
practitioners to understand these limitations before
adopting it, failure of which will only distract the

planning team by leading them on a wild goose chase.

Firstly, the CoG concept cannot be applied for
every type of war. It is applicable to wars designed to
defeat adversaries. In such wars, military and political
objectives are essentially complementary. Whereas in
limited wars, CoG tend to compete with restrictive
political objectives.”® The First Gulf War was a conflict
with limited aims and the concept should not have been
applied. General Schwarzkopf’s notion of the enemy’s
CoG did not accord with those of General Horner. As a
result, the planners were more concerned about what
the CoGs were, as opposed to what to do with it. The
force fitting concept was unnecessary as translating the
war’s strategic objectives, the expulsion of Iraqgi forces
from Kuwait, into operational and tactical objectives
would still have identified the capabilities the coalition
forces had to defeat in order to be successful.® Unless
political aim and military aim are in line with the goal of
rendering the enemy defenceless, searching for CoG is
unnecessary and possibly counterproductive. In a
limited war, the collapse of an opponent might not
serve the political purposes and could run counter to
them.*

Secondly, as it is impossible to know before hand
with any degree of certainty whether the CoG has been
correctly determined due to the uncertainty nature of
war, planners must be cognisant that CoG can change
and should not be too adamant on fixing to only those
that have been identified.* The lack of focus caused by
inter-service definition problems is not the worst
outcome of the use of CoG. Instead, the telescopic focus
to a single CoG but getting it wrong and declining to
adjust is.>* Leaders and planners must remember that
they are handling a dynamic situation and not observing
a static system. They are fighting a thinking enemy and
not one sitting duck. In 2005, General Casey’s team
misidentified the Iragi government as the true CoG. The
insurgency in Iraq rose to a new level of violence in
2006.** The situation only improved after Petraeus took
command and changed the COG to focus on a
population centric counterinsurgency strategy. The
fixated minds of the first team caused them to disregard
new developments, especially when it is something that
did not fit their initial assessment. This resulted in dire
consequences and will continue to do so, if planners do

not understand that COG can change.

Public memorials for the victims died in the November 2015
Paris attacks, and police near the scenes of some of the
attacks. November 2015 Paris attacks is part of Terrorism in
Europe and the spillover of the Syrian Civil War.
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Finally, transnational terrorism threat is different
in nature as compared to a conventional security threat.
The battling of ideology is not a threat that can be
answered with military strength alone. In addition,
technology and social media have allowed the enemy to
be connected, yet independent from each other. Under
such circumstances, there is limited utility for the CoG
concept. Firstly, the lack of overarching system means
there is no focal point at which military force can target.
Destroying ISIS cells in Europe does no harm to the cells
in Southeast Asia. Secondly, the effectiveness of using
military force to fight an ideology comes into question.
In fact, it is counterproductive—the more tactical and
operational success you gain, the further you are away
from strategic victory. In such asymmetric warfare, the
ideas of success and failures are intangible, the CoG lies
in the hearts and minds of the population, something
that cannot be defeated by military might.

CONCLUSION

The CoG concept remains abstract but is still and
will continue to be relevant because it has utility to
planners. It helps them to understand increasingly
complex operating environments by revealing relations
within the multiple systems, distinguishing between the
important and the peripheral. This enables planners to
focus actions on what are important and enhances
efficiency. However, this is, after all, a concept. In the
fast paced volatility, uncertainty, complexity and
ambiguity (VUCA) environment, dealing with dynamic
enemies, military practitioners must understand its
limitations. Today's military would do well to ensure
that those trained in identifying CoG are taught to know
how and when to use it, rather than meaninglessly
forced fitting it into every situation, which may result in
frustration and only then, to lament the concept is too

abstract to be of use.

The opinions and views expressed in this essay do not necessarily reflect the official views of the Ministry of Defence. This essay

is not to be reproduced in part or in whole without the consent of the Ministry of Defence.
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ABSTRACT

CHALLENGE A MUCH
A COLLECTION OF

By ME5 Lim Sher Hern

This essay examines how, despite the odds stacked against them, small states can still employ an effective

conventional deterrence strategy. The author first explores the concept of deterrence before discussing the issue of

deterrence through military superiority. He then analyses other approaches to deterrence, such as total defence and

alliance. The author also highlights that it is in the interests of small states to pursue some form of deterrence

against potential adversaries because an armed conflict can threaten their very existence. However, the author

concludes that deterrence is not a permanent solution to security problems. It is a dynamic posture that has to be

maintained to ensure that the state does not pay a heavy price for the devastation of war. In his opinion, successful

deterrence is simply an extension of time to address the underlying geopolitical issues.

Keywords: Deterrence; Nuclear; Dissuade; Strategies; DIME

INTRODUCTION

Small states are arbitrarily defined using criteria
such as land area, population, Gross Domestic Product
(GDP) or even the extent of their influence. It is not easy
to find a consensus on the most fitting definition, if one
even exists. Danish political analyst Erling Bjol points out
that the concept of a small state does not mean
anything when considered in isolation of an
international system." He says that ‘a state is only small
in relation to a greater one.”” Hence, my consideration
of small states in this essay would be those that exhibit

stark asymmetry when compared with their adversaries.

Regardless, most would agree that small states
have the odds
Singaporean statesman Lee Kuan Yew believed that

stacked against them. The late
small states will always be particularly vulnerable to
global happenings.? They perform few significant roles
in the international system, and the world will carry on
even without their existence.’ History has illustrated the
decline of many small states including Athens, Sparta
and Venice, and their consequent absorption by their
larger neighbours.’

Given a small state’s inherent vulnerabilities,
there is good reason to doubt its ability to deter a much
larger adversary or a collection of enemy states.
John
recognises that the degree of asymmetry may be ‘so

American political scientist Mearsheimer

great that the attacker does not have the slightest
doubt that he will succeed on the battlefield.”® In this
apply."”’
Nonetheless, | posit that being small is not necessarily a

instance, ‘deterrence does not really
foregone conclusion. It is still possible for a small state
to operationalise an effective conventional deterrence

strategy.

The focus of this essay shall be on conventional
deterrence because most small states do not have
nuclear weapons, and therefore cannot employ nuclear
deterrence strategies. There is also a fundamental
assumption that adversarial states are rational actors
who make decisions based on utility, and hence can be
The the

cornerstone of deterrence theory.

deterred. assumption of rationality s

the
for

The essay first discusses concept of
the

deterrence. Next, it examines the examples of Israel,

deterrence and conditions successful
Switzerland and Norway in their demonstrations of
effective deterrence through military superiority, a
whole-of-society defence strategy, and an alliance’s
support. Finally, the essay explores the challenges of
deterrence for small states, including the limitations of
conventional deterrence. Despite these challenges, it is
still possible and in the interests of small states to
pursue the deterrence of larger adversaries because, for

most, war is not an option.
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CONCEPT OF DETERRENCE

Deterrence can be defined as the power to
dissuade an adversary from performing an action by
showing that the cost and risk of his action outweigh his
prospective gain.8 Essentially, classical deterrence
theory focuses on a threat-based approach through the
creation of military capability sufficient to convince an
adversary not to undertake an act of aggression.’
Deterrence succeeds when an adversary believes that
will fail or result in dire

his military action

consequences, hence refraining from that action.

There are two fundamental but non-mutually
exclusive approaches to deterrence. Deterrence by
denial strategies seek to convince an adversary that any
act of aggression is unlikely to succeed. Political scientist
Michael
representative of a state’s capability, intention and

Mazarr views deterrence by denial as
effort to defend a commitment.”® Any attack on the
commitment, if not defeated, would be protracted and

costly.*!

On the other hand, deterrence by punishment
strategies threaten severe punishment for an act of
aggression.”” Notably, the ‘focus of deterrence by
punishment is not the direct defence of the contested
commitment but rather threats of wider punishment’
that would make the attack disproportionately costly
and irrational to the adversary.”® Deterrence by
punishment is typically associated with the possession of
the
employment of nuclear weapons promise complete

nuclear weapons as a deterrent, because
destruction of the adversary.14 There are no reliable
means to defend against nuclear weapons or mitigate
their effects.”® Thus, a nuclear state can threaten
punishment of unacceptable cost if an attack occurs.
For the longest time, conventional weapons were
unable to achieve similar effects as nuclear weapons.
Hence, for the most part, non- nuclear small states
could not reliably inflict punishment and had to rely on
The

precision-guided

conventional deterrence by denial strategies.

advent of highly destructive

conventional munitions has changed this equation.

A successful deterrence strategy has to satisfy
criteria in the aspects of (1) capability, (2) credibility
and; (3) communication. First, the state must have the
military capability to repel and retaliate against the
adversary to deny its objec‘rives.16 Second, the state

must convince the adversary that it has credibility
because it has the political will to act if threatened.”’
Third, the state must clearly communicate the cost to
the adversary, including its capability, will, and
responses should certain boundaries (also known as
‘red lines’) be crossed.™® Crucially, these boundaries and
threatened responses must appear credible to the
adversary and be worth going to war for, should

.1 19
deterrence fail.

ACHIEVING DETERRENCE THROUGH
MILITARY SUPERIORITY

Israel is an example of a small state that has kept
a collection of larger Arab states at bay through its
military superiority, which presents a massive cost to
potential adversaries for any attack on it. This is an
achievement considering Israel’s geographic asymmetry
relative to the neighbours that had threatened it with
complete eradication. Israel is dwarfed and surrounded
by Egypt, Lebanon, Syria and Jordan. It has little
strategic depth. The Israel Defence Forces (IDF) would
be outnumbered by an aggregated Arab coalition. Israeli
strategic thought recognises these constraints and
assumes that ‘Israel would always engage its enemies
from an inferior position in terms of territory, resources,
and tolerance to casualties and to international

2
pressure.’?

Every episodic success in
preventing the adversary from
achieving its goals and eroding its
military capabilities alters its cost-
benefit calculus and achieves
deterrence for the next round.

Nevertheless, |Israel has created ‘reverse

asymmetry’ by capitalising on its technological

superiority to compensate for its numerical
disadvantage.21 It has been at the forefront of military
innovation, which has preserved its strategic edge for
the offence with smart weapons such as unmanned
combat systems and vehicles, integrated electronic
warfare systems and precision-guided munitions.*
Israel also leads in the research and development of

integrated early warning and air defence systems, and
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has built layered anti-missile defence systems such as
the Iron Dome which can deal with a range of aerial
threats from tactical rockets to intercontinental ballistic
missiles.”

Israel’s offensive and defensive capabilities
contribute to both its deterrence by denial and by
punishment. Israel’s ability to strike its adversaries
preemptively and defend against incoming threats
achieve deterrence by denial by denying its adversaries
success on the battlefield. At the same time, Israel has
threatened punishment through massive retaliation
targeted at adversary cities.”* Deterrence by punishment
is typically associated with nuclear weapons, but Israel’s
conventional precision strike capabilities can ensure
the destruction of its adversaries’ strategic targets.”
Its adversaries have little means to stop these strategic
it should be noted that

deliberate ambiguity over its possession of nuclear

strikes. However, Israel’s

weapons bolsters its ability to deter by punishment as

26
well.

Pertinently, what stands out in the Israeli case is
that every Israeli victory on the battlefield is seen to be
a communication of its credibility and capability. By
most Western definitions, the very use of force implies
that deterrence has failed, and the assumptions it was
based on were incorrect.”’” The Israeli approach, on the

other hand, believes that deterrence cannot achieve
zero violence. Deterrence is not permanent and has to

be maintained through ‘episodic uses of force.’®

Every
episodic success in preventing the adversary from
achieving its goals and eroding its military capabilities
alters its cost-benefit calculus and achieves deterrence
for the next round.” This means that violence is not
completely eradicated but is postponed with reduced
magnitude.®*® Dmitry Adamsky aptly describes Israeli
deterrence as ‘The sword by itself does not establish
credibility: it should be constantly bloodied to maintain

deterrence.”*

ACHIEVING DETERRENCE THROUGH
TOTAL DEFENCE

Aside from pursuing military superiority, small
states can adopt a Total Defence strategy to deter larger
adversaries. A Total Defence strategy is a whole-of-
society concept that co-ordinates defence planning
across multiple domains, including political, military,
economic and social, to achieve deterrence.*
Fundamentally, this concept enlists efforts from all
sectors of society to work around the constraints of a
small state, such as its lack of military parity and
strategic depth, to maximise the prospective cost of an

attack in order to dissuade a potential adversary.

Completed, Israel’s nuclear facility, the Dimona complex as seen by US Corona satellite on 11% November , 1968.
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Switzerland, a small state of about 8.5 million
people, is one of a few neutral European states that
have adopted a variant of Total Defence as its security
strategy. Termed by the Swiss as General Defence, this
strategy seeks to safeguard peace and neutrality,
prevent armed attacks against Switzerland, and
preserve its independence and sovereignty.”> The
preservation of peace by acquiescing territory or

complying with foreign pressure is not acceptable.

The objective of General Defence is the dissuasion
of aggression. The term deterrence is avoided because
the Swiss associate it with an offensive threat of
retaliation against an adversary following an attack,
which is deemed to be beyond their military means and
incompatible with their neutrality.® Instead, the Swiss
perceive dissuasion as the ‘ability to avoid war through
a combination of militarily credible preparedness, public
confidence in and support of an active military defence,
and protection of the civil popula‘tion.’35 In practice,
dissuasion includes: (1) maximising the costs of an
attack; and (2) minimising the gains of an aggressor
from an attack.>® This, in the author’s opinion, is
essentially deterrence by denial disguised with
inoffensive overtures.

To maximise the costs of an attack, Switzerland
signals that its military, supported by whole-of-society,
is credible and capable of resisting any attack. The
largely conscripted Swiss Army can mobilise 650,000
soldiers in 48 hours, and, considering the state’s small
land mass, this achieves the highest density of boots on
the ground in Europe.37 Extensive military fortifications
amid mountainous terrain also favour the defenders.

On the economic front, despite Switzerland’s
landlocked geography and dependence on external
sources for food and raw materials, its diversified supply
chains and a national stockpile of essentials can sustain
it through prolonged isolation.® As for the civil
dimension, the Swiss civil defence system has sufficient
shelter space to protect 90% of its population from
anything short of a full-scale nuclear war.* Crucially,
this allows Switzerland to resist external intimidation
and blackmail because it is confident of protecting its

soldiers and their families.*°

Moreover, in a bid to minimise prospective gains
to the adversary, Switzerland is prepared to destroy

industrial plants, goods, infrastructure and
transportation systems to deny enemy usage.** In the
event that the Swiss military is overwhelmed, the
government has pledged to continue underground
resistance. In this context, where every Swiss male has
received military training and keeps his personal
weapon at home, the threat of guerilla warfare is
credible.”” The only gain to the adversary would be its
occupation of a hostile territory devoid of utility, with
continued armed resistance waged by a determined

population.*®

Finally, Switzerland’s history strengthens the case
for small states to adopt a Total Defence strategy to
deter larger adversaries. It was the only Central
European state that Germany did not invade during the
Second World War for reasons unknown. Nonetheless, a
reasonable conjecture would be that Switzerland had
few benefits to offer for the potentially costly effort to
invade it. Hence, in the larger scheme of German war

efforts, an invasion of Switzerland was not a priority.

ACHIEVING DETERRENCE THROUGH
ALLIANCE

Small states can also deter larger adversaries
through military alliances. These bilateral (e.g. with a
major power) or multilateral (e.g. with a collection of
regional states) alliances are based on shared security
interests. Deterrence is achieved when the aggressor
recognises that an attack on the small state will elicit a
military response from the alliance, and decides that the
prospective gains from this course of action do not

justify its cost.

Norway is an example in its longstanding
dependence on the North Atlantic Treaty Organisation
(NATO) for capable and credible deterrence against
Russia.* Its geographical location beside an outsized
Russia, lack of strategic depth and relative military
inferiority drive its dual-track approach of deterrence
and détente towards Russia. The former is one of
extended deterrence that promises both denial and
punishment. Firstly, Norway will receive support from
Allied forces to stop the adversary from achieving its
objectives in a conflict. Secondly, it draws on the nuclear
deterrence provided by the US and other nuclear-armed

allies.
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Deterrence is achieved when the
aggressor recognises that an
attack on the small state will elicit
a military response from the
alliance, and decides that the
prospective gains from this course
of action do not justify its cost.

Norway’s dependence on the larger NATO ambit
does not mean that its own military capability is
neglected. Alliance partnership works both ways.
Norway’s ability to deter aggression and defend against
limited attacks without Allied support strengthens
NATO’s collective deterrence.* Similarly, the ability of
NATO members to deploy and operate in Norway
enhances the country’s deterrence. There is consensus
that the Norwegian Armed Forces ‘punches above its
weight’ qualitatively with its professional training and
access to high-end technology, despite lacking the
quantitative figures afforded by its larger allies like the
US or UK.* More importantly, Norway’s access to
cutting-edge systems like the F-35A Joint Strike Fighter

aircraft offers
their
interoperability with and connectivity to other NATO

and P-8 Poseidon maritime patrol

strategic and  operational benefits in
systems.47 Coupled with Norway’s large-scale military
exercises with its NATO allies and Nordic neighbours to
hone tactical integration and NATQO’s ability to deploy to
the Arctic, they signal the alliance’s commitment to
defend Norway and its capability to operate effectively

as an integrated fighting force.*®

Significantly, Norway can rely on NATO for its
defence because NATO member states collectively
the
Norwegian territory, airspace and waters. There is a

recognise strategic importance of securing
convergence in their strategic interests. For Norway, a
Russian invasion is unlikely, but increasing Russian
assertiveness over the Arctic region and its natural
resources directly threatens Norwegian economic
security.” As for NATO’s European members like
Denmark, Iceland and the United Kingdom (UK), Norway
sits between them and Russia. The deterrence of
Russian aggression against Norway directly contributes
to their security. Moreover, members like Germany, the
UK and the Netherlands import energy from Norway,
and their companies are vested in the Norwegian

energy sector.”

A British Army Scimitar reconnaissance vehicle during Exercise COLD WINTER '87 in Norway.

25




Can a Small State Challenge a Much Larger State or A Collection of Enemy States?

Besides, NATO members recognise the military
significance of the Arctic region as a critical channel
between Russia and the North Atlantic Ocean.® This
channel facilitates Russia’s deployment of its ballistic
missile submarines, an essential component of its
nuclear deterrence capability, and potentially its
disruption of the movement of NATO forces and sea
lines of communication across the North Atlantic Ocean.
Thus, the collective deterrence of Russia in the Arctic
the

operations and interests in the region.

CHALLENGES WITH DETERRENCE FOR
SMALL STATES

Nevertheless, small states face an uphill struggle

contributes to continued security of Allied

in deterring larger adversaries due to their inherent
vulnerabilities. Kuwait is perhaps a classic example of a
small state that has little ability to deter its larger
neighbours, and has to seek protection from a larger
security partner. Unfortunately, there are risks to
relying on someone else for defence, particularly in the
absence of a mutual defence treaty and if the security
partner’s commitment to protecting shared interests is
not clear. Kuwait paid dearly in 1990 when Iraqi troops
limited resistance, and

invaded, swept away its

conquered the state within hours.”> Deterrence had

failed because Washington’s communications with Iraq

the
n53

preceding invasion were “ambiguous and

contradictory.””” Saddam Hussein did not perceive the
United States’ (US) commitment to defend Kuwait to be

credible.

There also inherent deficiencies in

conventional deterrence strategies. For instance, there

are

are challenges for a small state to establish deterrence
by denial or punishment because of the nature of
conventional capabilities. The state’s ability to impose a
cost on its adversary is dependent on the weapons it
possesses, its technical competencies in their
application, and the presence of enemy counter-
measures.” A potential adversary may view
conventional deterrents as ‘contestable costs’ because
there is a prospect of a technical, tactical or operational
solution that would degrade their effectiveness.” This
was the case in Egypt’'s circumvention of Israel’s
IDF’'s air

superiority and armour capabilities, in 1973. Egypt’s

conventional deterrents, primarily the
operational strategy to neutralise Israeli armour with a
wall of anti-tank guided missiles and Israeli air power
with a tactical shield of surface-to-air missiles degraded
Israel’s ability to inflict prohibitive costs, thereby making

Egypt’s initiation of the Yom Kippur War possible.>®

Kuwaiti oil fires set by retreating Iragi forces in 1991.
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The state’s ability to impose a cost
on its adversary is dependent on
the weapons it possesses, its
technical competencies in their
application, and the presence of
enemy counter-measures.

Moreover, deterrence theory is premised on
rationality, but value perception is subjective. In the
lead up to the Yom Kippur War, Israel recognised its
overwhelming military superiority and was convinced
that war would not be a viable option for its Arab
adversaries unless victory was certain.”’ However, the
Arab states had a different logic. They reasoned that
they could make political gains even if they lost battles.
They would survive even if they lost a war. Israel failed
to realise that the larger risk appetite of the Arab states
changed their cost-benefit calculus until it was too late.
Hence, it is often easy to assume that deterrence is
working when it is not challenged.’®

This highlights a general limitation with the study
of deterrence. It is easier to identify deterrence failures
when the use of force occurs, such as in Kuwait. On the
other hand, it is way more difficult to find empirical
support for conventional deterrence successes, much
less to prescribe a definitive strategy for success for

small states. Many factors influence the avoidance of
conflict.”® It is extremely difficult to isolate deterrence
as the key success factor.

Finally, in today’s volatile security landscape, it is
difficult to envision how a small state can reliably deter
a larger adversary from threatening it through hybrid
below the

and non-conventional means that fall

threshold of war.

CONCLUSION

Despite the deficiencies in deterrence theory, it is
definitely in the interest of small states to pursue some
form of deterrence against potential adversaries
because an armed conflict can threaten their very
existence. As discussed, the pursuit of military
superiority, whole-of-society defence, and an alliance
with a major power are viable means for a small state to
impose a hefty cost on armed aggression, which may
consequently dissuade an adversary from this course of
action. The adoption of one or more of these means
depends on the state’s context. For instance, an alliance
might be effective (unlike Kuwait’s case) if there is
intimate alignment of strategic interests and culture.
That said, deterrence is not a permanent solution to
security problems. It is a dynamic posture that has to be
maintained to ensure that the cost of war is not
contestable. Successful deterrence is simply an
extension of time to address the underlying geopolitical

issues.®

The opinions and views expressed in this essay do not necessarily reflect the official views of the Ministry of Defence. This essay

is not to be reproduced in part or in whole without the consent of the Ministry of Defence.
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Cyber Power — An Experimental Framework

CYBER POWER
FRAMEWORK

ABSTRACT

AN EXPERIMENTAL

By MAJ Alex Hoh Li Wei

Cyber is the fifth domain after Air, Land, Sea and Space. It is evolving and contested by economic, security and

civil interests. Dynamism in cyber must be matched with dexterity in policy and decision-making. However, many

leaders remained unfamiliar with this domain. Consequently, responses may fail to address root-causes, exacerbate

volatility, generating unexpected emergences in the complex and interconnected cyber domain. This essay suggests

a framework for cyber power. The author exemplifies the application of this framework to operationalise threat-

intelligence. He then explores gaps across issues relating to threat appreciation in cyberspace. Changes happen daily

in this domain and the framework is not definitive.

Keywords: Cyber; Cyberspace; Cyber power; National Security; Grey zone

The single biggest existential threat that’s out there, |
think, is cyber.
Michael Mullen’

INTRODUCTION

The fifth domain was labelled a ‘grey-zone’ for
great power rivalry.” Fears of cyber-related actions, such
as influence operations in the United States (US)
Presidential Elections, as well as past attacks against
Estonia, Georgia and Ukraine, have spurred countries to
their
Consequently, some militaries have acquired defensive

invest into enhancing cyber capabilities.
capabilities, as well as techniques and procedures for
offensive cyber. Determinants of cyber power transcend
mere facility in selecting and applying tools for different
situations. Concomitantly, how cyber power is exercised
follows a particular logic, considered through the
assessed intent of potential actors, assessed levels of
cyber capabilities, and circumstances of the situation at
hand. This essay seeks to explain this dynamic from a
national security perspective. It proposes a framework
for threat analysis and response, and explores gaps in

strategic appreciation across the cyber domain.

SCOPE

The essay is broadly divided into three parts. It
first discusses the domain of cyber and defines key
terms within. It then examines how cyber power is used
in relation to a framework to better understand its
operational application. Finally, it explores security

trends and situates cyber with related issues in parallel.
As a caveat, there is extant literature on this subject.
The author’'s intent is not to overturn existing
scholarship or mainstream discourses. Instead, he aims
to read the issues with lenses of a planner, annotating
sources and methodologies that he finds useful, and
present related aspects of the topic in an accessible
manner. The author hopes that more officers become
interested in this domain, and in turn, will invest time

and intellect to enhance planning for the future.

CYBER BEGINNINGS

This section explores the landscape of cyber,
specifically to understand how terms are derived and
used. Etymological examinations allow the capture of
the essence of the subject and gain insights into literal

applications. The author discusses how the term ‘cyber’

originates. In the late 1940s, a field in biology and
engineering studied communication and control
systems in living beings and machines. This was

The

from kubernan—meaning ‘to

‘cybernetics’. root was Greek—kubernétés

(steersman), steer’.?
Cybernetics was crucial to research into computer
science and bio-mechanics. The concept went main-
stream in the 1960s, with the term ‘cyborg’ (shortened
from ‘cybernetic organism’), which described man-
machine entities. Against a backdrop of nuclear tensions
in the Cold War, cybernetic imageries entered popular

imagination. Cyborgs were portrayed as an evolutionary
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step of mankind, repopulating a post-apocalyptic Earth
devastated by atomics.

The use of ‘cyber’ in the modern context was only
in 1982, when William Gibson coined ‘cyberspace’ in his
science-fiction short story ‘Burning Chrome’. According
to the Oxford English Dictionary (OED), it is ‘the notional
environment in which communication over computer
networks occurs’. While this sufficed initially, limitations
soon became apparent in modern Internet interactions.
The ubiquity of the Internet meant that cyberspace is
less ‘notional’. Effects from the proliferation of personal
digital devices also brought a convergence of social and
informational, of cognition and identifications of self.

This entails multifaceted definitions that better
explicate nuances in cyberspace.”
Let us take a detour into a cyberspace

environment we are more familiar with—the Internet.
What we commonly refer to as ‘Internet’ is just one
level of cyberspace. This ‘Surface Web’ is indexed by
search engines and accessed by normal browsers. It
comprises 5% of the whole Internet. The rest is ‘Deep
and Dark Web'.
screened from web crawlers. These include credential-

The former is non-indexed and
protected sites, such as emails or financial records, as
well as unlinked content. Dark Web, on the other hand,
is part of the Deep Web, hidden and accessible only by
special browsers.” Activities on the Dark Web are often
questionable. lllegal items are hawked on dark-
marketplaces and transacted in cryptocurrencies to
avoid detection.® The more ‘specialised’ ones may
require invitations, members to vouch for you, or some
The Dark

Web is also a favoured staging area for co-ordinating

‘proof of work’ (illegal), before admission.

cyber-attacks and where depositories of botnet armies
are formed. Itis an opaque and complicated space.

It is more complicated when we examine ‘cyber’
The OED defines ‘cyber’ as an
adjective ‘relating to or characteristic of the culture of

as a stand-alone.

computers, information technology, and virtual reality’.
It is used as a prefix to describe or form words relating
(IT)
However, practitioners will discover that ‘cyber’ is also a

to Information Technology and computers.
noun in selected fields of application. This form of use
is inherent in this essay. Beyond explaining it as an
evolving term, the larger implication is, how words are

used indicate lines of thought, which in turn, influence

the of modes of and

. 7
operations.

creation understanding
Despite present difficulties in defining
certain core terms, it is useful to have a working

definition for cyber planning and appreciation.

Hence, one posits that ‘cyber’ in security analysis,
refers to ‘information control expertise enabled by
electronic and info-communication technology in a
networked architecture’.® First, this ‘information control
expertise’ refers, non-exhaustively, to an ability to
manoeuvre, exploit, control, gain or deny access to, and
mask or manipulate information. This is predicated on
‘electronic and info-communication technology’, which
includes computerised and electronic modes of
technology that transmit or facilitate the exchange of
information. Finally, ‘networked architecture’ delineates
the spatial and organisational elements of cyber. This is
defined through physical (‘hardware’—locations, nodes,
servers), logical  (‘software’—hosting,  web-data
retrieval), and neural-cognitive (‘heart-ware’—meta-

physical; identity and self).

Communication

The headquarters of Government

Headquarters in 2017.
MEASURING CYBER POWER

How do analysts measure cyber power? Ralph
Langer, of the Stuxnet malware fame, defined cyber
power as ‘a society’s organised ability to leverage digital
technology for surveillance, exploitation, subversion,
and coercion in international conflict’.’ While useful to
understand application, power transcends mere ability
in leveraging tools. Cyber may also be exercised beyond
the prism of conflict. Jeremy Fleming, Director of the
Government Communications Headquarters (GCHQ),
gave a state-centric, outcome-based perspective, when
‘Cyber
possessed the ability to

he opined that Powers’ are nations that

‘direct or influence the
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10 P
"~ Hence, it is an

behaviour of others in Cyber space.
instrument of the State, potentially exercised across the

conflict continuum.*

Generating cyber power will require extensive
‘hardware’ and ‘software’. When we overlay the social

and media dimensions, it becomes an avenue to affect

the ‘heart-ware’ of the people. Given its
interconnectedness with other operational dimensions,
cyber remains inextricably linked and arguably

dependent on the air, land and sea operational
domains. The base to generate this power depends on
‘a set of resources that relate to the creation, control
and communication of electronic and computer-based
information infrastructure, networks, software, [and]

human skills’.*?

Hence, one posits that ‘cyber’ in
security analysis, refers to
‘information control expertise
enabled by electronic and info-
communication technology in a
networked architecture’.

It is more than just an organised ability to
manipulate levers in the digital domain. Hence, when
Langer described ‘a society can jump-start noteworthy
cyber power without the corresponding capabilities in
their civilian economy’, he was more accurately stating
that states may acquire and operate an extensive cyber
arsenal, without the corresponding means to sustain or
project this power over a sustained period of time.” As
‘organised capability

he qualified subsequently,

required to sustainably project cyber power s
extensive... [including] an infrastructure with command
and control servers; a workforce of software developers
capable of developing exploits and destructive code
sequences; and big data analytics to process... terabytes

of exfiltrated data’.*

Therefore, when planners analyse
state-centric cyber power, models should account for
cyber in a ‘full-power’ sense. This should include the
intent to use this power ‘in extremis... to disrupt, deny

or degrade’ adversaries when threatened.”

Presently, a commonly-cited model is the Booz
Allen Hamilton (BAH) Cyber Power Index. It uses 39
indicators focusing on four dimensions: legal and

regulatory framework; social-economic  context;
technology infrastructure; and industry application. The
original study comprises 19 countries from the Group of
20 (G20)—less the European Union.'® Military power
was conspicuous in its absence. The BAH index could be
improved by adding defence cyber indicators. However,
Intent is less clearly defined in the BAH Index. An
alternative is the ‘Cline formula for national power’ as

explained below:"’

Pp = (C+E+M) x (S+W)

Pp Perceived Power

C - Critical Mass (Population and Territory)

E - Economic Capabilities

M Military Capabilities

S - Strategy

W - will

The former set (C+E+M) relates to quantifiable

attributes of a nation-state, but conditioned by the
latter set (S+W), which measures its perceived

willingness to exercise the capabilities.”® Elements in
the equation require values to be ascribed to them.
Evaluations via quantitative metrics are suitable for
‘hard’ criterions such as population and military assets.
Qualitative analysis is more useful for ‘soft’ dimensions
like public awareness or the will to fight. Common
ranking methods such as Analytic Hierarchy Process
could then be used to organise and derive an eventual
power value. Element definitions and methods are also
not fixed. Main elements can recur into sub-elements.
Different multi-criteria decision tools could also be used
to rank and calculate a power value. Adapting this for
cyber would require adjustments. A revised Cline

formula for cyber is proposed for use in this essay:

ANALYSIS FRAMEWORK

So why is calculating cyber power useful?

Calculating cyber power at the policy level allows
planners to organise their cyber landscape more
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coherently. It also gives planners a quick reference
guide to ‘who’s-who’ in the cyber domain, and helps
sharpen their thinking when evaluating which criterion
is relatively more important when measuring the cyber
power of states. Thereafter, one could use the index to
examine how cyber power is applied. The author has
done that in this essay through a geostrategic reasoning
framework. Using  ‘Intent;  Capabilities;  and
Circumstances’ as the line of thought, planners may
trace the exercise of cyber power by state actors,
mapping the logical progression from assessed interests
to observed actions. This framework may also be
However, actual

applied to non-state examples.

determinants of cyber capabilities would require
attenuation for different threat groups, proto-State or

non-State actors.”

The Capabilities; and

Circumstances’ is as follows: Intent and Capabilities

logic behind ‘Intent;
change slowly. The former is predicated on stakeholders
who determine the expressed and (often) hidden
interests of a state. This set of interests would remain
fairly consistent and changes slowly over time. On rare
occasions, changes may be abrupt if groups with
different interests or calculus gained power, and thus,
the ability to dictate fresh priorities and new objectives.
Capabilities require time to build and are the slowest to
change in a significant manner amongst the three.
Substantial investments in time and material are also
needed to build, operate and sustain capabilities over
time. Cyber is no different. Tools may be quickly
acquired off-the-shelf. However, the ability to wield
them consistently, as well as evolve niche
competencies, requires steady investments in time and
effort. Circumstances are fastest to change, and usually
exert a direct influence on intent, leading to changes

over time.

APPLICATION - CASE STUDY

Rendering strategic assessments into operational
intelligence, (C+E+M) relates to Capabilities and (S+W)
relates to Intent. Circumstances are read from global
events and applied to ‘Intent and Capabilities’. Thence,
it is possible to predict the likelihood of cyber actions,
depending on assessments—favourable or
unfavourable—from ‘Circumstances’. Numeric modifiers
may be given to enrich the Cline cyber formula.
‘Circumstances’ are fluid, exerting an influence on

stakeholder interests that govern ‘Intent’, thus leading

to changes over time. This dynamic can be expressed as
an exponentiation on the base (S+W) set.”? The
resultant value allows the charting of any relative
enhancements or erosions to the perceived cyber

power, which provides an estimation of the
opportunities or vulnerabilities to attacks. This revised
Cline cyber-formula  with  modifier for the

‘Circumstances’ is as proposed:

PpCy = (C+E+M) x (S+W)'

PpCy - Perceived Cyber Power
C Critical Mass (education clusters; cyber groups)
E - Economic (cyber infra and technology; cyber workforce)
M Military (cyber command; # of cyber defenders)
S Strategy (national cyber strategy; legal & regulatory framework
w - Will (cyber awareness; susceptibility to cyber-crime)
(Input)! - Regional atmospherics; temporal incidents; natural events

This framework may be used to discern the logic
behind attacks for identification and attribution. We can
back-test on a known case-study to assess if our
reasoning is sound and applicable for predictive and
preventive early—warning.23 On 23" May, 2018, Cisco
Talos reported that a sophisticated malware ‘VPNFilter’
was ‘actively infecting Ukraine hosts at an alarming

rate’.”*

The Security Service of Ukraine (SSU) warned
that VPNFilter was a ‘preparation for another Russian
cyberattack aimed at destabilising the situation during

the Champions League finals’.”®

They assessed that the
with the

techniques ... used in 2015-2016 during the BlackEnergy

‘mechanism of cyberattacks coincides

cyberattack’.”®

The nature of cyber favours
anonymity.

Applying  our  framework, Russia had

demonstrated prior intent to target Ukraine. Motives

could be deduced from past incidents and even armed
conflict, such as the annexation of Crimea. Cyber
becomes another instrument of power by the Russian
state to exert pressure and degrade the effective
functioning of the government apparatus in Ukraine.
This is probable as part of their assessed interests due

to a continuing adversarial relationship.

planners could

capabilities,
compare past vectors, and examine codes, tactics,

When analysing

techniques and procedures. By observing attacks over a
prolonged period, the investigators uncovered more

clues. It showed that these attackers had a robust
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infrastructure with skilled developers to develop
exploits and destructive sequences to generate attack-
evolutions leading up to VPNFilter. Such commitment
and complexity is resource-intensive. It suggested that
these attacks are beyond the finances of small groups or
lone-wolf attackers. Hence, a state-sponsored group is

most likely behind this attack.

Increasingly, ‘silent wars’ with
multi-channel actions across time
and space look set to be the
norm.

Finally, circumstances prior to first report (23rd
May, 2018) and peaking at the Champions League finals
(28™ May, 2018) suggested that attacks were timed to
create the most disruptions. This was linked to intent
and similar to previous actions at major sporting events,
for example, the cyber-attacks that disrupted the
Pyeonchang Winter Olympics in 2018.”” The Federal
Bureau of Investigation (FBI), SSU and cybersecurity
firms later confirmed that patterns and signatures
showed that the attack was by a cyber-espionage group,
APT28, also known as ‘Sofacy’ or ‘Fancy Bear’, with links
to the Russian government.”® Hence, the use of the
‘Intent; Capabilities; Circumstances’ framework yielded
a possible actor, known techniques, and similar
temporal vulnerabilities. Concomitantly, this framework
draws out the motives, and linked them to means and
timings behind the attacks. This is supported by the
relative erosion of cyber power, resultant from the
negative regional atmospherics and coincidence of a

high-profile event.

Therefore, one surmised that the use of the cyber
power measurement index allowed some degree of
predictive analysis into the likelihood or vulnerability to
attacks. In turn, this can help the analysts and planners
to clarify their strategic threat landscape. Moreover,
using the cyber power index in relation to ‘Intent;
Capabilities; Circumstances’ narrows down probable
actors based on interests and motivations.
Concomitantly, this strategy-to-operation dynamic is
matched against one’s own cyber power. Hence, the
checked

reasoning, which complements the technical aspects of

strategic frame s against operational

digital forensics, such as in analysing indicators of
compromise.” Blending these inductive and deductive
methods across strategic, operational and technical
(tactical) dimensions reduces uncertainty and hastens
responses by state agencies.

LIMITATIONS AND FUTURE WORK

This framework is a rough-and-ready measure of
cyber power and intent. It complements forensics to
speed up identification of threats and attribution. More
work can go into back-testing the method, as well as
comparing it to other models for correlations or
improvement. Nonetheless, cyberspace and the conduct
of international relations remained opaque and near
impossible to disentangle actual cause-and-effect. This
is recognition that much of the cyber domain remains
poorly explored. Consequently, the following sections
juxtapose viewpoints against the cyber formula and
strategic reasoning framework in this essay. The author
hopes that an exploration of these gaps will engender
and

future endeavours by military professionals

government practitioners along these lines.

Cyber Deterrence

Can deterrence be exercised in the cyber domain?
As seen from the VPNFilter case study, allegations may
rest upon vague, circumstantial, and sometimes even
anecdotal evidence. The nature of cyber favours
anonymity. This often creates attributional problems,
which relate to difficulties in identification of actors, and
thus insufficient proof for political action. Similarly, such
‘plausible deniability’ over cyberspace allows state-
actors to sponsor, launch or sustain cyber-attacks, yet
conveniently distance themselves when exposed.
Hence, does high ranking on the cyber power index
confer immunity, or build hubris that draws nefarious
elements to presage your fall? Given this situation,
deterrence in the traditional sense—think mutual
assured destruction—seems unlikely.3° More research is
needed to improve our understanding of cyber
deterrence and to derive credible postures to forestall
cyber-attacks. One likely area is Cold War dynamics,
where deterrence and actions below the threshold of

war persisted throughout the era of Superpower rivalry.

Virtual Red Lines

Deterrence questions inevitably lead us to

expressions of inviolable interests. States have ‘red
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lines’, invisible or otherwise, which fixes the figurative
points of no return, according to core interests. In cyber,
which markers, when violated, justify government
action? In a conventional sense, when physical
infrastructure or territorial integrity is violated by
identified opposing forces, there is arguably a legitimate
cause for retaliation proportionate to the injury done.
attribution difficulties

timeliness and scope for responses. Moreover, causal

However, cyber complicate

relationship between cyber actions and physical

reactions remains largely indirect. Nonetheless,
examples such as the Stuxnet malware and the
Shamoon wiper have shown that cyber weapons
created to affect the controls of physical components
have resulted in real-world destruction.>* Use of cyber
in this manner would increasingly generate tangible
consequences. Hence, a need to respond may be
inevitable if attacks lead to loss of lives, disruptions to
essential services, and gratuitous destruction of critical

infrastructure.

Declaring Cyber War

There are difficulties in defining cyber conflicts,
specifically, cyber war. When Russian forces attacked
Georgia in 2008, a parallel attack was underway in the
cyber realm. However, the composition of these forces
was very different from those found in the physical
domain. The latter were soldiers and airmen of the
Russian state, while online forces could be anybody.
Nationalistic Russians or busy-bodies from around the
world may visit pro-Russia websites, download
software, and conduct Distributed Denial of Service
(DDoS) on Georgian sites. In this instance, such DDoS
attacks could have emanated from a hodgepodge army
of international cyber anarchists, pro-Russia citizens, or
legitimate cyber forces. If states fight in cyber, does that
mean that all operators are legitimate targets? It
becomes more convoluted when nothing physical is
happening. When Estonia shifted a Soviet war memorial
in Tallinn in 2007, it precipitated a slew of cyber-attacks
from Russia. There was no invasion but cyber-attacks
disrupted essential services and even forced Estonia to
disconnect from the Internet. Being such a connected
nation, Estonia was especially affected. As states
become more reliant on the Internet, the effects of
cyber-attacks on governments and societies would

increase in ways we have not yet begun to appreciate.32

Confluence of Domains

The examples cited above cloud the question of
what constitutes an act of war. Is a ‘cyber war’ possible
without having a ‘shooting war’? Perhaps the answer
lies somewhere between. Increasingly, ‘silent wars’ with
multi-channel actions across time and space look set to

be the norm. Cyber disruptions are preceding,
supporting, and disrupting military operations.
Partnering means include ‘polite men’ organising

themselves into ‘self-defence groups’ to aid people of
disputed regions in ‘peacekeeping actions’.*® Citing self-
determination, referendums are then organised to
reflect the will of the populace, and to ‘legitimise’
transitions of sovereignty. ‘Hybrid warfare’ where the
physical is conjoined with the logical, within the
informational, and fought over narratives of history, is
closer than we imagine®. Most of these are facilitated
by cyber, propagated over the ‘Internet of Things’,
tugging at the hearts and minds of audiences across the
globe. Varying issues such as the veracity of events,
legality of actions, and even the formation of social
memories, are disputed and negotiated over the fifth

domain.

Wikipedia

Kaspersky Virus Lab
Diffusion of Capabilities

As states continue to contest the narratives of
history, the exponential growth of cyber technology and
application is driven largely by private interests. In some
ways, cyber power is no longer the exclusive purview of
states or wielded from traditional organs of power.
Multinational

Tencent Holdings, or Kaspersky Labs, may have more

cyber-tech companies, like Google,
skilled personnel, tools and financial assets at their
disposal than some national agencies. It remained

unclear if the interests of corporations coincide with
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that of their founders, needs of their host nations, or
the profit imperatives of their shareholders. The revised
Cline cyber-formula included cyber-tech companies
under the aegis of a national cyber power. However,
trust in corporations and their alignment with national
interests remained an assumption.
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Former United States Navy Admiral Michael G. Mullen,
17" Chairman of the Joint Chiefs of Staff.

CONCLUSION
In this essay, the author explored the cyber
domain and defined terms in cyber defence

appreciation. Moreover, the author had revised the
Cline formula to rank cyber power, which potentially

helps to clarify the threat landscape for predictive
purposes. Concomitantly, this cyber ranking mechanism

strategic threat-analysis framework to
the
commensurate with capabilities, and corroborated with

partners a

ascertain motives of potential adversaries,
known facts. Complemented with operations- and
technical-analysis, uncertainty is reduced and agencies
could respond more decisively against the constant

stream of cyber threats today.

However, as elaborated in this primer, the
fragmented and evolving state of cyber does not fit
easily into an all-encompassing model. Challenges might
be best addressed concurrently, and at different levels,
across strategic appreciation to operational application,
as well as tactical dissections to technical indications. As
we learn more about cyber, we begin to realise that
many gaps still remained. Intelligence appreciation
across cyber-related domains continues to be uneven. It
is also increasingly unwise to perpetuate the military
and civilian dichotomy in cyber, as threats and
opportunities can easily emanate both ways. As Admiral
Mike Mullen, then-Chairman of the Joint Chiefs of Staff,
had posited, cyber, given unbridled growth and
increasing confluence with hybrid-domains, could be
the existential threat that herald the end of mankind.
His caution is well advised. We need rules and a chance
to build trust before our aggressive inclinations in cyber
fulfil the promise that cyborgs had failed to deliver.
However, the presence of danger is almost always
matched with undiscovered opportunities. When digital
transformation brings greater disruption, our agility in
situation appreciation and decision-making, remains the
surest way to enhance security and co-operation in the

cyber domain.
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By LTA(NS) John Yap & LTA(NS) Ryan Lee

This essay outlines, and explores the challenges involved in, the application of the jus ad bellum framework to

cyberspace. It seeks to address three central questions. How can norms of international law developed in a pre-

cyber age govern cyberspace? When do cyber operations rise to the level of cyber warfare? When do cyber

operations trigger the victim state’s right to self-defence and what problems impede the exercise of that right?

Keywords : Cyber; Jus Ad Bellum; Law; Use of Force; Self-defence

INTRODUCTION

on 6™ May, 2019, the world saw its first openly-
acknowledged kinetic military response to a cyber
operation. The Israel Defence Force (IDF) allegedly
detected the cyber operation during hostilities with the
group, Attributing
responsibility to human perpetrators operating from a

Palestinian  militant Hamas.

compound in the Gaza Strip, the IDF launched an
airstrike against it. The justification given was dubious:
the airstrike was legitimate because the cyber operation
was aimed at ‘harming the quality of life of Israeli

citizens’.!

Despite growing recognition of
the threat posed by cyber
operations to international peace,
the development of cyberspace
has outstripped the pace of
development of international law.

Despite growing recognition of the threat posed

by cyber operations to international peace, the
development of cyberspace has outstripped the pace of
development of international law. To date there is no
binding international treaty governing cyber warfare
and the unique characteristics of cyber operations
continue to make the application of existing doctrines

highly challenging and contentious.

Nonetheless, questions of international law

pertaining to cyber warfare are of the utmost
importance to Singapore. As a digital hub, the rule of
law is vital to our national interest in preventing
Wild West.

Understanding the challenges facing the law on cyber

cyberspace from becoming a virtual

warfare allows Singapore to know its rights and
obligations and work towards building a favourable
international consensus. Moreover, understanding the
state of the law on cyber warfare is necessary for the
Singapore Armed Forces to formulate legitimate
strategies to defend against cyber operations.

This essay seeks to provide an overview of some
of the key challenges faced in accommodating cyber
warfare within the doctrines of jus ad bellum (the
corpus of international law governing states’ decisions
to commit acts of war). In this essay, ‘cyberspace’ refers
to ‘the environment formed by physical and non-
physical components to store, modify and exchange
data using computer networks.”> ‘Cyber operation’
refers to the ‘employment of cyber capabilities to
achieve objectives in or through cyberspace’ and is used
without prejudice to the legality of such opera‘tions.3
‘Cyber warfare’ is used in a non-technical sense to refer
to cyber operations which engage jus ad bellum
doctrines.

Three issues will be explored. The first concerns
whether jus ad bellum doctrines, developed in a pre-
cyber age, are applicable to cyberspace. The second
concerns when it is that cyber operations rise to the
level of cyber warfare; more precisely, when it is that
cyber operations contravene the general prohibition on
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the use of force. The third concerns the right of victim
is the right
triggered and what are the challenges posed by the

states to forcible self-defence—when

difficulty of attributing state responsibility for cyber
operations. This essay concludes with a brief reflection
on the implications of these debates to Singapore.

EVOLUTION OF THE JUS AD BELLUM

It is trite that cyberwarfare is unlike conventional
warfare in many respects. Warfare conventionally
entails an attack by one state against another involving
the violation of territorial integrity and the use of armed
forces and kinetic weapons. In contrast, cyber warfare
can be perpetrated through a non-spatial notional
environment where information is both the weapon and
the target. Cyber operations are diverse, with potential
consequences falling along a spectrum spanning from
mere inconvenience to devastating destruction. Their
effects may be physical or non-physical, immediate or
latent. They are perpetrated, not only by state organs,
behalf of their

governments, others in pursuit of their own agendas.

but non-state actors—some on

The unique characteristics of cyberspace can make the
attribution of responsibility for cyber operations an

arduous, if not impossible, task.

Cyber warfare can be perpetrated
through a non-spatial notional
environment where information is
both the weapon and the target.

How can jus ad bellum doctrines govern cyber
that
conventional warfare and long predate cyberspace as

warfare, given they were developed for
we know it? To answer this question, a cursory
understanding of the sources of international law is
required. For present purposes, two sources must be
distinguished: custom and treaties. Customary law is
grounded in established state practice performed out of
a sense of legal obligation, and is therefore, clearly
capable of evolving with technological developments.
Treaties, on the other hand, create binding legal

obligations by virtue of the consent of signatory states.

However, just because treaties do not explicitly
address the issue of cyber warfare, does not mean that

they are silent on the matter. This is established by the
Vienna Convention on the Law of Treaties. Article 31(A)
provides that ‘a treaty shall be interpreted in good
faith... in the light of its object and purpose’, while
Article 31(3)(b) provides that treaty norms are to be
interpreted in the light of subsequent state practice
applying the treaty. Where generic terms are used in
treaties intended to be of continuing duration, the
International Court of Justice (ICJ) in the Navigational
Rights case held that those terms must be presumed to
have an evolving meaning.”

Thus, we should expect existing jus ad bellum
doctrines—whether derived from treaties or custom—
to evolve over time. The real question, as Frangois
Delerue points out, must be: ‘is there anything
preventing international law from applying to cyber
activities?”> There is not. Unlike the expansion of
warfare into the physical domains of air and space—
where the necessity of specialised regimes is patent—
cyberspace is but a notional environment spanning the
physical domains. It is not in itself a separate ‘legal
domain’.® Accordingly, cyber operations are caught by
existing jus ad bellum doctrines, which ‘do not apply
only to the forms of State activities existing at the time
of their adoption or codification, but to State activities

. 7
in general.’

This is not to say that a specialised cyber treaty of
sorts is not desirable. It merely means that the current
absence of such a regime does not imply the absence of
binding law. Thus, the remainder of this essay seeks to
track—and outline the key debates surrounding—he
evolution of jus ad bellum doctrines to accommodate
cyberspace.

THE USE OF CYBER FORCE

The fundamental question to ask, to determine if
a cyber operation attributable to a state rises to the
level of cyber warfare, is whether it amounts to a ‘use of
force’? That is because there is a general prohibition on
states’ use of force under customary and treaty law. The
content of this prohibition is contained in Article 2(4) of
the United Nations (UN) Charter, which provides that:
‘All members shall refrain in their international relations
from the threat or use of force...’®

Important as the concept of ‘force’ is, it is never
explicitly defined within the Charter. Historically, the
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term has been understood as referring specifically to
armed force. It was the use of weapons which, on this
instrument-based approach, distinguishes uses of force

from other forms of diplomatic, economic or political
coercion. On this approach, the question of whether a
cyber operation contravenes Article 2(4) of the Charter
depends on whether it can be characterised and
classified as akin to other traditional weapons.’
However, the inadequacy of this approach has been
much criticised. As Delerue observes, ‘most cyber
operations would not qualify as use of force because
they are difficult to characterise as armed or
weaponised force... the similarity between cyber
operations and traditional weapons... is very difficult to
ascertain.”*® The result would be under-inclusive, since
even cyber operations with very physically destructive
results may fail to meet the criterion.

In the light of this, two other approaches have
been advanced. One of them is the target-based
approach. According to it, a cyber operation amounts
to a use of force if it is directed at national critical
infrastructure (NCI)."! However, this approach—on top
of requiring a sharp break from orthodoxy—is over-
inclusive. If left unqualified, it would mean that a cyber

5,
©
)
o
=
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operation which targets NCI is for that reason alone a
irrespective of the severity of its
This fail to
cyber-kinetic merely

use of force,

consequences. would, for instance,

distinguish attacks  from
information-gathering cyber exploitation. Furthermore,
this approach would founder on the fact that there is no

international consensus on what constitute NCI.*

The other is the consequence-based approach.

On this approach, ‘it is not the instrument used that
determines whether the use of force threshold has been
crossed, but rather... the consequences of the operation
and its surrounding circumstances.’** According to
Michael Schmitt, the instrument-based criterion was
only ever a ‘short-hand’ to ‘locate the point of
demarcation’ between acceptable and unacceptable
forms of coercion.** However, if it fails to ‘track the
the

community would seek to deter’, then an approach

threats to shared values which... international
focusing directly on the consequences and qualities of
cyber operations should be preferred.” Alternatively,
Marco Roscini attempts to reconcile the consequence-
based and meaning of Article 2(4), weapons are
‘identified by their effects, not by the mechanism by
which they produce destruction or damage.”*®

The Peace Palace in The Hague, Netherlands, seat of the International Court of Justice.
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The consequence-based approach has received
considerable support and is currently ascendant. In the
case of Nicaragua v United States, the ICJ held that the
‘scale and effect” of certain hostile acts must be
considered in determining whether they amounted to
an ‘armed attack’.”” Building on this, the Tallinn Manual
2.0 (which, although not binding, represents the opinion
of its International Group of Experts on the state of
international law) ‘found the focus on scale and effects
to be an equally useful approach when distinguishing
acts that qualify as uses of force from those that do
not.”*® Thus, Rule 69 of the manual provides that: ‘A
cyber operation constitutes a use of force when its scale
and effects are comparable to non-cyber operations
rising to the level of a use of force.”*®

That said, the consequence-based approach can
only provide very coarse-grained guidance as to
whether a particular cyber operation meets the
threshold for the use of force. Drawing on Schmitt’s
work, the Tallinn Manual proposes eight factors as being
relevant—the cyber operation’s severity, immediacy,
directness,

invasiveness, measurability of effects,

military character, level of state involvement and

presumptive lawfulness.”

However, it concedes that
these cannot serve as definitive legal criteria and that
different states are likely to arrive at conflicting answers

to the threshold question.”

While it is tolerably clear that a cyber operation
which causes personal injury or physical damage
constitutes a use of force, whether and when a cyber
operation with severe but non-physical consequences
constitutes a use of force is highly controversial. On the
one hand, given the importance of cyberspace to
modern society, it seems illogical to say that a cyber
operation can never be a use of force in the absence of
direct physical consequences.”” On the other hand, a
clear and stable standard to differentiate such cyber
operations from highly disruptive forms of coercion that
nonetheless fall short of the use of force (for example,
economic sanctions) remains elusive.”® Indeed, much of
the debate is speculative as state practice is still very
limited—to date, ‘no State or international organisation
has ever publicly and unequivocally qualified a cyber

. 24
operation as a use of force.’

While it is tolerably clear that a
cyber operation which causes
personal injury or physical
damage constitutes a use of force,
whether and when a cyber
operation with severe but non-
physical consequences constitutes
a use of force is highly

controversial.

THE RIGHT TO SELF-DEFENCE

A state’s right to use force in self-defence is
enshrined in Article 51 of the Charter, which provides
that: ‘Nothing in the present Charter shall impair the
inherent right of individual or collective self-defence if
an armed attack occurs against a Member of the United
Nations...” There is no reason why, in principle, a cyber
operation cannot trigger the victim state’s right to self-
defence.” Moreover, where the right is triggered, a
victim state’s response need not be confined to cyber
operations (subject to the principles of necessity and
proportionality).°

However, the picture is complicated by at least

two factors.

The ‘Armed Attack’ Trigger

The first complication is that not every use of
cyber force contravening Article 2(4) of the Charter
triggers the victim state’s right to forcible self-defence.
According to Article 51 of the Charter, the right to self-
defence is triggered by an ‘armed attack’. The prevailing
view is that this term is not coextensive with the ‘use of
force’, but a narrower sub-category of it.”” As the ICJ
held in the case of Nicaragua v United States, armed
attacks are ‘the most grave forms of the use of force’, as

, 28

distinguished by its ‘scale and effects’.” However, the

precise parameters of these criteria are unsettled, there
being some contrary indications that ‘[t]he gap between
‘use of force’ and ‘armed attack’ is not necessarily

729

wide’.” In the Oil Platforms case, the ICJ declined to rule
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out ‘the possibility that the mining of a single military
vessel might be sufficient to bring into play the ‘inherent

» 30

right of self-defence’.”™ The lowering of the threshold

for ‘armed attack’ has also been suggested by

subsequent state practice.

The relevant question is thus how wide might the
gap be between a use of cyber force and a cyber armed
attack? In other words, what kinds of cyber operations
would not trigger the victim state’s right to forcible self-
defence, despite being an unlawful use of force?

Again, the state of the law makes it difficult to say
anything definitive, beyond providing illustrations of the
broad principle. On one side of the line, the Tallinn
Manual rules out ‘acts of cyber intelligence gathering
and cyber theft, as well as cyber operations that involve
brief or periodic interruption of non-essential cyber
services’.>! On the other side of the line, it considers ‘a
cyber operation that seriously injures or kills a number
of persons or that causes significant damage to, or
destruction of, property’ to clearly qualify.?? From there,
further details can be specified. A cyber operation
targeting NCI is more likely to amount to an armed
attack; a cyber operation with no physical consequences

33

much less likely.” Multiple uses of cyber force can

cumulatively rise to the level of an armed attack.>

Beyond these observations, however, consensus
quickly evaporates. Thus, the Tallinn Manual notes that
its International Group of Experts were split on whether
the Stuxnet operation in 2010, which damaged Iranian
nuclear centrifuges, rose to the level of an armed
attack.*® They were similarly split on the hypothetical
scenario of ‘a cyber incident directed against a major
international stock exchange that causes the market to
crash’.®® The paucity of state practice and judicial
decisions again means that these debates remain
unresolved.

That said, a state that falls victim to the use of
cyber force below the level of an armed attack is not
defenceless. As the IC) held in the case of Nicaragua v
United States, a victim state in this position, may
with
countermeasures.’’ These go beyond unfriendly but

nonetheless, respond non-forcible

lawful retorsions, such as the expulsion of diplomats,
cutting of aid, or restriction of access to cyber
state’s

infrastructure within the victim territory.

Countermeasures are non-forcible ‘measures that
would otherwise be contrary to the international
obligations of an injured State vis-a-vis the responsible
State, if they were not taken by the former in response
to an internationally wrongful act by the latter in order

to procure cessation and reparation’.*®
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Anti-aircraft guns guarding Natanz Nuclear Facility.

Countermeasures may (but need not) take the
form of cyber operations, as long as they comply with
the requirements of customary law reflected in Part
Three, Chapter Il of the International Law Commission’s
(ILC) Articles States
Internationally Wrongful Acts (ARSIWA). Ordinarily, this
includes the duty to give prior notice of the decision to

on Responsibility of for

take countermeasures and make an offer to negotiate.*
However, the necessary element of surprise in cyber
countermeasures means that they likely fall into the
exception for ‘urgent countermeasures’ under Article 52
(2) ARSIWA.* Given the unlikelihood that (and
uncertainty as to when) cyber operations trigger the
right to self-defence, countermeasures are likely ‘to be

the primary form of self-help’.*!

The Problem of Attribution

The second complication impeding the exercise of
the right to forcible self-defence is the difficulty of
attributing state responsibility for cyber armed attacks.
A victim state can only exercise its right to self-defence
against another state if the latter is responsible for the
initial cyber armed attack. This determination has two
The first
perpetrators of the cyber armed attack. This is a

stages. involves identifying the human

technical inquiry, which often requires first identifying
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the machines used to launch the cyber armed attack.
The second stage involves the application of legal
standards to determine if the originating state is
responsible for the cyber armed attack, and thus, a
legitimate target of self-defence action.*

Each stage presents formidable challenges. In
connection with the first stage, Nicholas Tsagourias

observes that ‘[t]hree particular characteristics of

cyberspace make attribution extremely difficult’.*
Firstly, there is an abundance of technology enabling
the perpetrators of cyber operations to remain
anonymous. Secondly, cyber operations are often multi-
stage—meaning that they are conducted through
multiple infiltrated machines and computers across
different states, concealing the perpetrators’ identities.
Thirdly, the rapid speed at which a cyber operation can
materialise can overwhelm a victim state’s forensic
capabilities. All three of these characteristics were on
display, for example, in the distributed denial of service
operation against Estonia in 2007, involving a botnet of
an estimated 85,000 178

countries.**

computers spanning

Given these difficulties, a question which arises is
whether a victim state will itself be in breach of Article 2
(4) of the Charter if it exercises its putative right to self-
defence on the basis of a good faith and reasonable
factual error in attribution? This question is of crucial
importance because decisions to take forcible self-
defence action are necessarily time-sensitive and often
made on the basis of incomplete information. This
qguestion, however, has given rise to two sharply

conflicting views.

On one side of the debate, the ILC in its
commentaries on ARSIWA provides that ‘[a] State which
resorts to countermeasures based on its unilateral
assessment of the situation does so at its own risk and
may incur responsibility for its own wrongful conduct in
the event of an incorrect assessment.’* This, it holds, is
equally applicable to self-defence.*® Proponents of this
position argue that it accords with the object and
purpose of the Charter, which is to ensure that ‘the right
to unilaterally pursue the use of military force... is...

, 47

limited as far as possible’.”" As Henning Lahmann

argues, ‘[i]f states were allowed to defend themselves

by forceful means even under ambiguity as regards [the
attack... the
unpredictable escalation would vastly increase.”*®

authorship] of an armed risk of

On the other side of the debate, the Tallinn
Manual provides that ‘the exercise of self-defence is...
subject to the existence of a reasonable determination...
as to the identity of the attacker... reasonableness will
be assessed based upon the information available at the
time they were made, not in light of information that

subsequently becomes available.”*®

Proponents of this
position argue that the object and purpose of Article 51
of the Charter is to provide a legal safeguard for states’
inherent right to self-defence.”® Since any decision to
exercise the right to self-defence is necessarily self-
assessed according to what is known at the time, such
decisions—if reasonable and made in good faith—
international even if

arguably satisfy obligations,

founded on a mistake.>

In connection with the second stage of the
attribution inquiry, it is clear that cyber armed attacks
perpetrated by state organs, or entities empowered by
domestic law to perform state functions, are
attributable to that state. Responsibility for cyber armed
attacks can also be attributed to a state if the non-state
perpetrators are de facto organs of that state, or are
acting under its instructions, directions or control.>
Whether the requisite relationship exists between that
state and non-state actors is a question governed by a
complex and inconsistent body of law, the elaboration

of which is precluded by space.53

For present purposes, Delerue observes that
three characteristics of cyberspace render the threshold
set by existing attribution rules—based on the degree of
high. the

decentralised nature of the internet means that cyber

state  control—excessively Firstly,

operations can be easily co-ordinated even with a very
. . 54

low level of organisation or overall control.” Secondly,

‘cyber operations offer an easy means to act and to

incentivise others to act.””

Thus, drawing any analogy
between the situations where a state arms and trains
private individuals, and where a state circulates ready-
made malware to private individuals, is likely to be far-
fetched and unhelpful.56 Thirdly, the existing legal tests
are extremely difficult to satisfy without the originating

state’s co-operation. That is because much of the
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evidence needed to bridge the machine-human-state
attribution gap will likely be located in the originating
in the aftermath of the 2007 cyber

operations against Estonia,

state. Thus,

Russia’s refusal to co-

operate ensured that no Russian human perpetrator
was identified.””’

Cyber Security Agency of Singapore

Graphic illustrating the Safer Cyberspace Masterplan.

The recognition of these formidable problems has
added fuel to a raging debate on whether the right to
forcible self-defence can be invoked directly against non
-state perpetrators of a cyber armed attack if the
originating state is unable or unwilling to prevent or
stop the attack. The traditional view is that an ‘armed
attack’ under Article 51 of the Charter can only be
carried out by another state. However, this view was
challenged even before the 9/11 terrorist attacks.”® In
the aftermath of 9/11,
operations carried out by the United States (US) and its

military counterterrorism

allies marked a significant shift in state practice in
favour of the theory that the right to forcible self-
defence can be directly invoked against non-state
actors, irrespective of questions of state responsibility.59

The law on this issue remains unsettled. On the
one hand, the ICJ has demonstrated its reluctance—in
the two post-9/11 cases of Wall Advisory Opinion and

Armed Activities—to extend ‘armed attack’ to non-state
actors directly.60 On the other hand, such an extension
is not expressly precluded by the language of Article 51
of the Charter and the law seems ‘more than likely to

%1 | line with the

evolve in this direction in the future.
latter view, the majority of the Tallinn Manual’s
International Group of Experts were of the opinion that
‘State practice has established a right of self-defence in
the face of cyber operations at the armed attack level by
non-State actors acting without the involvement of a
State.”®

self-defence to threats arising from non-state actors can

That said, while ‘the extension of the right of

be seductive in the cyber context’, there is wisdom in
Delerue’s warning that ‘this constitutes a very slippery
slope and should be exercised with extreme caution.’®®

CONCLUSION

Singapore has, in recent years, paid increasing
attention to cybersecurity. Since its establishment in
2015, the Cyber Security Agency has published several
policy papers setting out Singapore’s cybersecurity
strategy.”* These, as with the government’s other
official communications, have rightly emphasised the
need to bolster passive cyber defence capabilities and

strengthen the resilience of information infrastructure.

Beginning with an explanation of how pre-cyber
norms of international law are evolving, this essay has
outlined some of the key challenges involved in applying
the jus ad bellum framework to cyberspace. Admittedly,
the law is in an unsatisfactory state of flux—this essay
barely scratches the surface. All the same, these
debates are not ones that Singapore can sit on the
fence. Should the situation arise, the questions they
pose will demand answers. Much may depend on what
answers Singapore is prepared to give. Accordingly,
legal uncertainty calls for added engagement with the
issues, not less. Understanding the law in this area, with
all its imperfections, is crucial to Singapore’s ability to
set the parameters of its cyber defence strategy and

build consensus on the world stage.

The opinions and views expressed in this essay do not necessarily reflect the official views of the Ministry of Defence. This essay
is not to be reproduced in part or in whole without the consent of the Ministry of Defence.
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