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ABSTRACT

AN EXPERIMENTAL

By MAJ Alex Hoh Li Wei

Cyber is the fifth domain after Air, Land, Sea and Space. It is evolving and contested by economic, security and

civil interests. Dynamism in cyber must be matched with dexterity in policy and decision-making. However, many

leaders remained unfamiliar with this domain. Consequently, responses may fail to address root-causes, exacerbate

volatility, generating unexpected emergences in the complex and interconnected cyber domain. This essay suggests

a framework for cyber power. The author exemplifies the application of this framework to operationalise threat-

intelligence. He then explores gaps across issues relating to threat appreciation in cyberspace. Changes happen daily

in this domain and the framework is not definitive.
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The single biggest existential threat that’s out there, |
think, is cyber.
Michael Mullen

INTRODUCTION

The fifth domain was labelled a ‘grey-zone’ for
great power rivalry.” Fears of cyber-related actions, such
as influence operations in the United States (US)
Presidential Elections, as well as past attacks against
Estonia, Georgia and Ukraine, have spurred countries to
their
Consequently, some militaries have acquired defensive

invest into enhancing cyber capabilities.
capabilities, as well as techniques and procedures for
offensive cyber. Determinants of cyber power transcend
mere facility in selecting and applying tools for different
situations. Concomitantly, how cyber power is exercised
follows a particular logic, considered through the
assessed intent of potential actors, assessed levels of
cyber capabilities, and circumstances of the situation at
hand. This essay seeks to explain this dynamic from a
national security perspective. It proposes a framework
for threat analysis and response, and explores gaps in

strategic appreciation across the cyber domain.

SCOPE

The essay is broadly divided into three parts. It
first discusses the domain of cyber and defines key
terms within. It then examines how cyber power is used
in relation to a framework to better understand its
operational application. Finally, it explores security

trends and situates cyber with related issues in parallel.
As a caveat, there is extant literature on this subject.
The author’'s intent is not to overturn existing
scholarship or mainstream discourses. Instead, he aims
to read the issues with lenses of a planner, annotating
sources and methodologies that he finds useful, and
present related aspects of the topic in an accessible
manner. The author hopes that more officers become
interested in this domain, and in turn, will invest time

and intellect to enhance planning for the future.

CYBER BEGINNINGS

This section explores the landscape of cyber,
specifically to understand how terms are derived and
used. Etymological examinations allow the capture of
the essence of the subject and gain insights into literal

applications. The author discusses how the term ‘cyber’

originates. In the late 1940s, a field in biology and
engineering studied communication and control
systems in living beings and machines. This was

The

from kubernan—meaning ‘to

‘cybernetics’. root was Greek—kubernétés

(steersman), steer’.?
Cybernetics was crucial to research into computer
science and bio-mechanics. The concept went main-
stream in the 1960s, with the term ‘cyborg’ (shortened
from ‘cybernetic organism’), which described man-
machine entities. Against a backdrop of nuclear tensions
in the Cold War, cybernetic imageries entered popular

imagination. Cyborgs were portrayed as an evolutionary
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step of mankind, repopulating a post-apocalyptic Earth
devastated by atomics.

The use of ‘cyber’ in the modern context was only
in 1982, when William Gibson coined ‘cyberspace’ in his
science-fiction short story ‘Burning Chrome’. According
to the Oxford English Dictionary (OED), it is ‘the notional
environment in which communication over computer
networks occurs’. While this sufficed initially, limitations
soon became apparent in modern Internet interactions.
The ubiquity of the Internet meant that cyberspace is
less ‘notional’. Effects from the proliferation of personal
digital devices also brought a convergence of social and
informational, of cognition and identifications of self.

This entails multifaceted definitions that better
explicate nuances in cyberspace.”
Let us take a detour into a cyberspace

environment we are more familiar with—the Internet.
What we commonly refer to as ‘Internet’ is just one
level of cyberspace. This ‘Surface Web’ is indexed by
search engines and accessed by normal browsers. It
comprises 5% of the whole Internet. The rest is ‘Deep
and Dark Web'.
screened from web crawlers. These include credential-

The former is non-indexed and
protected sites, such as emails or financial records, as
well as unlinked content. Dark Web, on the other hand,
is part of the Deep Web, hidden and accessible only by
special browsers.” Activities on the Dark Web are often
questionable. lllegal items are hawked on dark-
marketplaces and transacted in cryptocurrencies to
avoid detection.® The more ‘specialised’ ones may
require invitations, members to vouch for you, or some
The Dark

Web is also a favoured staging area for co-ordinating

‘proof of work’ (illegal), before admission.

cyber-attacks and where depositories of botnet armies

are formed. Itis an opaque and complicated space.

It is more complicated when we examine ‘cyber’
The OED defines ‘cyber’ as an
adjective ‘relating to or characteristic of the culture of

as a stand-alone.

computers, information technology, and virtual reality’.
It is used as a prefix to describe or form words relating
(IT)
However, practitioners will discover that ‘cyber’ is also a

to Information Technology and computers.
noun in selected fields of application. This form of use
is inherent in this essay. Beyond explaining it as an
evolving term, the larger implication is, how words are

used indicate lines of thought, which in turn, influence

the creation of modes of and

. 7
operations.

understanding
Despite present difficulties in defining
certain core terms, it is useful to have a working
definition for cyber planning and appreciation.

Hence, one posits that ‘cyber’ in security analysis,
refers to ‘information control expertise enabled by
electronic and info-communication technology in a
networked architecture’.® First, this ‘information control
expertise’ refers, non-exhaustively, to an ability to
manoeuvre, exploit, control, gain or deny access to, and
mask or manipulate information. This is predicated on
‘electronic and info-communication technology’, which
includes computerised and electronic modes of
technology that transmit or facilitate the exchange of
information. Finally, ‘networked architecture’ delineates
the spatial and organisational elements of cyber. This is
defined through physical (‘hardware’—locations, nodes,
(‘software’—hosting,  web-data

servers), logical

retrieval), and neural-cognitive (‘heart-ware’—meta-

physical; identity and self).

The headquarters of Government Communication

Headquarters in 2017.
MEASURING CYBER POWER

How do analysts measure cyber power? Ralph
Langer, of the Stuxnet malware fame, defined cyber
power as ‘a society’s organised ability to leverage digital
technology for surveillance, exploitation, subversion,
and coercion in international conflict’.’ While useful to
understand application, power transcends mere ability
in leveraging tools. Cyber may also be exercised beyond
the prism of conflict. Jeremy Fleming, Director of the
Government Communications Headquarters (GCHQ),
gave a state-centric, outcome-based perspective, when
‘Cyber
possessed the ability to

he opined that Powers’ are nations that

‘direct or influence the
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10 P
'~ Hence, it is an

behaviour of others in Cyber space.
instrument of the State, potentially exercised across the

conflict continuum.*

Generating cyber power will require extensive
‘hardware’ and ‘software’. When we overlay the social

and media dimensions, it becomes an avenue to affect

the ‘heart-ware’ of the people. Given its
interconnectedness with other operational dimensions,
cyber remains inextricably linked and arguably

dependent on the air, land and sea operational
domains. The base to generate this power depends on
‘a set of resources that relate to the creation, control
and communication of electronic and computer-based
information infrastructure, networks, software, [and]

human skills’.*?

Hence, one posits that ‘cyber’ in
security analysis, refers to
‘information control expertise
enabled by electronic and info-
communication technology in a
networked architecture’.

It is more than just an organised ability to
manipulate levers in the digital domain. Hence, when
Langer described ‘a society can jump-start noteworthy
cyber power without the corresponding capabilities in
their civilian economy’, he was more accurately stating
that states may acquire and operate an extensive cyber
arsenal, without the corresponding means to sustain or
project this power over a sustained period of time.” As
‘organised capability

he qualified subsequently,

required to sustainably project cyber power s
extensive... [including] an infrastructure with command
and control servers; a workforce of software developers
capable of developing exploits and destructive code
sequences; and big data analytics to process... terabytes

of exfiltrated data’.*

Therefore, when planners analyse
state-centric cyber power, models should account for
cyber in a ‘full-power’ sense. This should include the
intent to use this power ‘in extremis... to disrupt, deny

or degrade’ adversaries when threatened.”

Presently, a commonly-cited model is the Booz
Allen Hamilton (BAH) Cyber Power Index. It uses 39
indicators focusing on four dimensions: legal and

regulatory  framework; social-economic  context;
technology infrastructure; and industry application. The
original study comprises 19 countries from the Group of
20 (G20)—less the European Union.'® Military power
was conspicuous in its absence. The BAH index could be
improved by adding defence cyber indicators. However,
Intent is less clearly defined in the BAH Index. An
alternative is the ‘Cline formula for national power’ as

explained below:"

Pp = (C+E+M) x (S+W)

Pp - Perceived Power

C - Critical Mass (Population and Territory)

E - Economic Capabilities

M - Military Capabilities

S - Strategy

w - Will

The former set (C+E+M) relates to quantifiable

attributes of a nation-state, but conditioned by the
latter set (S+W), which measures its perceived

willingness to exercise the capabilities.”® Elements in
the equation require values to be ascribed to them.
Evaluations via quantitative metrics are suitable for
‘hard’ criterions such as population and military assets.
Qualitative analysis is more useful for ‘soft’ dimensions
like public awareness or the will to fight. Common
ranking methods such as Analytic Hierarchy Process
could then be used to organise and derive an eventual
power value. Element definitions and methods are also
not fixed. Main elements can recur into sub-elements.
Different multi-criteria decision tools could also be used
to rank and calculate a power value. Adapting this for
cyber would require adjustments. A revised Cline

formula for cyber is proposed for use in this essay:

PpCy = (C+E+M) x (S+W)

PpCy - Perceived Cyber Power
C Critical Mass (education clusters; cyber groups)!®
E Economic (cyber infra and technology; cyber workforce)
M Military (cyber command; # of cyber defenders)
S Strategy (national cyber strategy; legal & regulatory framework),
w Will (cyber awareness; susceptibility to cyber-crime)?®

ANALYSIS FRAMEWORK

So why is calculating cyber power useful?

Calculating cyber power at the policy level allows
planners to organise their cyber landscape more
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coherently. It also gives planners a quick reference
guide to ‘who’s-who’ in the cyber domain, and helps
sharpen their thinking when evaluating which criterion
is relatively more important when measuring the cyber
power of states. Thereafter, one could use the index to
examine how cyber power is applied. The author has
done that in this essay through a geostrategic reasoning
framework. Using  ‘Intent;  Capabilities;  and
Circumstances’ as the line of thought, planners may
trace the exercise of cyber power by state actors,
mapping the logical progression from assessed interests
to observed actions. This framework may also be
However, actual

applied to non-state examples.

determinants of cyber capabilities would require
attenuation for different threat groups, proto-State or

non-State actors.”

The Capabilities; and

Circumstances’ is as follows: Intent and Capabilities

logic behind ‘Intent;
change slowly. The former is predicated on stakeholders
who determine the expressed and (often) hidden
interests of a state. This set of interests would remain
fairly consistent and changes slowly over time. On rare
occasions, changes may be abrupt if groups with
different interests or calculus gained power, and thus,
the ability to dictate fresh priorities and new objectives.
Capabilities require time to build and are the slowest to
change in a significant manner amongst the three.
Substantial investments in time and material are also
needed to build, operate and sustain capabilities over
time. Cyber is no different. Tools may be quickly
acquired off-the-shelf. However, the ability to wield
them consistently, as well as evolve niche
competencies, requires steady investments in time and
effort. Circumstances are fastest to change, and usually
exert a direct influence on intent, leading to changes

over time.

APPLICATION - CASE STUDY

Rendering strategic assessments into operational
intelligence, (C+E+M) relates to Capabilities and (S+W)
relates to Intent. Circumstances are read from global
events and applied to ‘Intent and Capabilities’. Thence,
it is possible to predict the likelihood of cyber actions,
depending on assessments—favourable or
unfavourable—from ‘Circumstances’. Numeric modifiers
may be given to enrich the Cline cyber formula.
‘Circumstances’ are fluid, exerting an influence on

stakeholder interests that govern ‘Intent’, thus leading

to changes over time. This dynamic can be expressed as
an exponentiation on the base (S+W) set.”? The
resultant value allows the charting of any relative
enhancements or erosions to the perceived cyber

power, which provides an estimation of the
opportunities or vulnerabilities to attacks. This revised
Cline cyber-formula  with  modifier for the

‘Circumstances’ is as proposed:

PpCy = (C+E+M) x (S+W)'

PpCy - Perceived Cyber Power
C Critical Mass (education clusters; cyber groups)
E - Economic (cyber infra and technology; cyber workforce)
M Military (cyber command; # of cyber defenders)
S Strategy (national cyber strategy; legal & regulatory framework
w - Will (cyber awareness; susceptibility to cyber-crime)
(Input)! - Regional atmospherics; temporal incidents; natural events

This framework may be used to discern the logic
behind attacks for identification and attribution. We can
back-test on a known case-study to assess if our
reasoning is sound and applicable for predictive and
preventive early—warning.23 On 23" May, 2018, Cisco
Talos reported that a sophisticated malware ‘VPNFilter’
was ‘actively infecting Ukraine hosts at an alarming

rate’.”*

The Security Service of Ukraine (SSU) warned
that VPNFilter was a ‘preparation for another Russian
cyberattack aimed at destabilising the situation during

the Champions League finals’.”®

They assessed that the
with the

techniques ... used in 2015-2016 during the BlackEnergy

‘mechanism of cyberattacks coincides

cyberattack’.”®

The nature of cyber favours
anonymity.

Applying  our  framework, Russia had

demonstrated prior intent to target Ukraine. Motives

could be deduced from past incidents and even armed
conflict, such as the annexation of Crimea. Cyber
becomes another instrument of power by the Russian
state to exert pressure and degrade the effective
functioning of the government apparatus in Ukraine.
This is probable as part of their assessed interests due

to a continuing adversarial relationship.

planners could

capabilities,
compare past vectors, and examine codes, tactics,

When analysing

techniques and procedures. By observing attacks over a
prolonged period, the investigators uncovered more

clues. It showed that these attackers had a robust
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infrastructure with skilled developers to develop
exploits and destructive sequences to generate attack-
evolutions leading up to VPNFilter. Such commitment
and complexity is resource-intensive. It suggested that
these attacks are beyond the finances of small groups or
lone-wolf attackers. Hence, a state-sponsored group is

most likely behind this attack.

Increasingly, ‘silent wars’ with
multi-channel actions across time
and space look set to be the
norm.

Finally, circumstances prior to first report (23rd
May, 2018) and peaking at the Champions League finals
(28™ May, 2018) suggested that attacks were timed to
create the most disruptions. This was linked to intent
and similar to previous actions at major sporting events,
for example, the cyber-attacks that disrupted the
Pyeonchang Winter Olympics in 2018.”” The Federal
Bureau of Investigation (FBI), SSU and cybersecurity
firms later confirmed that patterns and signatures
showed that the attack was by a cyber-espionage group,
APT28, also known as ‘Sofacy’ or ‘Fancy Bear’, with links
to the Russian government.”® Hence, the use of the
‘Intent; Capabilities; Circumstances’ framework yielded
a possible actor, known techniques, and similar
temporal vulnerabilities. Concomitantly, this framework
draws out the motives, and linked them to means and
timings behind the attacks. This is supported by the
relative erosion of cyber power, resultant from the
negative regional atmospherics and coincidence of a

high-profile event.

Therefore, one surmised that the use of the cyber
power measurement index allowed some degree of
predictive analysis into the likelihood or vulnerability to
attacks. In turn, this can help the analysts and planners
to clarify their strategic threat landscape. Moreover,
using the cyber power index in relation to ‘Intent;
Capabilities; Circumstances’ narrows down probable
actors based on interests and motivations.
Concomitantly, this strategy-to-operation dynamic is
matched against one’s own cyber power. Hence, the
checked

reasoning, which complements the technical aspects of

strategic frame s against operational

digital forensics, such as in analysing indicators of
compromise.” Blending these inductive and deductive
methods across strategic, operational and technical
(tactical) dimensions reduces uncertainty and hastens
responses by state agencies.

LIMITATIONS AND FUTURE WORK

This framework is a rough-and-ready measure of
cyber power and intent. It complements forensics to
speed up identification of threats and attribution. More
work can go into back-testing the method, as well as
comparing it to other models for correlations or
improvement. Nonetheless, cyberspace and the conduct
of international relations remained opaque and near
impossible to disentangle actual cause-and-effect. This
is recognition that much of the cyber domain remains
poorly explored. Consequently, the following sections
juxtapose viewpoints against the cyber formula and
strategic reasoning framework in this essay. The author
hopes that an exploration of these gaps will engender
and

future endeavours by military professionals

government practitioners along these lines.

Cyber Deterrence

Can deterrence be exercised in the cyber domain?
As seen from the VPNFilter case study, allegations may
rest upon vague, circumstantial, and sometimes even
anecdotal evidence. The nature of cyber favours
anonymity. This often creates attributional problems,
which relate to difficulties in identification of actors, and
thus insufficient proof for political action. Similarly, such
‘plausible deniability’ over cyberspace allows state-
actors to sponsor, launch or sustain cyber-attacks, yet
conveniently distance themselves when exposed.
Hence, does high ranking on the cyber power index
confer immunity, or build hubris that draws nefarious
elements to presage your fall? Given this situation,
deterrence in the traditional sense—think mutual
assured destruction—seems unlikely.3° More research is
needed to improve our understanding of cyber
deterrence and to derive credible postures to forestall
cyber-attacks. One likely area is Cold War dynamics,
where deterrence and actions below the threshold of

war persisted throughout the era of Superpower rivalry.

Virtual Red Lines

Deterrence questions inevitably lead us to

expressions of inviolable interests. States have ‘red
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lines’, invisible or otherwise, which fixes the figurative
points of no return, according to core interests. In cyber,
which markers, when violated, justify government
action? In a conventional sense, when physical
infrastructure or territorial integrity is violated by
identified opposing forces, there is arguably a legitimate
cause for retaliation proportionate to the injury done.
attribution difficulties

timeliness and scope for responses. Moreover, causal

However, cyber complicate

relationship between cyber actions and physical

reactions remains largely indirect. Nonetheless,
examples such as the Stuxnet malware and the
Shamoon wiper have shown that cyber weapons
created to affect the controls of physical components
have resulted in real-world destruction.>* Use of cyber
in this manner would increasingly generate tangible
consequences. Hence, a need to respond may be
inevitable if attacks lead to loss of lives, disruptions to
essential services, and gratuitous destruction of critical

infrastructure.

Declaring Cyber War

There are difficulties in defining cyber conflicts,
specifically, cyber war. When Russian forces attacked
Georgia in 2008, a parallel attack was underway in the
cyber realm. However, the composition of these forces
was very different from those found in the physical
domain. The latter were soldiers and airmen of the
Russian state, while online forces could be anybody.
Nationalistic Russians or busy-bodies from around the
world may visit pro-Russia websites, download
software, and conduct Distributed Denial of Service
(DDoS) on Georgian sites. In this instance, such DDoS
attacks could have emanated from a hodgepodge army
of international cyber anarchists, pro-Russia citizens, or
legitimate cyber forces. If states fight in cyber, does that
mean that all operators are legitimate targets? It
becomes more convoluted when nothing physical is
happening. When Estonia shifted a Soviet war memorial
in Tallinn in 2007, it precipitated a slew of cyber-attacks
from Russia. There was no invasion but cyber-attacks
disrupted essential services and even forced Estonia to
disconnect from the Internet. Being such a connected
nation, Estonia was especially affected. As states
become more reliant on the Internet, the effects of
cyber-attacks on governments and societies would

increase in ways we have not yet begun to appreciate.32

Confluence of Domains

The examples cited above cloud the question of
what constitutes an act of war. Is a ‘cyber war’ possible
without having a ‘shooting war’? Perhaps the answer
lies somewhere between. Increasingly, ‘silent wars’ with
multi-channel actions across time and space look set to

be the norm. Cyber disruptions are preceding,
supporting, and disrupting military operations.
Partnering means include ‘polite men’ organising

themselves into ‘self-defence groups’ to aid people of
disputed regions in ‘peacekeeping actions’.*® Citing self-
determination, referendums are then organised to
reflect the will of the populace, and to ‘legitimise’
transitions of sovereignty. ‘Hybrid warfare’ where the
physical is conjoined with the logical, within the
informational, and fought over narratives of history, is
closer than we imagine®. Most of these are facilitated
by cyber, propagated over the ‘Internet of Things’,
tugging at the hearts and minds of audiences across the
globe. Varying issues such as the veracity of events,
legality of actions, and even the formation of social

memories, are disputed and negotiated over the fifth

domain.

Wikipedia

Kaspersky Virus Lab
Diffusion of Capabilities

As states continue to contest the narratives of
history, the exponential growth of cyber technology and
application is driven largely by private interests. In some
ways, cyber power is no longer the exclusive purview of
states or wielded from traditional organs of power.
Multinational

Tencent Holdings, or Kaspersky Labs, may have more

cyber-tech companies, like Google,
skilled personnel, tools and financial assets at their
disposal than some national agencies. It remained

unclear if the interests of corporations coincide with
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that of their founders, needs of their host nations, or
the profit imperatives of their shareholders. The revised
Cline cyber-formula included cyber-tech companies
under the aegis of a national cyber power. However,
trust in corporations and their alignment with national

interests remained an assumption.

Former United States Navy Admiral Michael G. Mullen,
17" Chairman of the Joint Chiefs of Staff.

CONCLUSION
In this essay, the author explored the cyber
domain and defined terms in cyber defence

appreciation. Moreover, the author had revised the
Cline formula to rank cyber power, which potentially

helps to clarify the threat landscape for predictive
purposes. Concomitantly, this cyber ranking mechanism

strategic threat-analysis framework to
the
commensurate with capabilities, and corroborated with

partners a

ascertain motives of potential adversaries,
known facts. Complemented with operations- and
technical-analysis, uncertainty is reduced and agencies
could respond more decisively against the constant

stream of cyber threats today.

However, as elaborated in this primer, the
fragmented and evolving state of cyber does not fit
easily into an all-encompassing model. Challenges might
be best addressed concurrently, and at different levels,
across strategic appreciation to operational application,
as well as tactical dissections to technical indications. As
we learn more about cyber, we begin to realise that
many gaps still remained. Intelligence appreciation
across cyber-related domains continues to be uneven. It
is also increasingly unwise to perpetuate the military
and civilian dichotomy in cyber, as threats and
opportunities can easily emanate both ways. As Admiral
Mike Mullen, then-Chairman of the Joint Chiefs of Staff,
had posited, cyber, given unbridled growth and
increasing confluence with hybrid-domains, could be
the existential threat that herald the end of mankind.
His caution is well advised. We need rules and a chance
to build trust before our aggressive inclinations in cyber
fulfil the promise that cyborgs had failed to deliver.
However, the presence of danger is almost always
matched with undiscovered opportunities. When digital
transformation brings greater disruption, our agility in
situation appreciation and decision-making, remains the
surest way to enhance security and co-operation in the

cyber domain.
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