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ABSTRACT 

This essay outlines, and explores the challenges involved in, the application of the jus ad bellum framework to 

cyberspace. It seeks to address three central questions. How can norms of international law developed in a pre-

cyber age govern cyberspace? When do cyber operations rise to the level of cyber warfare? When do cyber 

operations trigger the victim state’s right to self-defence and what problems impede the exercise of that right?    
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INTRODUCTION 

On 6th May, 2019, the world saw its first openly-

acknowledged kinetic military response to a cyber 

operation. The Israel Defence Force (IDF) allegedly 

detected the cyber operation during hostilities with the 

Palestinian militant group, Hamas. Attributing 

responsibility to human perpetrators operating from a 

compound in the Gaza Strip, the IDF launched an 

airstrike against it. The justification given was dubious: 

the airstrike was legitimate because the cyber operation 

was aimed at ‘harming the quality of life of Israeli 

citizens’.1 

Despite growing recognition of 

the threat posed by cyber 

operations to international peace, 

the development of cyberspace 

has outstripped the pace of 

development of international law.  

Despite growing recognition of the threat posed 

by cyber operations to international peace, the 

development of cyberspace has outstripped the pace of 

development of international law. To date there is no 

binding international treaty governing cyber warfare 

and the unique characteristics of cyber operations 

continue to make the application of existing doctrines 

highly challenging and contentious.  

Nonetheless, questions of international law 

pertaining to cyber warfare are of the utmost 

importance to Singapore. As a digital hub, the rule of 

law is vital to our national interest in preventing 

cyberspace from becoming a virtual Wild West. 

Understanding the challenges facing the law on cyber 

warfare allows Singapore to know its rights and 

obligations and work towards building a favourable 

international consensus. Moreover, understanding the 

state of the law on cyber warfare is necessary for the 

Singapore Armed Forces to formulate legitimate 

strategies to defend against cyber operations. 

This essay seeks to provide an overview of some 

of the key challenges faced in accommodating cyber 

warfare within the doctrines of jus ad bellum (the 

corpus of international law governing states’ decisions 

to commit acts of war). In this essay, ‘cyberspace’ refers 

to ‘the environment formed by physical and non-

physical components to store, modify and exchange 

data using computer networks.’2 ‘Cyber operation’ 

refers to the ‘employment of cyber capabilities to 

achieve objectives in or through cyberspace’ and is used 

without prejudice to the legality of such operations.3 

‘Cyber warfare’ is used in a non-technical sense to refer 

to cyber operations which engage jus ad bellum 

doctrines.  

Three issues will be explored. The first concerns 

whether jus ad bellum doctrines, developed in a pre-

cyber age, are applicable to cyberspace. The second 

concerns when it is that cyber operations rise to the 

level of cyber warfare; more precisely, when it is that 

cyber operations contravene the general prohibition on 
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the use of force. The third concerns the right of victim 

states to forcible self-defence—when is the right 

triggered and what are the challenges posed by the 

difficulty of attributing state responsibility for cyber 

operations. This essay concludes with a brief reflection 

on the implications of these debates to Singapore.     

EVOLUTION OF THE JUS AD BELLUM 

It is trite that cyberwarfare is unlike conventional 

warfare in many respects. Warfare conventionally 

entails an attack by one state against another involving 

the violation of territorial integrity and the use of armed 

forces and kinetic weapons. In contrast, cyber warfare 

can be perpetrated through a non-spatial notional 

environment where information is both the weapon and 

the target. Cyber operations are diverse, with potential 

consequences falling along a spectrum spanning from 

mere inconvenience to devastating destruction. Their 

effects may be physical or non-physical, immediate or 

latent. They are perpetrated, not only by state organs, 

but non-state actors—some on behalf of their 

governments, others in pursuit of their own agendas. 

The unique characteristics of cyberspace can make the 

attribution of responsibility for cyber operations an 

arduous, if not impossible, task.  

Cyber warfare can be perpetrated 

through a non-spatial notional 

environment where information is 

both the weapon and the target. 

How can jus ad bellum doctrines govern cyber 

warfare, given that they were developed for 

conventional warfare and long predate cyberspace as 

we know it? To answer this question, a cursory 

understanding of the sources of international law is 

required. For present purposes, two sources must be 

distinguished: custom and treaties. Customary law is 

grounded in established state practice performed out of 

a sense of legal obligation, and is therefore, clearly 

capable of evolving with technological developments. 

Treaties, on the other hand, create binding legal 

obligations by virtue of the consent of signatory states.  

However, just because treaties do not explicitly 

address the issue of cyber warfare, does not mean that 

they are silent on the matter. This is established by the 

Vienna Convention on the Law of Treaties. Article 31(A) 

provides that ‘a treaty shall be interpreted in good 

faith… in the light of its object and purpose’, while 

Article 31(3)(b) provides that treaty norms are to be 

interpreted in the light of subsequent state practice 

applying the treaty. Where generic terms are used in 

treaties intended to be of continuing duration, the 

International Court of Justice (ICJ) in the Navigational 

Rights case held that those terms must be presumed to 

have an evolving meaning.4  

Thus, we should expect existing jus ad bellum 

doctrines—whether derived from treaties or custom—

to evolve over time. The real question, as François 

Delerue points out, must be: ‘is there anything 

preventing international law from applying to cyber 

activities?’5 There is not. Unlike the expansion of 

warfare into the physical domains of air and space—

where the necessity of specialised regimes is patent—

cyberspace is but a notional environment spanning the 

physical domains. It is not in itself a separate ‘legal 

domain’.6 Accordingly, cyber operations are caught by 

existing jus ad bellum doctrines, which ‘do not apply 

only to the forms of State activities existing at the time 

of their adoption or codification, but to State activities 

in general.’7  

This is not to say that a specialised cyber treaty of 

sorts is not desirable. It merely means that the current 

absence of such a regime does not imply the absence of 

binding law. Thus, the remainder of this essay seeks to 

track—and outline the key debates surrounding—he 

evolution of jus ad bellum doctrines to accommodate 

cyberspace.   

THE USE OF CYBER FORCE 

The fundamental question to ask, to determine if 

a cyber operation attributable to a state rises to the 

level of cyber warfare, is whether it amounts to a ‘use of 

force’? That is because there is a general prohibition on 

states’ use of force under customary and treaty law. The 

content of this prohibition is contained in Article 2(4) of 

the United Nations (UN) Charter, which provides that: 

‘All members shall refrain in their international relations 

from the threat or use of force…’8 

Important as the concept of ‘force’ is, it is never 

explicitly defined within the Charter. Historically, the 
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term has been understood as referring specifically to 

armed force. It was the use of weapons which, on this 

instrument-based approach, distinguishes uses of force 

from other forms of diplomatic, economic or political 

coercion. On this approach, the question of whether a 

cyber operation contravenes Article 2(4) of the Charter 

depends on whether it can be characterised and 

classified as akin to other traditional weapons.9 

However, the inadequacy of this approach has been 

much criticised. As Delerue observes, ‘most cyber 

operations would not qualify as use of force because 

they are difficult to characterise as armed or 

weaponised force… the similarity between cyber 

operations and traditional weapons… is very difficult to 

ascertain.’10 The result would be under-inclusive, since 

even cyber operations with very physically destructive 

results may fail to meet the criterion.  

In the light of this, two other approaches have 

been advanced. One of them is the target-based 

approach. According to it, a cyber operation amounts 

to a use of force if it is directed at national critical 

infrastructure (NCI).11 However, this approach—on top 

of requiring a sharp break from orthodoxy—is over-

inclusive. If left unqualified, it would mean that a cyber 

operation which targets NCI is for that reason alone a 

use of force, irrespective of the severity of its 

consequences. This would, for instance, fail to 

distinguish cyber-kinetic attacks from merely 

information-gathering cyber exploitation. Furthermore, 

this approach would founder on the fact that there is no 

international consensus on what constitute NCI.12 

The other is the consequence-based approach. 

On this approach, ‘it is not the instrument used that 

determines whether the use of force threshold has been 

crossed, but rather… the consequences of the operation 

and its surrounding circumstances.’13 According to 

Michael Schmitt, the instrument-based criterion was 

only ever a ‘short-hand’ to ‘locate the point of 

demarcation’ between acceptable and unacceptable 

forms of coercion.14 However, if it fails to ‘track the 

threats to shared values which… the international 

community would seek to deter’, then an approach 

focusing directly on the consequences and qualities of 

cyber operations should be preferred.15 Alternatively, 

Marco Roscini attempts to reconcile the consequence-

based and meaning of Article 2(4), weapons are 

‘identified by their effects, not by the mechanism by 

which they produce destruction or damage.’16 

The Peace Palace in The Hague, Netherlands, seat of the International Court of Justice. 
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The consequence-based approach has received 

considerable support and is currently ascendant. In the 

case of Nicaragua v United States, the ICJ held that the 

‘scale and effect’ of certain hostile acts must be 

considered in determining whether they amounted to 

an ‘armed attack’.17 Building on this, the Tallinn Manual 

2.0 (which, although not binding, represents the opinion 

of its International Group of Experts on the state of 

international law) ‘found the focus on scale and effects 

to be an equally useful approach when distinguishing 

acts that qualify as uses of force from those that do 

not.’18 Thus, Rule 69 of the manual provides that: ‘A 

cyber operation constitutes a use of force when its scale 

and effects are comparable to non-cyber operations 

rising to the level of a use of force.’19 

That said, the consequence-based approach can 

only provide very coarse-grained guidance as to 

whether a particular cyber operation meets the 

threshold for the use of force. Drawing on Schmitt’s 

work, the Tallinn Manual proposes eight factors as being 

relevant—the cyber operation’s severity, immediacy, 

directness, invasiveness, measurability of effects, 

military character, level of state involvement and 

presumptive lawfulness.20 However, it concedes that 

these cannot serve as definitive legal criteria and that 

different states are likely to arrive at conflicting answers 

to the threshold question.21 

While it is tolerably clear that a cyber operation 

which causes personal injury or physical damage 

constitutes a use of force, whether and when a cyber 

operation with severe but non-physical consequences 

constitutes a use of force is highly controversial. On the 

one hand, given the importance of cyberspace to 

modern society, it seems illogical to say that a cyber 

operation can never be a use of force in the absence of 

direct physical consequences.22 On the other hand, a 

clear and stable standard to differentiate such cyber 

operations from highly disruptive forms of coercion that 

nonetheless fall short of the use of force (for example, 

economic sanctions) remains elusive.23 Indeed, much of 

the debate is speculative as state practice is still very 

limited—to date, ‘no State or international organisation 

has ever publicly and unequivocally qualified a cyber 

operation as a use of force.’24 

While it is tolerably clear that a 

cyber operation which causes 

personal injury or physical 

damage constitutes a use of force, 

whether and when a cyber 

operation with severe but non-

physical consequences constitutes 

a use of force is highly 

controversial. 

THE RIGHT TO SELF-DEFENCE 

A state’s right to use force in self-defence is 

enshrined in Article 51 of the Charter, which provides 

that: ‘Nothing in the present Charter shall impair the 

inherent right of individual or collective self-defence if 

an armed attack occurs against a Member of the United 

Nations…’ There is no reason why, in principle, a cyber 

operation cannot trigger the victim state’s right to self-

defence.25 Moreover, where the right is triggered, a 

victim state’s response need not be confined to cyber 

operations (subject to the principles of necessity and 

proportionality).26 

However, the picture is complicated by at least 

two factors.  

The ‘Armed Attack’ Trigger   

The first complication is that not every use of 

cyber force contravening Article 2(4) of the Charter 

triggers the victim state’s right to forcible self-defence. 

According to Article 51 of the Charter, the right to self-

defence is triggered by an ‘armed attack’. The prevailing 

view is that this term is not coextensive with the ‘use of 

force’, but a narrower sub-category of it.27 As the ICJ 

held in the case of Nicaragua v United States, armed 

attacks are ‘the most grave forms of the use of force’, as 

distinguished by its ‘scale and effects’.28 However, the 

precise parameters of these criteria are unsettled, there 

being some contrary indications that ‘[t]he gap between 

‘use of force’ and ‘armed attack’ is not necessarily 

wide’.29 In the Oil Platforms case, the ICJ declined to rule 
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out ‘the possibility that the mining of a single military 

vessel might be sufficient to bring into play the ‘inherent 

right of self-defence’.30 The lowering of the threshold 

for ‘armed attack’ has also been suggested by 

subsequent state practice. 

The relevant question is thus how wide might the 

gap be between a use of cyber force and a cyber armed 

attack? In other words, what kinds of cyber operations 

would not trigger the victim state’s right to forcible self-

defence, despite being an unlawful use of force?  

Again, the state of the law makes it difficult to say 

anything definitive, beyond providing illustrations of the 

broad principle. On one side of the line, the Tallinn 

Manual rules out ‘acts of cyber intelligence gathering 

and cyber theft, as well as cyber operations that involve 

brief or periodic interruption of non-essential cyber 

services’.31 On the other side of the line, it considers ‘a 

cyber operation that seriously injures or kills a number 

of persons or that causes significant damage to, or 

destruction of, property’ to clearly qualify.32 From there, 

further details can be specified. A cyber operation 

targeting NCI is more likely to amount to an armed 

attack; a cyber operation with no physical consequences 

much less likely.33 Multiple uses of cyber force can 

cumulatively rise to the level of an armed attack.34  

Beyond these observations, however, consensus 

quickly evaporates. Thus, the Tallinn Manual notes that 

its International Group of Experts were split on whether 

the Stuxnet operation in 2010, which damaged Iranian 

nuclear centrifuges, rose to the level of an armed 

attack.35 They were similarly split on the hypothetical 

scenario of ‘a cyber incident directed against a major 

international stock exchange that causes the market to 

crash’.36 The paucity of state practice and judicial 

decisions again means that these debates remain 

unresolved.   

That said, a state that falls victim to the use of 

cyber force below the level of an armed attack is not 

defenceless. As the ICJ held in the case of Nicaragua v 

United States , a  victim state in this position, may 

nonetheless, respond with non-forcible 

countermeasures.37 These go beyond unfriendly but 

lawful retorsions, such as the expulsion of diplomats, 

cutting of aid, or restriction of access to cyber 

infrastructure within the victim state’s territory. 

Countermeasures are non-forcible ‘measures that 

would otherwise be contrary to the international 

obligations of an injured State vis-à-vis the responsible 

State, if they were not taken by the former in response 

to an internationally wrongful act by the latter in order 

to procure cessation and reparation’.38  

Countermeasures may (but need not) take the 

form of cyber operations, as long as they comply with 

the requirements of customary law reflected in Part 

Three, Chapter II of the International Law Commission’s 

(ILC) Articles on Responsibility of States for 

Internationally Wrongful Acts (ARSIWA). Ordinarily, this 

includes the duty to give prior notice of the decision to 

take countermeasures and make an offer to negotiate.39 

However, the necessary element of surprise in cyber 

countermeasures means that they likely fall into the 

exception for ‘urgent countermeasures’ under Article 52

(2) ARSIWA.40 Given the unlikelihood that (and 

uncertainty as to when) cyber operations trigger the 

right to self-defence, countermeasures are likely ‘to be 

the primary form of self-help’.41 

The Problem of Attribution 

The second complication impeding the exercise of 

the right to forcible self-defence is the difficulty of 

attributing state responsibility for cyber armed attacks. 

A victim state can only exercise its right to self-defence 

against another state if the latter is responsible for the 

initial cyber armed attack. This determination has two 

stages. The first involves identifying the human 

perpetrators of the cyber armed attack. This is a 

technical inquiry, which often requires first identifying 
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Anti-aircraft guns guarding Natanz Nuclear Facility. 
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the machines used to launch the cyber armed attack. 

The second stage involves the application of legal 

standards to determine if the originating state is 

responsible for the cyber armed attack, and thus, a 

legitimate target of self-defence action.42 

Each stage presents formidable challenges. In 

connection with the first stage, Nicholas Tsagourias 

observes that ‘[t]hree particular characteristics of 

cyberspace make attribution extremely difficult’.43 

Firstly, there is an abundance of technology enabling 

the perpetrators of cyber operations to remain 

anonymous. Secondly, cyber operations are often multi-

stage—meaning that they are conducted through 

multiple infiltrated machines and computers across 

different states, concealing the perpetrators’ identities. 

Thirdly, the rapid speed at which a cyber operation can 

materialise can overwhelm a victim state’s forensic 

capabilities. All three of these characteristics were on 

display, for example, in the distributed denial of service 

operation against Estonia in 2007, involving a botnet of 

an estimated 85,000 computers spanning 178 

countries.44 

Given these difficulties, a question which arises is 

whether a victim state will itself be in breach of Article 2

(4) of the Charter if it exercises its putative right to self-

defence on the basis of a good faith and reasonable 

factual error in attribution? This question is of crucial 

importance because decisions to take forcible self-

defence action are necessarily time-sensitive and often 

made on the basis of incomplete information. This 

question, however, has given rise to two sharply 

conflicting views.  

On one side of the debate, the ILC in its 

commentaries on ARSIWA provides that ‘[a] State which 

resorts to countermeasures based on its unilateral 

assessment of the situation does so at its own risk and 

may incur responsibility for its own wrongful conduct in 

the event of an incorrect assessment.’45 This, it holds, is 

equally applicable to self-defence.46 Proponents of this 

position argue that it accords with the object and 

purpose of the Charter, which is to ensure that ‘the right 

to unilaterally pursue the use of military force… is… 

limited as far as possible’.47 As Henning Lahmann 

argues, ‘[i]f states were allowed to defend themselves 

by forceful means even under ambiguity as regards [the 

authorship] of an armed attack… the risk of 

unpredictable escalation would vastly increase.’48 

On the other side of the debate, the Tallinn 

Manual provides that ‘the exercise of self-defence is… 

subject to the existence of a reasonable determination… 

as to the identity of the attacker… reasonableness will 

be assessed based upon the information available at the 

time they were made, not in light of information that 

subsequently becomes available.’49 Proponents of this 

position argue that the object and purpose of Article 51 

of the Charter is to provide a legal safeguard for states’ 

inherent right to self-defence.50 Since any decision to 

exercise the right to self-defence is necessarily self-

assessed according to what is known at the time, such 

decisions—if reasonable and made in good faith—

arguably satisfy international obligations, even if 

founded on a mistake.51 

In connection with the second stage of the 

attribution inquiry, it is clear that cyber armed attacks 

perpetrated by state organs, or entities empowered by 

domestic law to perform state functions, are 

attributable to that state. Responsibility for cyber armed 

attacks can also be attributed to a state if the non-state 

perpetrators are de facto organs of that state, or are 

acting under its instructions, directions or control.52 

Whether the requisite relationship exists between that 

state and non-state actors is a question governed by a 

complex and inconsistent body of law, the elaboration 

of which is precluded by space.53 

For present purposes, Delerue observes that 

three characteristics of cyberspace render the threshold 

set by existing attribution rules—based on the degree of 

state control—excessively high. Firstly, the 

decentralised nature of the internet means that cyber 

operations can be easily co-ordinated even with a very 

low level of organisation or overall control.54 Secondly, 

‘cyber operations offer an easy means to act and to 

incentivise others to act.’55 Thus, drawing any analogy 

between the situations where a state arms and trains 

private individuals, and where a state circulates ready-

made malware to private individuals, is likely to be far-

fetched and unhelpful.56 Thirdly, the existing legal tests 

are extremely difficult to satisfy without the originating 

state’s co-operation. That is because much of the 
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evidence needed to bridge the machine-human-state 

attribution gap will likely be located in the originating 

state. Thus, in the aftermath of the 2007 cyber 

operations against Estonia, Russia’s refusal to co-

operate ensured that no Russian human perpetrator 

was identified.57 

The recognition of these formidable problems has 

added fuel to a raging debate on whether the right to 

forcible self-defence can be invoked directly against non

-state perpetrators of a cyber armed attack if the 

originating state is unable or unwilling to prevent or 

stop the attack. The traditional view is that an ‘armed 

attack’ under Article 51 of the Charter can only be 

carried out by another state. However, this view was 

challenged even before the 9/11 terrorist attacks.58 In 

the aftermath of 9/11, military counterterrorism 

operations carried out by the United States (US) and its 

allies marked a significant shift in state practice in 

favour of the theory that the right to forcible self-

defence can be directly invoked against non-state 

actors, irrespective of questions of state responsibility.59 

The law on this issue remains unsettled. On the 

one hand, the ICJ has demonstrated its reluctance—in 

the two post-9/11 cases of Wall Advisory Opinion and 

Armed Activities—to extend ‘armed attack’ to non-state 

actors directly.60 On the other hand, such an extension 

is not expressly precluded by the language of Article 51 

of the Charter and the law seems ‘more than likely to 

evolve in this direction in the future.’61 In line with the 

latter view, the majority of the Tallinn Manual’s 

International Group of Experts were of the opinion that 

‘State practice has established a right of self-defence in 

the face of cyber operations at the armed attack level by 

non-State actors acting without the involvement of a 

State.’62 That said, while ‘the extension of the right of 

self-defence to threats arising from non-state actors can 

be seductive in the cyber context’, there is wisdom in 

Delerue’s warning that ‘this constitutes a very slippery 

slope and should be exercised with extreme caution.’63 

CONCLUSION 

Singapore has, in recent years, paid increasing 

attention to cybersecurity. Since its establishment in 

2015, the Cyber Security Agency has published several 

policy papers setting out Singapore’s cybersecurity 

strategy.64 These, as with the government’s other 

official communications, have rightly emphasised the 

need to bolster passive cyber defence capabilities and 

strengthen the resilience of information infrastructure.  

Beginning with an explanation of how pre-cyber 

norms of international law are evolving, this essay has 

outlined some of the key challenges involved in applying 

the jus ad bellum framework to cyberspace. Admittedly, 

the law is in an unsatisfactory state of flux—this essay 

barely scratches the surface. All the same, these 

debates are not ones that Singapore can sit on the 

fence. Should the situation arise, the questions they 

pose will demand answers. Much may depend on what 

answers Singapore is prepared to give. Accordingly, 

legal uncertainty calls for added engagement with the 

issues, not less. Understanding the law in this area, with 

all its imperfections, is crucial to Singapore’s ability to 

set the parameters of its cyber defence strategy and 

build consensus on the world stage.    
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