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SURVIVABILITY OF A SMART NATION

by ME6 Calvin Seah Ser Thong

Abstract:

In this age of technology, the trend of cyber attacks is ever increasing and, no nation is spared. Even
in Singapore, it has been reported that 16 waves of targeted cyber attacks have been surfaced to the Cyber
Security Agency of Singapore from April 2015 to June 2016. More recently, two waves of cyber attacks disrupted
StarHub’s broadband network in October 2016. On both occasions, subscribers” bug-infected machines turned
into zombie machines that carried out distributed denial-of-service attacks on StarHub’s network. Following
these attacks, security experts have warned that armies of unsecured ‘smart” devices like web cameras could
become a rising force of disruption. As Singapore embarks on the Smart Nation initiative to transform itself
into the world's first true Smart Nation, this could potentially be a Centre of Gravity that could pose as a critical
vulnerability. This essay explores this notion by firstly examining Singapore’s Smart Nation Initiative. Next, it
will look at Clausewitz’s Centre of Gravity concept and explore if the Information and Communications Network
could become the Centre of Gravity of a ‘Smart Nation’. Finally, the essay will propose recommendations to

bolster a Smart Nation’s security by adopting from Dr David Wilkes” Survivability Onion.
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INTRODUCTION Security Agency (CSA) of Singapore from April 2015 to
June 2016.* More recently, two waves of cyber attacks

g et may e e to ¢l e disrupted StarHub’s broadband network in October

damage with a keyboard than with o bomb.” 2016. On both occasions, subscribers’ bug-infected

machines turned into zombie machines that carried
National Research Council® out distributed denial-of-service attacks on StarHub’s
network.> Following these attacks, security experts

. have warned that armies of unsecured ‘smart” devices
In February 2016, hackers shut down the internal

computer system at the Hollywood Presbyterian like web cameras could become a rising force of

Medical Centre for a ransom of almost $3.7 million. disruption. As Singapore embarks on the Smart Nation

The cyber attack forced the centre to revert to paper initiative to transform itself into the world’s first

documentation and to send 911 patients to other true Smart Nation, could this be a Centre of Gravity

hospitals.? Communications between physicians and that could pose as a critical vulnerability? This essay
medical staff became bogged down by paper records ~ explores this notion by firstly examining Singapore’s
and doctors’ notoriously messy handwriting.? Back ~ Smart Nation Initiative. It would next look at
home, it has been reported that 16 waves of targeted ~ Clausewitz’s Centre of Gravity concept and explore if

cyber attacks have been surfaced to the Cyber  the Information and Communications Network could
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become the Centre of Gravity of a ‘Smart Nation"
Finally, the essay would propose recommendations to
bolster a Smart Nation's security by adopting from Dr

David Wilkes” Survivability Onion.

SMART NATION INITIATIVE

On 24™ November 2014, Prime Minister Lee Hsien
Loong launched the Smart Nation Initiative to harness
technology to make life better for Singaporeans
(Figure 1).” During the Smart Nation Innovations 2015
event, the Infocomm Development Authority (IDA)
of Singapore revealed the development of the Smart
Nation Platform consisting of infrastructure and
technology to support the roll out of new capabilities
to citizens, businesses, and the government. This
would eventually enable connectivity across smart,

connected devices with applications such as remote

health monitoring, remote learning and and even
self-driving vehicles.®  Besides infrastructure and
technology, the Big Analytics Skills Enablement
initiative has also been announced to equip more
people with skills in big data and analytics. As
Singapore gears up to be the world’s first Smart
Nation, it's relying on standards to create a
common framework for good practice and to enable
innovation. Three key areas that are being trialled
are Telemedicine, Urban Living and Urban Mobility.
In alignment to the Smart Nation Initiative, MINDEF
has also established a committee to chart the way
forward to realise our vision of Smart Defence. Within
the SAF, data analytics, coupled with predictive
engines, will offer sustained sense-making and

intelligence to detect security threats to Singapore.

1g its use of technology to entrench its
ing global city and improve Singaporeans’
Here are some upcoming initiatives:

Phone home: Controll mﬂagﬁmim
lmlmmrhp?m &
the di ded foran

homa. rlakshdmxlys-

5 Senlor sensors:

| Sensorsinthe

J homes of the
f  elderly will monitor
their movements
and send a?rtsln

Irregular behaviour
is detected.

One ring to pay them alk: An
embedded chip could tum a ring,
awatch or your identity card into

need for cash or credit cards.

orm s m:mmawbl
e e o chcensto teovice ok~

Eovermment hﬂnﬁim

lﬂlmﬂ- Tuture: A new 3D map project
mumawsmmww
and other

organisations can use it to sdve
as identifying the most llood-prone
the public can contribute information like traffic
pattems or the locations of their favourite nasi
femak stores.

SENSOS
mbs. hmﬂllﬁh b-:li to
s

Myur hlml-mn&ml

CRAPHICS: MICE M DO0N AND CHMG CHOON MINMG  TRXT QLCITT AATING

Figure 1: Towards a Smart Nation.®
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New applications will help streamline corporate
services and raise the productivity of administrative
and corporate functions. At the individual level,
smart technologies will be employed to improve work
life in MINDEF."

THE CENTRE OF GRAVITY

The essence of every profession is expressed in the
writings of its unifying theorists. For the military,
Prussian writer Carl von Clausewitz is regarded as
one of the most influential military theorists whose
views on the character of war have held up best
over the past two centuries.? In his book, ‘On War’,
Clausewitz defined the Centre of Gravity (CoG) as a
focal point that if attacked, causes a loss of overall
balance. He derived the idea from 19* century physics
and believed that it was the key factor in military
planning.”® He surmised that the CoG represents the
point where the forces of gravity converge within an
object. Thus, striking at the CoG with enough force
can cause the object to lose its balance and fall.**
So, is there a CoG for a Smart Nation that could be a

potential vulnerability?

Currently, the ‘Cyber’ domain that information
technology and communication systems depend on is
a source of national power.’> Unlike the traditional
domains of air, sea, land and space, it is man created
and does not seem to have physical manifestations.
Thus, while the infrastructures in the four traditional
domains are distinct CoGs that provide lucrative
targets for threat vectors, the ‘Cyber” domain seems
to be devoid of any CoG. But when we study closer,
the Clausewitzean principles of key terrain can still
be applied to the ‘Cyber’” domain as it has physical
manifestations such as data centres, internet service
providers and undersea cables. In his article, ‘The key
terrain of cyber,” John Mills demonstrates that the

‘Cyber’ domain has several elements of key terrain

that Clausewitz might not have foreseen but would
possibly include if he updated his theory of key

terrain.®

By identifying the CoGs, we can identify sources
of power as well as sources of critical vulnerability.
Adaptingsuchabifocalvantage pointforaSmartNation

in the areas of critical infrastructure vulnerabilities
and the security of the ‘Cyber” domain could enable

the development of defence mechanisms.” Current
reality has shown that the more technologically
reliant an actor is, the more susceptible they will
be to attacks on their information systems. Actors
that become reliant on advanced technology may
become increasingly vulnerable to issues of friction
and fog of war due to the actions of an aggressor
perpetuating a cyber war. Attacks would likely not be
limited to only military networks and this complicates
an actor’s capacity to respond as government or,
civilian networks may not be as protected nor have

the redundancies built into them for a quick recovery.

Figure 2: Critical Infrastructure — A potential CoG.*
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The longer an information based society is disrupted,
the greater the damage and public confusion. If the
CoG provides for unity within an actor, destroying or
degrading this unity can hamper an actor’s capacity
to engage in effective action within the system.®
In addition, cyber attacks on national level critical
infrastructures such as the energy, transportation and
communications sectors could seriously undermine
military mission success since the infrastructures
are critical in supporting the conduct of military
operations (Figure 2).* In Singapore’s context, co-
ordinated cyber attacks on critical sectors such
as energy, banking and telecommunications can
potentially cripple the country, and a Smart Nation
with its deep reliance on Infocomm Technology (ICT)
will definitely be vulnerable.?’ Furthermore, these
cyber attacks may be potential precursors to further
military action.

THE ‘SMART’ BATTLEFIELD

Currently, hackers have yet to actively target
smart technologies presumably because not enough
electronic devices are connected to the Internet for

a cyber attack to be worthwhile. But this situation

could change by 2020 when the number of smart
devices produced hits an estimated 26 billion units
based upon the upward trend of smartphones,
Personal Computers (PCs) and tablets use. This could
provide the lure for cyber-criminals to begin scouring
the technology for weaknesses. What is even more
troubling is that smaller smart devices are less likely
to have encryption and authentication capabilities
due to their limited computing power. It is not just
individuals who will be targeted by cyber-criminals;
organisations too can be vulnerable when employees
bring unsecured smart devices to work.2? A spate of
data breaches at United States (US) companies such
as JPMorgan Chase, Home Depot, and Target in 2014
has surfaced questions about the effectiveness of
the private sector’s information security.® A malware
code associated with the Russian hacking operation
dubbed Grizzly Steppe that was discovered within
the system of the US electrical grid’s Vermont utility
in December 2016 underscores the vulnerabilities of
a nation’s electrical grid.?* Power cuts that hit the
Ukrainian capital, Kiev due to cyber attacks in 2015

and 2016 prove that utilities can similarly be hacked.?
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Figure 3: Apportionment of malicious cyber-attacks in 2013.%
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The cyber attacks on StarHub in October 2016 are
reminders of such a reality in Singapore. Following
these attacks, security experts warn that armies of
unsecured ‘smart” devices like web cameras could
become a rising force of disruption. Mr Alex Tay,
Netherlands-based digital security firm Gemalto’s
Associations of South East Asian Nation (ASEAN)
head of identity and data protection has proclaimed
that these Internet-connected devices are especially
vulnerable as there are no requlations over their
security standards. “The lack of consideration for
security controls within such devices is giving hackers
the ability to take ownership of them,” said Mr Tay.%
For instance, devices such as routers and network
cameras have default credentials and passwords that
users rarely change. As such, cyber-criminals can
turn them into zombie machines that flood targeted
systems in a distributed denial-of-service (DDoS)

attack.?®

In a 2013 Monitor report, the Industrial Control
Systems Cyber Emergency Response Team (ICS-CERT)
revealed intensification for brute force attacks against
control systems mainly belonging to the energy sector
(Figure 3).?° Notwithstanding, cyber attacks can even
be performed on national infrastructures such as
traffic lights. As demonstrated in 2014, Cesar Cerrudo
of global security consultancy IOActive, Inc used
his laptop to hack Washington City’s traffic system.
Like his previous tests in Manhattan and elsewhere,
Cerrudo was able to turn red lights green and green
lights red. He could have unleashed the following
scenarios: gridlocking the whole town, turning a busy
thoroughfare into a fast-paced highway, paralysing
emergency responders, or shut down all roads to
the Capitol.® Such threats seem highly plausible
and inevitably attractive to cyber-criminals due to
the hyper connectivity of a Smart Nation. Chaos and

confusion could be caused if critical infrastructure
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Figure 4: The Survivability Onion.*
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and systems were to fall into the wrong hands, and

spoof messages and transmissions were sent out.*

DEFENDING THE ‘SMART’ BATTLEFIELD

In recognising the threat of cyber attacks to
its networks and systems, the SAF had established
the Cyber Defence Operations Hub (CDOH) in 2013
to step up its cyber defence capabilities. Defence
Minister Dr Ng Eng Hen had also announced that in
enhancing cyber defence, the SAF will employ more
artificial intelligence and big data analytics to
detect and respond to cyber threats. The SAF will
also build greater security into software design and
network infrastructure to make them more resilient
and resistant to cyber attacks. In parallel, cyber
engineers and researchers from Defence Science
Technology Agency (DSTA) and Defence Science
Organisation (DSO) are working on advanced cyber
defence solutions for MINDEF and the SAF. They aim
to secure its networks, respond to cyber attacks and

to safeguard its classified information and systems.*

In Singapore’s bid to create the Smart Nation,
various initiatives have been put in place to defend
Singapore’s ‘Cyber’ domain. CSA was set up in 2015
to co-ordinate the country’s national efforts in
cyber security. The Singapore Government has also
embarked on a comprehensive blueprint that maps
out Singapore’s long-term approach towards securing
its cyber space against incursions and to grow the
ICT sector locally. Launching the national cyber
security strategy at the opening of the first Singapore
International Cyber Week in October 2016, Prime
Minister Lee recognised that cyber security is ‘an issue
of national importance’ as the country becomes more
connected in its mission to become a Smart Nation.3*
One key prong of the strategy is directing more funds
into defence against attacks. Mr Lee announced that
about 8 per cent of the ICT budget will be set aside
for cyber security spending, up from about 5 per cent
before. The new proportion is similar to what other
countries spend—Israel stipulates that 8 per cent

of its total government IT budget must go to cyber
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Figure 5: Adapting the Survivability Onion to Defending the Smart Nation
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security, while South Korea channels as much as 10  degree programmes in Information Security. The
per cent.® Nanyang Technological University and the Singapore

Management University already have pre-existing

So what more can be done to defend a Smart cyber specialisation courses and modules while the

i . .
Nation? It is imperative to note that there never will Singapore University of Technology and Design has

be a ‘one size fits all’solution, thus it is important to plans for a Master’s degree in Cyber Security in future.?®

consider all possible options together. In his lecture However, with the dire shortage of Cyber Security

tayi live in the 21°t Century, Dr Wilk . . . .
on staying atve in the entury, Ur Ttkes tses professionals worldwide, Singapore could consider

the Survivability Onion to demonstrate how risks and . . . . .
. . tapping national servicemen with cyber security
threats can be mitigated using a layered approach. . .
o . skills and knowledge.** With the announcement
Thus, I have adapted the Survivability Onion to .
. that pre-enlistees would be able to choose from 33
protect against all levels of threats through a layered i the SAF. pol; d civil def .
) . vocations across the SAF, police and civil defence in
approach (See Figures 4 and 5).3° T would be looking P

) .. . 2017, i f th
at five layers of defence to mitigate against any 017, cyber security could be added as one of the

potential threats. They are essentially to be ‘Present’ preferred vocations that pre-enlistees could choose

‘0 .\ .
‘Aware’, ‘Protected’, ‘Ready’ and ‘Resilient’. For the first from.© Additionally, we could also consider dual

layer, the Cyber Security Agency is currently already vocations for National Servicemen who are already

being set up in a whole of government approach as cyber security professionals.
earlier mentioned. In terms of partnership, Singapore Cyber Security Knowledge
is looking to partner with other ASEAN member

states and has been deploying ‘cyber diplomacy’ by Itis not enough to have a group of experts in cyber
building alliances with other countries, both to swop ~ security as cybersecurity is everyone’s business and,
expertise, such as the latest in attack methods, and @ Smart Nation can only be as strong as its weakest
to regularly exercise and test its defences.” These  link. It is therefore important for cyber security to be
measures ensure that Singapore is ever-present in  taught and shared with the different demographics
all aspects of defending our Smart Nation. Next, I  of people in Singapore. A group that should not be
would be delving further into the other four layers  missed would be new citizens, permanent residents as
of Knowledge & Partnerships, Protective Mechanisms,  well as foreign workers in Singapore. A case in point
Contingency Measures and National Resilience. would be the five foreign domestic helpers working in
Singapore who were radicalised through social media.

BE AWARE - KNOWLEDGE AND EXPERTISE

Cultivate Cyber Security Experts maids intending to work in Singapore is a welcome

Thus, the introduction of the security course for all

move. As terrorism has been increasing through the

At th f b ity initiati ld . . .
& core o any cyber secunty inhiative wou spread of social media and even women and children

be the need to build up a core of cyber security could be influenced, the launch of the SGSecure

experts. It has been predicted that the demand for

cyber security expertise will continue to increase.

So what more can be done to defend a
Smart Nation? It is imperative to note
more talents for the cyber security workforce. The thqt ther? never WIH. be. a '0179 size ﬁtS
National University of Singapore and the Singapore all SO[UUO”, thus it 1s Important to

Institute of Technology are starting undergraduate consider all possible Options together.
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programme in 2016 to rally more Singaporeans, foster  has already been implemented in the Ministry of
resilience and prepare them to handle crises in the face  Home Affairs (MHA) and MINDEF. However, the IDA
of the looming terror threat is an important platform  has announced that it would be implementing this
to share and impart cyber security knowledge.” measure for all public servants come June 2017.43
Separately, a circular (Figure 6) was sent out to
address queries over the new Net access rules. It
branded claims that the Government is cutting off

INTERNEI- lTl{FlN(]‘ the Internet for civil servants as a ‘myth’. Dr Vivian
SEPA 111()\ Balakrishnan, then Minister-in-Charge of the Smart
Nation Initiative, has reinforced that cyber security

is essential if Singapore is to become a smart nation.

The Government s cutting ' able to access Dr Balakrishnan said: “You can't afford a breach of
offthe Interet !

#2 | cannot do my work , are allernati
effectively anymore i flip side of the coin of being a Smart Nation.”“
The Internet will be cut :

privacy. So, the way I look at it, cyber security is the

off immediately

S First Responders
# [ |mioval
4mmmmmmml Next, first responder teams would need to be
This will affect how # A nciassined cmails : :

#5 intract it etzens i formed. An example is found in local power company

Singapore Power which has a ‘multi-faceted” approach
= =l to defending, detecting, responding and recovering
e»

from cyber attacks in place. A Singapore Power
#. KE ﬂ“n  spokesperson has stated that there is a dedicated

wnnKPI-ABESAFER team on the lookout for ‘unusual activities’ on

the grid around the clock. The company also hires

Figure 6: Circular addressing queries over new Net access rules.” . .
g 949 external companies to conduct tests on its systems.

BE PROTECTED - PROTECTIVE MECHANISMS “Our measures are tested and evaluated on a

Segregating Secure E-Mail from Internet Systems regular basis internally and also by professionals
Thereis a need for protective safeguards. One would who perform audits and tests to ensure that our

be to protect secure e-mail systems by segregating systems and procedures remain relevant and robust,

them from the internet system. This measure, while the spokesperson said.* The company’s comments
inconvenient to users, could guard against cyber  come after a Western Ukraine power company
attacks over the internet that is possible when the  Prykarpattyaoblenergo suffered an outage on 23" Dec
systems are interconnected. Surfing separation will ~ 2015, causing 700,000 people and half the homes in
prevent attackers from using the Internet to plant  the Ivano-Frankivsk region in Ukraine to be without
malware to access Government computers or worse, an  electricity for several hours.“® To enhance Singapore’s

interconnected Smart Nation. Currently, this practice  overall response to any cyber emergency, teams from
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various companies could partner with the National  the network can be kept online while replacing failed
Cyber Incident Response Teams (NCIRT) that are  components. Redundant hardware, such as battery
part of the national cyber response plan to enable a  backup systems, extra routers, switches and servers
nationwide response.” are also essential in the event of power failures
or complete failure of essential devices. Beyond
Cyber Security Range hardware, there are also protocols and software
In the military, wargaming is rudimentary in  programmes that can maintain a stable network by
developing nascent operation concepts and processes, ~ autonomously detecting, addressing and alerting
since they can be clinically tested without massive  technicians of problems.*
resources, as compared to the actual manoeuvring
of forces. One possible cyber security measure and Scenario and Contingency Planning
implementation is in developing a Cyber Range / Itisimportantto prepare forthe worstand therefore
Simulation System to enable the development and it is vital to threat model all sorts of scenarios.
testing of cyber tools, best practices, policies for ~ The traditional scenario planning methodology,
robustness in core system architecture. An example pioneered by Royal Dutch Shell, emphasises that
of such a facility is the National Cyber Range that  scenarios are not intended to present definitive
was developed by the US Department of Defense in  Ppredictions about the future. Rather, scenarios help
2012 to allow co-operation with other US government ~ to articulate the risks and opportunities present in a
agencies, and potentially non-US government  range of plausible futures and serve as a discussion
partners to rapidly create numerous models of  tool to stimulate debate about strategies to shape
network. This was intended to enable the military  the future. Scenario planning was first introduced
and others to simulate cyber space operations and ~ into MINDEF in the late 1980s and has since been
test new technologies and capabilities, promoting ~ aPProved by the government as a tool for long-term

collaboration and critical info sharing, in support of ~ Policy and strategic development.”® Currently, the

a ‘whole of nation’ effort 48 Singapore Government produces a set of National

Scenarios every three to five years to spark discussion

BE READY — CONTINGENCY MEASURES and fresh thinking about issues related to Singapore’s

. future. The National Scenarios are complemented
Ensuring Redundancy

by Focused Scenarios, which are in-depth studies

Network Redundancy is an industry best practiceto ;. specific topics, such as climate change or new

prevent critical network failure and improve stability. media.®! However. it is now critical to also add ‘what

For example, if a point-of-failure occurs within the ¢ <canarios for cyberattacks.
network infrastructure, the network redundancy will

redirect data traffic to maintain a functional network  Table Top Exercise

and prevent widespread interruption of service. There Once the different contingency plans have been
are many different tools and hardware available to  formulated, table top exercises can help to test the
help create a redundant network. Hardware that has  theoretical responses during an emergency and are

‘hot-swappable’ components is especially helpful, as  important for reviewing plans without the need to
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exhaust huge resource. In 2016, the CSA mounted  society to bounce back so that normalcy is restored
its first multi-sector exercise, Exercise Cyber Star.  without undue delay and unnecessary detriment.
The exercise comprises a series of scenario planning  Rather than the security breach itself, much damage
sessions, workshops and table-top discussions  flows from an inadequate response to it.** Equipping
focusing on cyber incident management processes.  the community with the knowledge and skills of
The final exercise brought together over 100  basic and psychological first aid has another less
participants, comprising sector leads and Critical ~ overt benefit: it empowers people. It is a foil against
Information Infrastructure owners from four sectors, ~ that debilitating feeling of helplessness that may
namely Banking and Finance, Government, Energy and ~ follow a catastrophe, and strengthens resilience
Infocomm. The exercise scenario covered different  that comes from that sense of preparedness in the
types of cyber attacks including web defacement, face of unpredictable threats.>® Thus, as part of Total
wide-spread data exfiltration malware infections, Defence, the SGSecure movement is an important

large-scale DDoS attacks and cyber physical attack.>? platform to continue to involve every Singaporean in

However, besides the CSA, more agencies should playing a part, individually and collectively, to build

partake in such exercises so as to keep their response @ strong, secure and cohesive nation.

plans warm and to establish key linkages. Psychological Preparation

It is not enough to have a group of There is a need for psychological preparedness
experts in cyber Security qs to fight against terror threats. It has been opined
. . 7 . that (1) Si t be able t t with
cybersecurity is everyone’s business 2t (1) Singaporeans may not be able fo react wi
and’ a Smart Nation can On[y be as due to the peace and security they experience daily;

Stfong as 1ts weakest link. (2) the psychological impact of an attack may be

BE RESILIENT — NATIONAL RESILIENCY overlooked as it may not be as obvious as physical

impacts. Therefore, Singaporeans must be trained to

resilience and unity in the event of a terror attack

Psychological Defence ] ) )
deal with unpredictable events like terror attacks and

Apart from building in multiple layers of failsafe  help one another. Citizens and businesses need to
and redundancy, the government will need to promote  |earn how to respond to cyber security emergencies,
nationalresilience so that when technical malfunctions  preparing for cyber drills as we do in fire drills. For
do strike, the country can swiftly bounce back and example, if our computers or mobile devices are taken
return to normalcy. Rather than aim for a perfect  over by ransomware, will we have backup plans or
system that never fails, this might indeed be a more  will we panic? Many countries—from Singapore to
realistic approach.” The larger dangers arising from  Estonia to Zambia—conduct cyber drills, which see
cyber attacks are public fear, panic and the corrosion  government agencies and key businesses planning
of public trust in the things we often take for granted  responses to cyber attacks. But such attacks would
as being secure and reliable, such as public utilities,  also affect thousands of citizens and small businesses,
cloud computing and electronic transactions. In the  destroying their work or personal data, or disabling
wake of a cyber attack, our critical infrastructure and communication for days or weeks. They, too, need to

systemic response must be resilient, enabling our  be brought into this ecosystem of preparation.®®
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