
INTRODUCTION

There is growing recognition that cyberspace is a 

new and fast-expanding domain of modern warfare. 

In 2004, the United States (US) expressly recognised 

cyberspace as a separate domain of battlespace, 

beyond the traditional domains of air, land, sea and 

space.1 In 2011, retired General Michael Hayden, 

former Director of the National Security Agency and 

Central Intelligence Agency, remarked that “like 

everyone else who is or has been in a US military 

uniform, I think of cyber as a domain. It is now 

enshrined in doctrine: land, sea, air, space, cyber.”2

The novel and evolving nature of this domain of 

modern warfare poses new challenges to military 

forces around the world. The threat is real, as can 

be seen from the escalating frequency and scale of 

cyber attacks in recent years. In 2007, Russia was 

accused of launching cyber attacks on Estonia after 

the Baltic state removed a Soviet war memorial in 

central Tallinn. The attack affected the websites 

of the Estonian presidency and parliament as well 

as Estonian ministries, political parties, news, 

organisations and banks.3 One year later, Russia 

was similarly accused of attacking the websites of 

Georgia’s president, parliament, foreign ministry, 

news agencies and banks, inundating them with 

millions of requests—known as distributed denial of 

service (DDOS) attacks—and causing the websites to 

shut down.4 In this instance, the cyber attacks were 

followed by Russia’s physical invasion of Georgia. 

In 2010, the Stuxnet worm was discovered.5 The 

worm, believed to have been jointly developed by 

the US and Israel, destroyed close to 1,000 of the 

5,000 centrifuges at Iran’s Natanz nuclear facility, 

sabotaging the country’s nuclear enrichment 
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programme.6 Singapore has also been the target 

of cyber-attacks. In 2013, a hacker going by the 

name of ‘The Messiah’, and who claimed to be part 

of the Anonymous international hacker collective, 

hacked into a number of websites, including those 

of the People’s Action Party Community Foundation, 

Ang Mo Kio Town Council, The Straits Times, Seletar 

Airport, the Prime Minister’s Office (PMO) and the 

Istana.7 Singapore’s connectivity and the push to 

become a Smart Nation make the nation a prime 

target for cyber attacks.8 It is thus imperative 

to examine Singapore’s position vis-à-vis cyber 

security and, more importantly, the role of the 

Singapore Armed Forces (SAF) in this new cyber age.

It can be dangerous if the rhetoric of 
conventional warfare is loosely applied 
to cyber attacks, or more generally, 
cyber operations. 

This essay argues that one of the greatest 

challenges the SAF faces in dealing with cyber war 

is that cyber attacks defy categorisation within 

the conventional rhetoric and theories of war. 

Consequently, it is difficult to apply customary 

international law to cyber attacks as cyber 

operations are unlikely to qualify as acts of war. 

The SAF must thus find a new niche for itself in 

defending Singapore in the cyber realm. In keeping 

with the multi-faceted nature of cyberspace 

and cyber warfare, the SAF must expand its role 

beyond the conventional understanding of military 

operations; more importantly, this new role will 

require greater integration with other ministries, 

government agencies and even the private sector, 

in order to achieve a nimble, wide-ranging approach 

to strengthening Singapore’s cyber defence. 

APPLYING THE RHETORIC OF WAR TO CYBER 
ACTIVITIES

It can be dangerous if the rhetoric of conventional 

warfare is loosely applied to cyber attacks, or more 

generally, cyber operations. The spectrum of cyber 

operations and activities can range from cyber 

vandalism to cyber crime, cyber espionage, cyber 

terrorism, cyber attacks and even cyber war. The 

mass media regularly uses the term ‘cyber attacks’ 

when reporting on malicious cyber activities, but 

when their scale and effects are considered, many 

of these activities fall below the threshold of an 

‘armed attack’ as understood in international 

law.9 Loosely applying rhetoric that uses such 

terminology conflates genuine cyber attacks with 

other activities like cyber crime. Maintaining the 

distinction between cyber attacks and other forms 

of cyber operations is important because they fall 

under different legal regimes and involve different 

rights and obligations while conferring different 

types of protection. In particular, applying the 

rhetoric of war too liberally could cause states 

to overstep legal boundaries and respond too 

aggressively and disproportionately. In the case 

of the cyber operations that targeted Singapore in 

2013, one would more accurately term them as acts 

of cyber vandalism or cyber crime, but certainly not 

cyber attack or cyber war. Those operations resulted 

in the defacement of webpages and disruption of 

services, but can hardly be considered to have an 

impact equivalent to that of a kinetic attack on 

the affected institutions. The appropriate response 

should thus come from law enforcement, as was the 

case, rather than the military. It is thus important 

to be clear on when the SAF can and should be 

involved in any response to cyber attacks. 
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ARE CYBER ATTACKS ACTS OF WAR?

The mission of the SAF is ‘to enhance Singapore's 

peace and security through deterrence and diplomacy, 

and should these fail, to secure a swift and decisive 

victory over the aggressor.’10 The words ‘should these 

fail, to secure a swift and decisive victory over the 

aggressor’ should be read in the context of war.11  

However, the question then arises of whether this 

aspect of the SAF’s mission is applicable to cyber 

war—and more specifically, whether cyber attacks 

qualify as acts of war.

Those who argue that cyber attacks can never 

constitute acts of war often adopt the view that cyber 

attacks can cause only limited damage, mostly of an 

economic nature.12 According to the principles of 

customary international law, economic coercion and 

pressure generally do not constitute an impermissible 

‘use of force’.13 However, it is becoming increasingly 

evident that cyber attacks can cause physical damage 

beyond the economic sphere. Stuxnet is one clear 

example of how cyber attacks can cause considerable 

damage to infrastructure. In fact, the Tallinn Manual on 

the International Law Applicable to Cyber Warfare—a 

study of how extant international legal norms can 

be applied to cyber conflict and warfare, prepared 

by an independent International Group of Experts 

(IGE) at the invitation of the NATO Cooperative Cyber 

Defence Centre of Excellence—presumes that Stuxnet 

constituted a ‘use of force’.14  

Law professor Larry May has another argument to 

support the view that cyber attacks do not constitute 

war. He cites the definition of war put forth by German 

jurist Samuel Pufendorf: a ‘state of men who are 

naturally inflicting or repelling injuries or are striving 

to extort by force what is due to them.’15 May argues 

that since cyber attacks are not aimed at inflicting 

injuries on people but rather on computers, they do 

not constitute war.16

On the other hand, in the International Strategy 

for Cyberspace published by the White House in 2011, 

the US did not rule out the possibility of a military 

response to ‘hostile acts in cyberspace’, effectively 

making clear that the US accepts that cyber attacks 

can be considered acts of war.17 It did not, however, 

establish the threshold beyond which a cyber attack 

would warrant a military response.18 

The differing views on cyber-attacks as acts of war 

thus give rise to a quandary. It can be argued that a 

cyber operation rising to the level of an ‘armed attack’ 

should be considered an act of war; however, given 

the nature of cyber operations where targets and the 

damage caused are often less tangible, it is difficult to 

define when a cyber attack is equivalent to a hostile 

armed attack.19 One often cited example is a massive 

cyber attack on a state economic infrastructure 

such as the stock exchange, resulting in the state’s 

economy being crippled. Would such an operation 

qualify as an act of war? What international laws 

can be applied in this context?

A LOOK AT INTERNATIONAL LAW

In cyberspace, the concept of boundaries 

becomes nebulous. The corollary of this is that 

it becomes difficult to apply the moral and legal 

doctrines that were developed for the purpose of 

regulating sovereignty and physical boundaries.20  

Nevertheless, it is widely accepted that the 

international laws governing armed conflicts should 

be applicable to cyber operations. In the 2013 Report 

of the Group of Governmental Experts (GGE), a group 

set up by the United Nations (UN) General Assembly 

to examine threats in cyber space, it was stated that 
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"international law, and in particular the Charter of 

the UN, is applicable and is essential to maintaining 

peace and stability and promoting an open, 

secure, peaceful and accessible Information and 

Communications Technologies (ICT) environment."21 

The IGE that produced the Tallinn Manual was also 

in agreement that both jus ad bellum (a body of 

international law determining when the use of force 

is justified) and jus in bello (another body of law 

governing how states should conduct themselves 

during periods of armed conflict) apply to cyber 

operations.22 While there are other relevant sources 

of international law, most academic debate has 

centred on the application of these two bodies of 

law to cyber operations. This essay will not discuss 

jus in bello, which applies after it has already been 

established that the state is involved in an armed 

conflict. Instead, this essay concerns itself with jus 

ad bellum, particularly in the context of the SAF’s 

relevance in cyber operations that are targeted at 

Singapore.

In cyberspace, the concept of boundaries 
becomes nebulous. The corollary of this 
is that it becomes difficult to apply the 
moral and legal doctrines that were 
developed for the purpose of regulating 
sovereignty and physical boundaries. 

JUS AD BELLUM – RELEVANT PROVISIONS IN 
THE UNITED NATIONS CHARTER 

The International Court of Justice (ICJ) has 

recognised that the restrictions on the use of 

force in the Charter of the UN correspond to the 

customary international law of jus ad bellum.23 

Article 2(4) of the Charter of the UN provides that 

‘all Members shall refrain in their international 

relations from the threat or use of force against 

the territorial integrity or political independence of 

any State, or in any other manner inconsistent with 

the Purposes of the United Nations.’24 However, an 

exception to this can be found in Article 51, which 

states that ‘nothing in the present Charter shall 

impair the inherent right of individual or collective 

self-defence if an armed attack occurs against a 

Member of the United Nations, until the Security 

Council has taken measures necessary to maintain 

international peace and security.’25 

It has been argued that for Article 2(4) to apply 

to cyber operations, there are three conditions to be 

met: (1) the cyber operation needs to be attributed 

to a state; (2) the cyber operation must amount to 

either a ‘threat’ or a ‘use of force’; and (3) the threat 

or use of force must be exercised in the conduct of 

‘international relations’.26 

The following discussion examines the challenges 

of applying the conditions of Article 2(4) to cyber 

operations. It assumes, however, that the third 
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condition can be met, thus excluding examples that 

fall outside the scope of Article 2(4) such as the use 

of force by a state against non-state actors within 

its own territory.

THE PROBLEM OF ATTRIBUTION

It is clear that a central problem in cyber 

operations is attributing acts in cyber space to 

specific actors. One example is the use of botnets to 

perform DDOS attacks. When hijacked computers are 

used to launch such attacks, identifying the source 

of the attack becomes complicated. Coupled with 

the technological ability to obfuscate the source of 

cyber-attacks, attribution can sometimes be a near 

impossibility. In the case of the attacks on Estonia 

in 2007, analysts have still not been able to produce 

evidence of direct Russian involvement.27 Similarly, 

while the US and Israel are widely suspected to be 

behind Stuxnet, the authors of the worm have not 

been officially identified.28 

The waters are muddied even further in the case 

of a cyber attack fronted by a non-state actor. If 

a non-state actor, such as an individual hacker, 

criminal organisation, armed group, or even a 

patriotic hacker, carries out a cyber operation on 

his (its) own accord, it would then fall outside 

the scope of jus ad bellum. However, Article 8 of 

the Draft Articles on Responsibility of States for 

Internationally Wrongful Acts states that ‘the 

conduct of a person or group of persons shall be 

considered an act of a State under international law 

if the person or group of persons is in fact acting on 

the instructions of, or under the direction or control 

of, that State in carrying out the conduct.’29 Hence, 

if it can be proven that such a relationship exists 

between a non-state actor in a cyber operation and 

a state, the cyber operation can be attributed to the 

state. However, the challenge of attribution is two-

fold here: firstly, in attributing the cyber operation 

to the non-state actor; secondly, in establishing 

the connection between the non-state actor and 

the state, given that the non-state actor can always 

maintain plausible deniability.

THE PROBLEM OF THE ‘USE OF FORCE’

There are several approaches to assessing 

whether a cyber operation qualifies as a ‘use of 

force’ prohibited under Article 2(4). The most 

widely-supported approach is based on the scale 

and effects of the action.30 In the International 

Court of Justice (ICJ)’s judgment in Nicaragua v. 

United States of America (“Nicaragua”), the Court 

held that the ‘scale and effects’ are to be considered 

when determining if particular actions amount to 

an ‘armed attack’.31 Referencing this position, the 

IGE proposed Rule 11 of the Tallinn Manual: ‘a cyber 

operation constitutes a use of force when its scale 

and effects are comparable to non-cyber operations 

rising to the level of a use of force.’32 This approach 

seeks to identify cyber operations with kinetic 

actions that the international community would 

describe as uses of force. The IGE also explicitly 

stated that ‘acts that injure or kill persons or 

damage or destroy objects are unambiguously uses 

of force.’33 In line with this reasoning, the IGE 

considered Stuxnet a use of force, given the damage 

it inflicted on the Natanz nuclear facility. 

In the example of a cyber operation that 

incapacitates a stock exchange and cripples the 

target state’s financial markets, it can be argued 

that the operation led to no injuries, death, or 

physical damage to any object, and hence the cyber 

operation should not constitute a ‘use of force’. 

However, if the stock exchange were to be bombed 
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kinetically, this would indisputably be considered 

a ‘use of force’. In such an attack, the most severe 

consequence—indeed, the greatest intended effect 

of the attacker—would likely be the impact on the 

state’s economy and the psychological effect of 

crippling a symbol of the state’s prosperity, over and 

above the physical damage and injuries caused. The 

net scale and effect of the kinetic bombing can be 

said to be same as the cyber operation. Furthermore, 

the metaphorical scaling of walls that takes place 

when the culprit behind the cyber operation takes 

down the stock exchange’s firewalls and cyber 

defences can have additional psychological effects 

on the population of a technologically advanced 

country: while a kinetic bombing can be physically 

avoided by evacuation or prevented pre-emptively, 

no one is safe from a cyber attack. In this light, it 

may be argued that the ‘scale and effects’ of a cyber 

operation can be comparable to a kinetic attack and 

thus should qualify as a ‘use of force’.34

IS THERE A RIGHT TO SELF-DEFENCE IN 
CYBER OPERATIONS?

It has been demonstrated that there are numerous 

challenges that stand in the way in determining 

whether a cyber operation qualifies as a ‘use of 

force’ prohibited by Article 2(4). However, even if a 

cyber operation can be incontrovertibly attributed 

to a state and definitively shown to constitute a 

‘use of force’, it may only constitute an unlawful 

action under Article 2(4) that does not necessarily 

warrant a military response. 

Article 51, however, permits a state to exercise 

the right of self-defence and respond militarily 

to an ‘armed attack’.35 The question that must be 

considered is whether state military forces can 

invoke the right of self-defence in responding to 

cyber operations. For self-defence to be permissible, 

there must first be an ‘armed attack’ on the state. 

In its Nicaragua judgement, the ICJ recognised 

‘armed attack’ as a subset of the ‘use of force’.36  

While all ‘armed attacks’ are ‘uses of force’, the 

reverse does not hold true. The ICJ also noted that 

‘the most grave forms of the use of force’ constitute 

an ‘armed attack’, and that whether a particular 

action constitutes an ‘armed attack’ would depend 

on its ‘scale and effects’.37 The IGE took note of 

this in proposing Rule 13 of the Tallinn Manual, in 

which it is stated that ‘whether a cyber operation 

constitutes an armed attack depends on its scale 

and effects.’38 However, the IGE was also of the view 

that the law was unclear as to the threshold for a 

cyber operation to qualify as an ‘armed attack’.39

While Article 51 permits military response as 

an act of self-defence, it is once again debatable 

whether and when a cyber operation would rise to 

the level of an ‘armed attack’ that triggers this right. 

It is argued that while standalone cyber operations 

may possibly constitute ‘uses of force’, it is unlikely 

that they would rise to the level of ‘armed attacks’. 

For this reason, it is unlikely that military forces 

can rely on the right of self-defence in responding 

to standalone cyber operations. Instead, this right 

would likely be triggered only when cyber operations 

are conducted alongside traditional kinetic military 

operations.40

THE ROLE OF THE MILITARY IN CYBER-
ATTACKS

Given the difficulties that military forces face in 

determining whether they can and should respond 

to cyber attacks, the question then is how the SAF 

can fulfil its mission to enhance Singapore’s peace 

and security in the face of increasing cyber threats 

to the nation. 
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The new Defence Cyber organisation (DCo) will strengthen the SAF's cyber defence in a cyber attack.
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The central tension that the SAF faces is whether 

it should play both offensive and defensive roles in 

cyber operations. Other military forces have opted 

to take on clearly offensive roles. The US Cyber 

Command and Israel’s Military Intelligence Unit 

8200 are military outfits that boast cyber offensive 

capabilities. The People’s Liberation Army has set 

up a central cyber warfare command, which has 

been said to be "an official sign that cyber-attacks 

would be used in a military conflict."41 

However, it is argued that it would be ill-advised 

for the SAF to pursue cyber offensive capabilities as 

it would go against the grain of Singapore’s defence 

policy, which is built upon the two pillars of 

deterrence and diplomacy.42 While it can be argued 

that having strong cyber offensive capabilities 

would strengthen the deterrence factor, it could 

be counter-productive for diplomacy. Furthermore, 

the use of cyber attacks as a military response to 

an armed attack falls under the regime of jus in 

bello. There are even more difficulties in applying 

this body of international law to cyber operations, 

such as the problems of distinction (for instance, 

whether civilian hackers behind cyber attacks 

are considered combatants and can be lawfully 

targeted) and proportionality (for instance, the 

appropriate response to a cyber operation that 

does not result in collateral civilian death, injury, 

damage or destruction).43

Given that it will be challenging to determine 

whether cyber operations that are carried out 

against Singapore justify a military response, and 
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in particular a response in the form of counter-

cyber operations, the SAF should focus on the 

defence of Singapore’s networks and systems. As the 

nation becomes increasingly connected, this will 

require greater integration with other ministries, 

government agencies and even the private sector.

A WHOLE-OF-GOVERNMENT APPROACH TO 
CYBER DEFENCE

The Cyber Security Agency (CSA) of Singapore 

is a national body set up in April 2015 to oversee 

cyber security strategy, education, outreach, and 

industry development.44 It co-ordinates public and 

private sector efforts to protect national systems 

from cyber threats, including in the energy, 

water and banking sectors.45 The national defence 

systems do not come under the CSA’s umbrella of 

responsibilities but remain under the SAF’s purview. 

However, one point to consider is whether the 

segregation of responsibilities in cyber defence 

between the SAF and government agencies like the 

CSA should still be maintained going forward. There 

are several reasons why maintaining the segregation 

can become increasingly artificial. Firstly, as the 

discussion above on the shifting, expansive nature 

of cyber operations shows, tackling the threat 

of cyber-attacks requires moving beyond the 

conventional thinking about warfare. The definitions 

of national security and national defence in the 

cyber sphere may have to be expanded beyond the 

purely military to include other sectors of activities 

that are crucial to the state such as the economy 

and water resources. Hence, a more flexible and 

cohesive approach shared by the SAF and other 

agencies involved in cyber security would help the 

nation as a whole in enhancing cyber defence.

Secondly, segregating responsibilities between 

the SAF and other agencies may not be practical 

given the need for shared expertise and manpower 

in cyber security. Given that the cutting edge of 

online technology is likely to be found in the private 

sector, it makes sense to extend co-operation 

and interaction across the people-private-public 

sectors, to allow for greater cross-pollination of 

ideas and knowhow. 

A Whole-of-Government approach would 
also call for deeper inter-ministry co-
operation. Programming classes have 
been introduced in schools by the 
Ministry of Education (MoE) and the 
Infocomm Development Authority (IDA) 
of Singapore since 2014. The SAF, as well 
as the CSA, can leverage on this effort to 
grow a pool of cyber security specialists 
for the nation.

Furthermore, encouraging greater co-operation 

among agencies involved in cyber security is in line 

with the push in the public service to co-ordinate 

and ‘join the dots’ across ministries and agencies, 

as can be seen from the creation of co-ordinating 

agencies such as the Prime Minister’s Office Strategy 

Group and the Municipal Services Office, and the 

increase in the number of Co-ordinating Ministers 

that straddle various portfolios. Besides reducing 

the risk of operating in silos, co-ordination also 

enriches the vocabulary and problem-solving skills 

of individual agencies because ‘different agencies 

can often use different vocabulary and perceive 

the world rather differently.’46 In the context of 

cyber security, the SAF’s ability to defend Singapore 

against cyber threats would only be enriched if it 

can draw on the vocabulary and expertise of other 

groups and agencies that approach cyber operations 

from different perspectives. 

features 8

POINTER, JOuRNal Of ThE sINgaPORE aRmEd fORcEs VOl.43 NO.2



The SAF already has strong partnerships with the 

Defence Science Organisation (DSO), the Defence 

Science and Technology Agency (DSTA) and other 

local defence industry partners such as Singapore 

Technologies (ST) Engineering.47 The CSA could be 

brought in as another such partner. In addition, the 

SAF could move beyond simply enlisting the services 

of these partners to possibly cross-deploying 

personnel. Such an arrangement would strengthen 

mutual understanding and facilitate the exchange 

of knowledge, which could lead to the discovery 

of new ways to strengthen existing cyber security 

measures. This would also help the SAF develop in-

house expertise in cyber defence and hone its cyber 

defence capabilities. However, due consideration will 

have to be given to the information that such personnel 

can access so as not to compromise security. 

Mr Chan Yeng Kit, Permanent Secretary (Defence), speaking about the importance of cybersecurity at the 2016 Cyber Defender 
Discovery Camp.
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A Whole-of-Government approach would also call 

for deeper inter-ministry co-operation. Programming 

classes have been introduced in schools by the 

Ministry of Education (MOE) and the Infocomm 

Development Authority (IDA) of Singapore since 

2014.48 The SAF, as well as the CSA, can leverage 

on this effort to grow a pool of cyber security 

specialists for the nation. One suggestion would be 

for the SAF and CSA to work with the MOE to offer 

joint scholarships to students who excel in and 

have a keen interest in cyber security. Scholarship 

holders would have the opportunity to pursue a 

career in cyber security with either organisation, 

or perhaps be rotated through both organisations. 

Stints with private sector technology groups and 

companies could also be arranged. Both the SAF 

and the CSA would ultimately benefit from such 

an arrangement as they can increasingly draw 
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from a pool of professionals who can contribute to 

strengthening the nation’s cyber-defence.

CONCLUSION

The new domain of cyber operations sits 

uncomfortably with conventional doctrines on war 

and the tenets of international law. Consequently, 

the rules that apply in this cyber age are difficult to 

define. Even though it is hard to determine whether 

and when the SAF can be called upon to respond to 

standalone cyber operations against Singapore, it still 

has an essential role to play in cyber defence. The SAF 

must understand that it is playing by different rules in 

the cyber domain; hence, its role cannot be restricted 

to leading independent, purely military, efforts. As 

Singapore becomes increasingly connected and cyber 

operations become increasingly sophisticated, the SAF 

could take the lead in building a concerted, Whole-

of-Government network that can act and respond 

flexibly in strengthening Singapore’s cyber security. 

By being part of a strong cyber-defence network that 

will deter potential cyber-attacks, the SAF can then 

fulfil its mission of enhancing the peace and security 

of Singapore.  
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