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ABSTRACT 

The robotics revolution offers new ways of warfighting through co-operative robotics including swarm and 

multi-agent systems resulting in swarm warfare. The essence of swarm warfare combines the highly decentralised 

nature of melee combat with the mobility of manoeuvre warfare. Underlying the ability to fight in a decentralised 

manner is a high degree of organisation that allows many individual agents to operate collectively—the concept of 

disaggregation. For the successful implementation of swarm, the enabling technological components are co-

operation, autonomy and network. Swarm warfare can increase operational effectiveness and efficiency by fighting 

with mass and enable game changing warfighting such as Manned-Unmanned Teaming (MUM-T). Technological 

obstacles in communication and networks, software and autonomous logic developments, as well as cultural 

barriers related to system safety and ethical issues will need to be addressed. The authors feel that to accelerate 

adoption of the swarm innovation, the Singapore Armed Forces (SAF) can address cultural and bureaucratic factors. 
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INTRODUCTION 

The digital revolution and the onset of the 

information revolution have brought about significant 

changes to warfighting. First is the focus on networks 

and communication to translate an information 

advantage.1 This has resulted in ‘network-centric 

warfare’ that is currently the centrepiece of modern day 

warfighting doctrine. However, they are still largely 

based on World War II (WWII) era doctrine, focusing 

fundamentally on enhancing manoeuvre-based warfare. 

Secondly, computing power has significantly improved 

to the point where there is an increasing dependence 

on them. This has sparked interest to further utilise 

computers to autotomise future technology.2 One 

particularly significant area of research and 

development (R&D) is in the field of exploiting 

autonomy for co-operative robots. Thirdly, technology 

advancements have enabled the devolution of power to 

smaller units.3 With these three aspects, co-operative 

robotics including swarm and multi-agent systems have 

started to materialise.  

Militaries are using multiple co-operative robotics 

systems to augment and improve their current 

capabilities against a background of increasing financial 

and manpower constraints and asymmetrically changing 

threats. A pinnacle in co-operative robotics is the 

employment of swarm, which has started to emerge as 

a doctrine on its own, capable of superseding the 

performance of manoeuvre warfare. However, these 

technologies are still in its infancy and understanding of 

the various type of co-operative robotics is essential for 

horizon scanning and capability integration for the 

future.  

This essay sets out to provide an understanding of 

co-operative robotics and swarm and the value they 

present in military applications. It also discusses several 

factors that the SAF must consider if it wants to adopt 

the coming swarm revolution. 

WHAT IS SWARM? 

 Today, there are dozens of literature that define 

the concept of swarm. This paper, however, summarises 
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swarm as a large group of homogenous or 

heterogeneous agents, operating at the highest level of 

autonomy in which they are networked to provide co-

operative functionality to achieve a high-level objective 

based on swarm warfare concept of operations. 

Arguably, there are three aspects to explain swarm—

the operating concepts of swarm, the characteristics of 

swarm and the enabling technological components.  

Militaries are using multiple co-

operative robotics systems to 

augment and improve their 

current capabilities against a 

background of increasing financial 

and manpower constraints and 

asymmetrically changing threats.  

Operating Concept of Swarm in Warfare 

This essay purports that the main essence of 

swarm warfare combines the highly-decentralised 

nature of melee combat with the mobility of manoeuvre 

warfare. In an attack scenario, they work together to 

overwhelm a target by attacking from multiple 

directions in a sustained pulsing manner, giving little 

time for the opponent to regroup and react.4  A co-

ordinated strike from multiple directions would be 

better able to saturate and overwhelm defences. At a 

higher level, these strikes could also be co-ordinated 

with decoys, jamming and electronic attack swarms for 

optimal mission outcomes. In a non-attack scenario, the 

swarm analyses the environment and acts co-

operatively in the most efficient and effective manner. 

Swarm warfare capitalises on massing and cohesion to 

increase robustness, flexibility and effectiveness. A co-

ordinated response will enable us to detect and 

neutralise threats much faster and more effectively. 

Autonomy would enable faster and more intelligent 

target selection, leading to effective target 

engagements and less wasted munitions. Moreover, the 

shortened Observe–Orient–Decide–Act (OODA) loop will 

collapse adversary’s system into confusion and disorder 

by causing him to over and under react to activity that 

appears simultaneously menacing as well as ambiguous, 

chaotic or misleading.5  

The speedboats of the Navy of the IRGC using swarm tactics during the Iran-Iraq War. 
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Underlying this ability to fight in a decentralised 

manner is a high degree of organisation and cohesion 

that allows many individual agents to operate 

collectively—the concept of disaggregation. A swarm of 

small single-role systems could replace a larger complex 

platform by disaggregating its capabilities. In addition to 

complicating the enemy’s targeting problem, employing 

a mix of assets has the advantage of forcing the 

adversary to respond to multiple types of threats. For 

example, a single manned fighter aircraft could be 

broken down into several smaller Unmanned Aerial 

Vehicles (UAV) each carrying the main systems of the 

fighter jet; a UAV equipped with airborne radar, a UAV 

equipped with targeting sensors and several UAVs 

equipped with air-to-ground munitions. We could re-

role the system ‘as a whole’, as more UAVs equipped 

with munitions could be added to the swarm for 

Counter-Surface Operations instead of having the 

fighter return to base for reconfiguration. The higher 

cost radars with their longer ranges could also be used 

to cue shorter-range missile that can be carried by UAVs 

in more advanced positions. In addition, the swarm will 

be more resilient against enemy countermeasures as 

vulnerabilities at the individual unit level will not result 

in a shutdown of the entire system.6  

Having multiple UAVs operating in a swarm could 

bring about greater accuracy in target geo-location 

through both active and passive means. For active 

detection, a swarm of UAVs could function as multi-

static radar, allowing stealthier and a higher quality 

radar detection. As a passive sensor network, 

triangulation of target signals would yield more 

accurate results. In terms of electronic attacks, by 

synchronising the location and timing of emitters, a 

more precise electronic attack could be achieved over 

long distances.  

In deception operations, a swarm of UAVs could 

be employed to generate precisely-timed false radar 

returns to create the illusion of a radar track moving 

through integrated air defences. This could be similarly 

applied to other forms of decoys, including acoustic, 

visual or electromagnetic deception. Taking the human 

out of the loop allows the swarm to respond more 

quickly to threat reactions, and relieves precious human 

resource for critical mission tasks.7 

For the above mission sets, autonomy also 

provides an additional benefit of creating an optimum 

self-healing, responsive network by re-directing 

individual units to cover areas of interest based on 

human input or mission requirements. In the event of 

attrition, the swarm will also automatically re-adjust 

their position to maintain the most optimum coverage.8  

Characteristics of Swarm 

 Robotics swarm can be thought of as a hybrid co-

operative robotics that encompasses swarm and multi-

agent systems. It can consist of either homogenous or 

heterogeneous agents, which operate in different 

domains with varying system capabilities and 

complexity. Each agent is also capable of performing a 

useful task, but at limited capabilities when compared 

to the entire swarm. The swarm’s size varies but is large 

enough to cater redundancies to increase robustness. 

Its software also allows for scalability to increase the 

flexibility and dynamism. Furthermore, the cost of an 

individual agent should be low enough to allow for mass 

numbers while improving its cost-effectiveness. Table 1 

summarises the different aspects of each co-operative 

robotics. 

Multi-Robot systems are the simplest form of co-

operative robotics that is designed to perform basic 

tasks without much autonomy embedded into the 

system. It is usually comprised of homogenous or 

heterogeneous entities that are designed to perform a 

single function. For example, in a scenario where a 

group of robots were to conduct Intelligence, 

Surveillance and Reconnaissance (ISR), it will be 

controlled to a large extent by a human operator with 

each robot relaying information back to a human 

operator to sense make the data.9 

Multi-Agent system is an upgraded version of 

multi-robot system where each individual unit is able to 

do some meaningful part of a more advanced task to 

achieve the goal autonomously. It is possible that 

without having all the agents, only a limited version of 

the goal can be achieved. Multi-agent systems 

autonomous logic is largely rule-based that has clear 

and predictable outcomes. With reference to the 

previous analogy of the conduct of ISR by multi-robot 

systems, a multi-agent system is not only able to 
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perform ISR but it can perform, perhaps, an additional 

task of identifying the target and destroying it 

autonomously with little human interference.12  

The key feature of swarm robotics over other co-

operative robotics is the concept of self-organisation 

whereby structure appears at the global level as the 

result of interactions among lower-level agents. Each 

agent is homogenous where the roles are not divided 

meticulously. Moreover, each agent by itself is unable to 

do anything meaningful to accomplish the global goal. 

This dynamical mechanism is a result of emergent 

behaviour where complex behaviours materialise from 

simple rules. For example, in an ISR-Strike context, each 

robot will perhaps carry only a 0.1 Megapixel camera 

with a small explosive device whereby itself, it is unable 

to achieve a significant part of the goal of finding and 

destroying a tank. However, as more units are combined 

together, their resolution and destructive capabilities 

increases to the point of success. Underlying this 

autonomy is a basic set of rules that govern the entire 

operation which does not specify explicit details to the 

lowest levels.13  

Enabling Technological Components 

For the successful implementation of swarm, the 

enabling technological components are co-operation, 

autonomy and network.14  

Due to the large number of agents operating in an 

environment that may necessitate close proximity 

flying, co-operation is needed for the safe operation of 

the unmanned agents. Even if the swarm agents are 

operating at different sets of altitude, co-operation is 

necessary to ensure that coverage is optimised. In this 

vein, co-operation is needed to ensure effective and 

efficient mission execution through dynamic task 

delegation and allocation based on the ever-changing 

environment. Co-operation also allows flexibility in the 

swarm to accomplish a larger variety of high-level 

tasked based objectives, which were once impossible 

for a single unmanned unit to accomplish. Co-operation 

within the swarm is achieved through two means, the 

command-and-control models and the swarm 

architecture.  

  Multi-Robot Systems Multi-Agent Systems Swarm Robotics 

Population Size Small Small-Medium Varies but usually large 

Control Centralised or remote Centralised or 
Hierarchical or Network 

Decentralised, self-
organised 

Network None-Low Medium-high Low and local 

Autonomy None-Low Medium (Rule based) High (Emergent) 

Agent Capabilities Medium High Low 

Cost Medium Medium-High Low 

Homogeneity10 
Homogenous or 
Heterogeneous 

Homogenous or 
Heterogeneous 

Homogenous 

Flexibility Low Medium High 

Scalability Low Medium High 

Robust Low Medium High 

Environment Known Known Unknown 

Table 1: Comparison Of The Different Types of Co-operative Robotics.11 
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Having established that a large number of agents 

will operate co-operatively within the swarm, having 

multiple human controllers is both impracticable and 

impossible to ensure safe and successful operations. 

The elongated OODA loop and latency from human 

correction and communication systems respectively, will 

not allow for close proximity formations or rapid 

automatic reconfiguration, a necessity in co-operative 

autonomous swarm. Moreover, such co-operative 

autonomous swarms are also meant to conduct high-

level tasks and play-based objectives where speed and 

mobility are of importance and where certain mission 

and environmental complexities can complicate its 

ability to do so. Therefore, autonomy has to be 

embedded into individual agents to offload the flight 

controls and decision-making. This will enable rapid 

automatic formation and reformation of swarm 

architecture while significantly shortening the OODA 

loop.15 Nevertheless, human operators will still be kept 

in the loop to play a supervisory role or make mission-

based type commands while leaving details of the 

execution to the autonomous logic embedded within 

the swarm.  

For the successful implementation 

of swarm, the enabling 

technological components are co-

operation, autonomy and 

network.  

Lastly, is the network that enables 

communication of information. This occurs between the 

agents to provide an increased battlefield cognisance, 

which is crucial in the decision-making process and task 

delegation within the swarm. Individual agents will 

understand the intent of each other to prevent 

unwanted redundant overlaps in task allocation, 

increasing efficiency. Communication is also necessary 

to relay information back to the human operator. 

A team of iRobot Create robots at the Georgia Institute of Technology. 
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VALUE PROPOSITION OF SWARM 

Benefits of Unmanned Systems 

Swarm exploits the benefits of any unmanned 

systems, which excel in performing tasks that are ‘Dull, 

Dirty and Dangerous’. Due to the low-cost of the swarm, 

and the uninhabited agents, attrition can be considered 

as acceptable losses. This allows greater risks to be 

taken, increasing the possible courses of actions on a 

strategic level.16 

Increase Operational Effectiveness and 
Efficiency by Fighting with Mass 

Based on swarm operating concepts, a few 

advantages can be gained. Combat power can be 

dispersed, giving the enemy more targets forcing the 

adversary to expand more munitions. Platform 

survivability is replaced with a concept of swarm 

resiliency. Individual platforms need not be survivable if 

there are sufficient numbers of them such that the 

whole is resilient against attacks. Having a large number 

of systems allows the graceful degradation of combat 

power as individual platforms are destroyed, as 

opposed to a sharp loss in combat power if a single, 

more complex platform is lost.17 Offensive salvos can 

saturate enemy defences. Most defences can only 

handle a limited number of threats. A large number of 

units can overwhelm enemy defences such that at least 

a small percentage of attackers get through, taking out 

the target.18 

Asymmetric Compensation of Force 

Lanchester’s Law states that all things being 

equal, having twice as many units in the fight actually 

translate to a fourfold increase in combat power for 

units with aimed-fire. This implies that a numerically 

inferior force can compensate with greater qualitative 

superiority, but a force that is out-numbered 2:1 must 

be four times better in quality to match its opponent. 

Against a backdrop of financial and manpower 

constraints, buying single more capable but expensive 

platforms to augment human and compensate for 

manpower may not be a viable long term solution. 

Swarm however lowers the overall cost and provide a 

significant force multiplier without additional 

manpower.19  

Allows Exploitation of Potential Game 
Changing Ways of Warfighting 

In the realm of UAVs, the ability of fighting in 

mass allows potential game-changing ways of 

warfighting to be realised, such as MUM-T and ‘Loyal 

Wingman’. MUM-T is the coupling of a manned aircraft 

with one or more designated unmanned aircraft, such 

that the interaction between the two types of aircraft 

capitalises on their respective strengths. There have 

been cases of MUM-T across land and sea domains (See 

Table 2 for existing examples of MUM-T). Current 

technology enables technology integration of UAVs with 

existing manned and/or cyber systems. Teaming 

includes command and control by the manned aircraft 

crew, with the ability to actively transfer control to 

other entities.20  

The ‘Loyal Wingman’ concept combines the 

efficiencies of manned flight operations with 

subordinate UAVs to increase its overall capability. The 

concept goes beyond the operational integration of 

teaming by implementing control principles that 

enhances the operational effectiveness of the lead 

aircraft. The UAVs (‘loyal Wingman’) can increase the 

overall ISR capability and capacity by operating in packs, 

whose sensors may provide ISR at standoff ranges, 

going below clouds, and/or follow multiple diverging 

targets. In terms of strike applications, the UAVs (‘Loyal 

Wingman’), with their ability to loiter, engage, wave off, 

and/or re-engage while the lead aircraft minimises 

detection or counter other threats, presents a high 

value proposition for aerial strike. The swarm 

technology, when applied to the ‘Loyal Wingman’ 

minimises workload saturation on the lead aircraft.21 

Cost Savings 

Due to the need to provide for the survivability of 

aircrew, redundancies, self-protection suites and life-

preservation measures are put in place at a cost. A 

single unmanned platform may require less in terms of 

life-preservation but some form of protection and 

redundancies are still required as each individual asset 

is important. Swarm however, is system based and 

attrition of individual units are acceptable. Thus 

redundancies, self-protection and other costly measures 

are unnecessary. This results in significant cost savings 
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but more importantly, it imposes a significant cost-

exchange ratio on our advisories.25 

Manpower Savings 

Manpower requirements can be further reduced 

with swarm as unmanned system teams now replace 

human squads. The man is now only needed to play a 

supervisory and managing role, leaving tactical and 

micromanaging requirements to autonomy.26 This 

moreover reduces training requirements and cost.  

BARRIERS IN SWARM DEVELOPMENT 

Technological Barriers 

As we are only a decade into the digital age, 

much of current day technology has not reached 

maturity with potential for further developments. There 

are the technological barriers that are currently 

hindering the development of swarm technology mainly 

in communication and networks, software and 

autonomous logic.27  

Communications and networks play an integral 

part in enabling swarm or multi-vehicular control to 

take flight. There are two issues within communications, 

which needs to be resolved. Due to the limited 

frequency range of the Electromagnetic Spectrum (EM), 

there is a physical limit in the bandwidth.28 This is a 

problem in swarms where, due to the large number of 

agents and the co-ordination required, large data of 

information has to be transferred quickly. This can be 

resolved either through: (1) the prioritisation of 

information for transfer or, (2) stigmergy where the 

reliance on direction communication is reduced. 

Without communication, it is possible that the 

swarm can breakdown, rendering it useless or incapable 

at performing at its optimal effectiveness. This 

weakness is moreover, easily exploitable by the 

adversary through signal jamming, spoofing or cyber 

attacks. A more robust and secure communication link 

needs to be developed for swarm to be integrated in 

the military.29 Moreover, software and ‘voting’ 

mechanisms can allow members to determine integrity 

and communicate to one when it has fallen victim to a 

spoofing attack, providing some form of resilience. 

 The focus over the past few decades has always 

been hardware and physical assets. The approach for 

swarm and co-operative robotics, however, requires a 

paradigm shift to focus on software and autonomous 

Domain Platforms Involved Description 

Air AH-64 Apache, MUM-T2, Textron 
Systems RQ-7B Shadow UAV 

Ventures into MUM-T have driven not just the 
employment of UAVs in operations, but also 
modifications in manned aircraft design requirements. 
The coupling of the AH-64D helicopters with their 
designated UAVs, via an add-on MUM-T2 system, enables 
the pilot to control the UAV and its payload while on 
board the helicopter. A newer model of the AH-64E has 
this feature fully incorporated into the aircraft’s Human-
Machine Interface (HMI).22 

Kiowa Helicopters & Shadow UAV In 2011, Kiowa helicopters were successfully teamed with 
various UAV families including the Shadow UAV at 
Dugway Proving Ground, Utah.23 

One System Remote Video 
Terminal (OSVRT) 

The OSVRT was created by Textron Systems to enable 
soldiers to remotely download surveillance images and 
critical geospatial data directly from Joint Operations UAV 
to improve situational awareness. A newer model of the 
OSVRT would be equipped with bi-directional capabilities, 
giving the operator greater payload control of the 
designated UAV. The OSVRT is now compact and 
wearable, making it more convenient for use by ground 
troops.24 

Table 2: Existing Examples of MUM-T 
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logic developments to enable higher autonomous 

functions.30  

Cultural Barriers 

Due to ethical and safety issues in unmanned 

systems, having swarm and more autonomous systems 

are not widely accepted by public leaders and the 

masses. As such, funding for them has been limited and 

not as extensive as other systems. While it can be 

argued that having such technology is not 

fundamentally different from current technological 

assets such as cruise or homing missiles, the public 

perception of unmanned systems is still negative. 

Confidence and trust has to be built up with regards to 

the safety of the platforms. Moreover, ethical issues 

such as autonomous killing with or without a man-in-the

-loop should be addressed if swarm technology were to 

develop further.31  

With the advancement of 
technology in reducing Cost, Space, 
Weight and Power and the 
increasing acceptance of 
technology by the public, swarm 
capabilities may operationalise 
within the next two decades.  

FUTURE OF SWARM TECHNOLOGY 

Despite these barriers, swarm is not merely a 

theoretical concept. Basic swarming concepts involving 

co-ordinated flights have already been conducted to 

large degree of success. Moreover, due to less complex 

missions and environmental requirements in the land 

and sea domain, swarm concepts in these domains have 

progressed faster.  

With the advancement of technology in reducing 

Cost, Space, Weight and Power (C-SWAP) and the 

increasing acceptance of technology by the public, 

swarm capabilities may operationalise within the next 

two decades. Current stepping-stones in realising this 

eventuality include advancements in MUM-T and 

developments of Multi-UAV control systems. 

SWARM ADOPTION IN THE SAF 

Unmanned and autonomous systems are key 

components in realising the Third Generation SAF. Over 

the past decade, the SAF saw the introduction of key 

unmanned systems such as the Heron-1 and ScanEagle 

UAVs for Aerial Surveillance; the Venus Unmanned 

Surface Vessel (USV) for Mine Countermeasures (MCM) 

missions; and Unmanned Ground Vehicle (UGV) for 

security patrols. While these unmanned systems have 

A Venus 16 USV deployed during Exercise Highcrest 2015 by the Republic of Singapore Navy. 
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been employed to great effect today, developments are 

still in its infancy and full potential have yet to be 

realised. With the impending Fourth Industrial 

Revolution (4IR) involving robotics emerging, the SAF 

should build on its unmanned capabilities and position 

itself to exploit swarm. To a certain extent, cultural and 

bureaucratic factors within SAF can limit development 

and should be addressed.  

The Cultural Factor 

Organisational culture can drive or stifle 

innovation. With the mandate of developing game-

changing concepts and disruptive technologies to 

deliver capabilities to meet SAF’s medium to long term 

needs, the Future Systems and Technology Directorate 

(FSTD) embodies a culture of encouraging and accepting 

risk, placing strategic bets to deliver positive and 

disruptive change. On the other hand, the Services may 

not be receptive to game-changing concepts and 

technologies and may even resist them. Ground forces 

might prefer capabilities that are more reliable and 

usable to meet their immediate operational needs. New 

innovations tend to take a longer gestation from early 

variants to a usable end-product. Furthermore, 

arguments against such disruptive innovations include 

the perception that it involves high-risk and the excuse 

that there is no clear understanding of the concept of 

operations and operational need.32  

To address this, the SAF can adopt an approach of 

constant experimentation and iterative technology 

developments. High-risk technological developments 

can be improved through experimentation and 

feedback into technology developments. Through 

experimentation, doctrine, concept of operations and 

operational needs can be uncovered and refined as 

military operators explore and learn the capabilities and 

limitations of the new technology. Such 

experimentation and iterative efforts requires SAF’s 

senior leadership to create buy-in, drive ops-tech 

collaborations and hold services to an account. The 

mindset of using only ‘trialled and tested’ and mature 

systems for warfighters may need to change to one that 

accepts good enough systems of advanced 

technologies.  

The Bureaucratic Factor 

Organisational bureaucracies can curb innovation. 

The SAF could review its programme approval process 

to transit game-changing and disruptive research to 

formal service capability programmes expeditiously, 

especially so with the fast pack of technology 

advancements.  

Typically, acquisition programmes take a long 

time and are usually based on mature technology. The 

pursuit of advanced technology developments can be 

separate from acquisition programmes. Such modality 

can apply for strategic programmes, such as swarm. In 

addition, the requirements and acquisition cycles can be 

shortened through expeditious prototyping and 

experimentation to allow the SAF to understand the 

capability and cost trade-offs early. 

CONCLUSION 

The robotics revolution offers new ways of 

warfighting through co-operative robotics including 

swarm and multi-agent systems resulting in swarm 

warfare. This has offered militaries an increase in 

operational effectiveness and efficiency by fighting in 

mass and enable new game changing ways of 

warfighting. While technology advances to address 

challenges in communications and network, software 

and autonomous logic developments, several cultural 

and bureaucratic factors will have to be addressed for 

the SAF to accelerate the adoption of innovation that 

robotic swarm offers.  
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