
INTRODUCTION: NATIONAL STRATEGY VERSUS 
MILITARY STRATEGY

The awareness of the vulnerabilities of cyberspace 

for a state comes from its dependence on cyberspace 

for its administrative and industrial activity, the 

threat of destabilisation 

as a result of international 

cybercrime, spying, or 

sabotage, as well as from 

the wish to exploit the 

possibilities offered by 

cyberspace for its own good. 

Consequently, states have 

sought to develop specific 

civilian and/or military 

structures to add to the list 

of tools that complement 

the state’s capacity to act on the international 

scene. If the cyber-attacks against Estonia in 2007 

and Georgia in 2009 as well as the Stuxnet virus used 

against the Natanz nuclear enrichment facility in Iran 

in 2009 demonstrate how states are targeted directly 
in cyberspace, the phenomenon will only intensify 
with time. As the number of people with access to 
Information and Communications Technology (ICT) 
continue to increase and as societies continue to 

rely more and more on 
information systems, 
cyberspace’s importance 
in the global security 
landscape can only gain 
further momentum. 

To address this growing 
importance, states have 
responded with National 
Cyber Security Strategies 
(NCSS) which serve as 
a continuum across a 

wide array of objectives, notably cybercrime, cyber 
terrorism and cyber warfare. Singapore is no exception: 
the Information Development Authority of Singapore 
(IDA) and an ensemble of agencies execute Singapore’s 

The awareness of the vulnerabilities 
of cyberspace for a state comes from 
its dependence on cyberspace for its 
administrative and industrial activity, 
the threat of destabilisation as a result 
of international cybercrime, spying, 
or sabotage, as well as from the wish 
to exploit the possibilities offered by 
cyberspace for its own good. 

features

POINTER, JOURNAL OF THE SINGAPORE ARMED FORCES VOL.41 NO.1

58

Cyberspace: What are the Prospects for the 
SAF?  

by CPT Lim Guang He

Abstract: 

The development of cyberspace represents a rupture of security paradigms where state interests are being 
protected. Given the nature of cyberspace, the Singapore Armed Forces (SAF) faces challenges of interoperability 
at various levels. This essay discusses the prospects for elements which form the basis of the SAF cyber strategy 
framework by studying three pillars of action—Resilience, Deterrence and Interoperability. A cyber strategy 
must therefore also take into account three factors, i.e. environment, desired behaviours and actions. The 
purpose is to reconcile the offensive nature of cyber warfare with Singapore’s defensive inclinations, while 
leaving sufficient ambiguity on a competent network to assure a maximum liberty of manoeuvre.  As such, it 
is critical that the SAF rethinks its cyber architecture and maximises a spectrum of possible policy options for 
strategic interests, in order to win the battle of tomorrow. 
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NCSS under the umbrella of Infocomm security. As 
a major hub of economic activity, Singapore sees 
Infocomm security as a 
key to protecting investor 
confidence and instilling 
resilience in computerised 
activity. Naturally, a 
significant effort has been made in developing a 
coherent constellation of agencies. At its base, 
the IDA is the government agency responsible for 
implementing Information Technology (IT) security in 
the Government and Infocomm sectors, notably the 
objectives as spelled out in the Infocomm Masterplan 
Two since 2008 and now those from the National 
Cyber Security Masterplan 2018.1 At the operational 
level, the Singapore Infocomm Technology Security 
Authority (SISTA)—a division within the Internal 
Security Department (ISD)—specialises in overseeing 
Singapore’s IT security, particularly against cyber-
terrorism and cyber-espionage, in coordination with 
other regulatory agencies.2 SISTA also oversees the 
Critical Information Infrastructure Protection (CIIP) 
Programme which assists the Infocomm security 
efforts of critical infrastructure sectors.3 At the 

executive level, the multi-agency National Infocomm 
Security Committee (NISC) directs and formulates 

national IT security 
policies. Meanwhile, the 
establishment of the 
INTERPOL Global Complex 
for Innovation (ICGI), a 

cybersecurity and cybercrime research facility which 
became operational in 2014 underlines Singapore’s 
commitment to IT security and regulation.4 Clearly, 
Singapore conducts a coherent NCSS to protect its 
core interests in cyberspace. The question is therefore: 
“Where does all this leave the Singapore Armed Forces 

(SAF)?”

The SAF is also aware of the opportunities and 
challenges of cyberspace, but the core of its strategy 
remains in warfighting. If the creation of the Cyber 
Defence Operations Hub in July 2013 bears witness 
to its growing commitment to cyber defence, it is 
but to defend MINDEF/SAF military networks against 
cyber threats. So is the SAF’s cyber strategy as 
simple as that? This essay believes otherwise. The 
development of cyberspace represents a rupture of 

Framework for Infocomm Masterplan 2 which depicts the vision, coverage, strategic outcome and the supporting strategic 
thrusts. Four strategic thrusts are identified to support attaining high resilience and availability of the Singapore’s infocomm 
infrastructures.
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The SAF is also aware of the opportunities 
and challenges of cyberspace, but the core 
of its strategy remains in warfighting. 
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security paradigms where the fundamental interests 
of the state can be attacked without the opening 
of hostilities in the physical world. Low-Intensity 
Cyber Conflicts (LICC) between states are already 
a reality on the international scene. In such cases, 
who is responsible for escalation in cases of riposte? 
Who can assure deterrence against other state cyber 
actors? If war is the continuation of politics by other 
means, and cyber defence is the prevention and the 
conduct of cyber war with defensive means, a NCSS 
is weakened without the armed forces.5  There is as 
much importance attached to a credible military cyber 
strategy as there is to a robust NCSS.

Curiously, however, SAF literature on the subject 
remains largely undeveloped or subsumed under more 
generalised discussions. It appears that, despite the 
focus on a network-centric force in 3rd Generation 
(3G) transformations, the SAF’s mission in cyberspace 
remains a priori. The central theme of this essay is 
therefore about encouraging deeper strategic thought 
on Singapore’s place in the regional cyber competition 
and eventually the SAF’s approach to cyberspace as 
a whole. We begin first by examining the notions of 
cyberspace and how they relate to cyber strategy. 
We then attempt to construct a prospective for the 
SAF’s cyber strategy framework and seek to define 
an approach to a military cyber strategy adapted 
to Singapore’s needs for the near future. Finally, we 
will reflect on how the SAF can take advantage of 
its circumstances to pursue policies favourable to 
maximising the range of cyber policies in the long 
term. In essence, we want to identify the rules of 
the game in the local perspective and pre-empt their 
transformations in the near future. 

MAKING SENSE OF CYBER STRATEGY AND 
CYBERSPACE

Like the terms ‘security’ and ‘defence’, the 
term ‘cyberspace’ finds itself victim to a myriad of 
interpretations, each dependant on the context in 
which they are defined. The American definition of 
cyberspace as “a global domain within the information 
environment consisting of the interdependent network 

of information technology infrastructures and resident 
data, including the Internet, telecommunications 
networks, computer systems, and embedded processors 
and controllers” is one such interpretation.6 
However, Daniel Ventre and Charles Préaux7 highlight 
that the notion of “a global domain within the 
information environment” raises two questions: 
Firstly, if cyberspace is within or distinct from the 
information environment, and secondly, what is the 
resolution between the electromagnetic spectrum and 
cyberspace?8 Moreover, in the context of armed forces, 
should electronic warfare units be integrated into 
cyber operations?

Instead, Ventre divides cyberspace into three 
different layers: bottom (physical and material), 
medium (application and software), and high (psycho-
cognitive) (See Table 1).9 In this manner, we perceive 
cyberspace not as a singular entity but a combination 
of parallel entities relying on one another. Going 
back to the first question asked earlier—that is, if 
cyberspace is within or distinct from the information 
environment—we note that the answer is both yes 
and no. The high and medium layers of cyberspace 
are established within the non-physical information 
environment—which we can call the ‘autonomous 
cyberspace’, but the bottom layer relates to the 
physical electromagnetic environment. We therefore 
choose to define cyberspace based on how much 
overlap we perceive from the bottom layer. While 
‘autonomous cyberspace’ represents a novel battle 
space in the information environment, it is insufficient 
to treat cyberspace as a separate battle space because 
it can never be truly autonomous.

To answer the second question—what is the 
resolution between the electromagnetic spectrum 
and cyberspace—since all three layers are intimately 
related to one another, the resolution between the 
electromagnetic spectrum and cyberspace depends 
on how this overlap is interpreted in action. 
Consequently, we apply the notions of cyber defence, 
cyber conflicts, cybercrime and cyber security by 
observing the dialectic between the characteristics of 
each cyberspace layer, the type of attacks, the profile 
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of the actors, and in the case of the military, the point 
or points of intersection with conventional spaces 
(air, land, sea, and space).10  

These observations lead us to Hervé Coutau-
Bégarie’s vision of cyber strategy in Traité de Stratégie.11  
According to Coutau-Bégarie, classical strategy offers 
direct applications across three physical spaces: land, 
sea, and air (or aerospace). As technological progress 
changes how we fight across these three physical 
spaces, we have also constructed a nonphysical battle 
space in which conflicts can exist. This battle space 
was first considered as the electromagnetic dimension 
and subsequently the information dimension and 
cyberspace was considered a part of these dimensions.12  
Over time, however, cyberspace has become more and 
more distinct from these dimensions. Coutau-Bégarie 
believes that the point of rupture in strategic thought 
therefore occurs when cyberspace is ‘autonomous’ 
enough to be treated as a separate space, but it is 
still too early to do so.13 Conceiving a cyber-strategy 
is to consider the preparation and the use of force in a 
specific environment (that is, cyberspace), even if the 
environment overlaps heavily with the information 
environment, forcing us to rethink other strategies. 
Cyberspace is never autonomous, nor should cyber 
strategy be. With this in mind, Bertrand Boyer defines 
cyber strategy as “the study of the principles and the 

modalities of conflict in, by, and for cyberspace.”14 

Yet cyber strategy is not the same for everyone. 
The cyber competition between states is characterised 
by an asymmetric balance of power.15 As Richard Clarke 
points out, the most digitally and technically advanced 
state is one that is also the most vulnerable and fragile 
– its cyber architecture is practically indefensible.16 
The same can be said for states on the other end of 
the spectrum – states which are the least dependent 
on cyberspace have the least to lose. Seen in this 
manner, the problem for cyber powers is therefore 
about reducing vulnerability without reducing power. 
But we can also argue the other way round: the less 
dependent states are also the easiest ones to defeat 
in cyberspace since there are far less targets and are 
generally less secure. However, the low dependence 
itself presents a low utility of cyber-attacks and 
such targets often have methods to respond against 
more powerful cyber actors. Seen in this manner, the 
problem for cyber powers is about the effects desired 
via a cyber-manoeuvre. Although it is more difficult to 
defend a complex system, it is also more difficult to 
really bring one down, and vice-versa. 

According to Ventre, we can define eight categories 
of actors based on three criteria: offensive capacity, 
defensive capacity and complexity/dependence (see 

Table 1: Association of each cyberspace layer with the possible forms of attack.

CHARACTERISTICS POSSIBLE FORMS OF ATTACK

HIGH LAYER Psycho-cognitive
Cognitive hacking: modification of screen 

displays, disfiguration of websites, propaganda 
operations…

MEDIUM LAYER Applications, software, code, 
data, protocols, norms

Hacking, Viruses, Backdoors, Trojans…

BOTTOM LAYER
Material, hardware, 

cables, satellites, computers, 
communication infrastructure

Cutting of submarine communications 
cables, satellite destruction or disruption, 

physical destruction of terrestrial 
communication infrastructure, signal jamming 

or interception, EMP attacks…
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Table 2).17 As an example, in category A we have 
the United States (US), while in category H we have 
the least connected states. Most state cyber actors 
occupy the spectrum between categories E and F, 
with a few exceptions. China can be regarded as a 
borderline category C due to its strict regulation of 
cyberspace; states such as Syria and Pakistan can be 
considered between category D and H due to beliefs 
about their offensive cyber capabilities. Clearly, while 
a state in category A might seem to be in a position of 
dominance, it is rather a state in category D which is 
advantaged. Such a representation of categories and 
asymmetry is not to simplify the cyber competition 
but to highlight that the competition is not one-
dimensional—states can and will pursue different 

cyber strategies according to their circumstances. Not 
everyone is looking to become a category A or C. As 
states become more and more invested in cyberspace, 
changes in the relationship between different 
categories of cyber actors will also affect the security 
landscape of the region as a whole. A cyber strategy 
must therefore also take into account the environment 
of the actor, how the actor wants to behave in the 
environment and actions which can help shape the 
environment to its advantage. 

PROSPECTIVE FOR THE SAF’S CYBER STRATEGY 
FRAMEWORK

For the SAF, we first echo our last observation 
of cyber strategy by defining Singapore’s cyberspace 

Table 2: Categories of state cyber actors based on three criteria.

Table 3: Singapore’s environment, desired behaviour and actions in cyberspace.18 

CATEGORY OFFENSIVE CAPACITY COMPLEXITY / DEPENDENCE DEFENSIVE CAPACITY

A Strong (+) Strong (+) Strong (+)

B Strong (+) Strong (+) Weak(-)

C Strong (+) Weak(-) Strong (+)

D Strong (+) Weak(-) Weak(-)

E Weak(-) Strong (+) Strong (+)

F Weak(-) Strong (+) Weak(-)

G Weak(-) Weak(-) Strong (+)

H Weak(-) Weak(-) Weak(-)

ENVIRONMENT

• Asia is a hotspot for cyber criminality, cyber espionage, and low 
intensit`y cyber conflicts

•  There is growing interstate competition in cyberspace

•  Lack of regional momentum in judicial and regulatory practices

•  Offensive cyber capabilities are likely to proliferate in the future

DESIRED

BEHAVIOUR

•  Minimize the threat of cyber-attacks against Singapore

•  Policies favourable to prosperity and regional stability

•  Cyber capabilities are for defensive purposes

ACTIONS
•  Prudent exploitation of cyberspace for military applications

•  Encouragement of regional cooperation

•  Study of legislative possibilities
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environment, her desired behaviour and the actions 

associated (see Table 3). Looking at the links between 

these three elements and the abovementioned layers 

of cyberspace proposed by Ventre, we identify areas 

where the armed forces can intervene with or without 

the Infocomm security umbrella. We then consider the 

continuum of policies which the SAF can adopt in order 

to address these areas. This essay does not pretend to 

present a comprehensive cyber strategy framework for 

the SAF as such an effort is beyond its depth. Instead, 
we prospect for elements which form the basis of the 
SAF’s cyber strategy framework by looking at three 
pillars of action:

THE FIRST PILLAR: RESILIENCE

For the SAF, the most important element of its 
cyber strategy is the security of its information 
systems. As Table 1 implies, there are three aspects. 
At the bottom layer, the technical progress promised 
by 3G transformation to relieve the effects of 
Clausewitzian ‘fog’ and ‘friction’ is counterbalanced 
by an increased vulnerability from a dependence on 
information systems and interconnectivity. In order 
to realise its networking and sense making objectives, 

the 3G SAF development strategy predicts the 
necessity of Commercial-Off-The-Shelf/Modifiable-Off-
The-Shelf (COTS/MOTS) solutions from commercial ICT 
to deliver broadband to the lowest denominator on the 
ground.19 Developments such as the Changi C2 Centre 
in 2009 and the upgrading of the Army’s Wide Area 
Communications (WAC) system with D-TCS broadband 
network in 2013 further illustrate this trend.20 Since 
these solutions reveal to be the critical frameworks 
of our warfighting capabilities tomorrow, experiences 

from Stuxnet and Flame reiterate the importance of 

careful procurement and a significant attention on 

behalf of the local defence research agencies. 

At the same time, the SAF’s technological edge 

presents its own set of challenges in managing the 

integrity and availability of the communication 

systems between its different military networks. This 

means preparing for scenarios such as physical attacks 

against server locations, prolonged electrical outages, 

and operating in a degraded network environment. 

This may be the less glamorous part of a network-

centric force, but it is imperative to a credible 3G SAF. 

At the middle layer, cyber defence start from the 

enforcement of measures as simple as the use of up-

to-date anti-virus programmes and the systematic 

removal of malicious attachments from the Internet. 

The core value ‘safety’ is also present in cyberspace 

and every user in the SAF is an actor of cyber defence. 

Furthermore, this essay believes that with the growing 

interaction between military and civilian networks, 

there is real interest in reviewing the SAF’s responses 

against cyber intrusions while ensuring minimal 

disruption to normal workflow. Also, finding the 

necessary competencies to maintain this expertise in 

a sector where expertise are rare and sought after, 

particularly in the private sector, represents a real 

challenge.21 For human resource planners, the SAF 

must stay competitive to attract and retain cyber 

defence experts. 

At the high layer, the SAF is presented with a 

different set of challenges. Firstly, all its portals 

Minister Chan Chun Sing announcing the commissioning of the 
WAC system using the system itself via a handset hooked up 
to the D-TCS in the background.
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on the internet are subject to incessant intrusion 

attempts. Apart from the obvious necessity of 

keeping them operational, the protection of these 

portals serve the mission to safeguard the image 

of the SAF as a credible force. In this manner, the 

defacement of several government websites involving 

the Anonymous hackitivist group in October and 

November 2013 is a timely reminder of this imminent 

threat.22 Secondly, it is not uncommon for units to 

set up their own communities on social networks such 
as Facebook and Twitter for cohesion purposes. While 
we can expect such initiatives to be self-regulated 
on the basis of command guidance, the risk of an 
inadvertent release of sensitive information cannot be 
discounted. Even if this is not the case, hackers can 
obtain valuable information from such communities 
via social engineering in order to produce significant 
intelligence. The SAF must therefore continue to 
reinforce measures to ensure proper handling of 
information by such communities over the Internet, or 
even develop processes to assure the rapid detection 
and treatment of incidents.

THE SECOND PILLAR: DETERRENCE

Deterrence is also relevant in cyberspace. In 
tandem with national policies, the SAF has also 
invested to attain the resources and the capability 
for cyber defence. However, it does not share the 
same circumstances as its civilian counterparts. 
While it may assist in the intervention of criminal or 
delinquent incursions under the umbrella of Infocomm 
security, those are not its primary objectives. Its 
main concern is national defence and security. 
However, so far the dialogue has only been about the 
cyber defence of military networks. Returning to the 
themes of acceptability and symbolism, what form 
of escalation policy does the SAF provide in case of 
a state-sanctioned cyber-attack? Going back to the 
definitions of a just war, how should the SAF respond? 
Even the US’ reservation of the right to retaliate 
against a cyber-attack with military force remains 
ambiguous when coupled with the dialogue of “all 
necessary means – diplomatic, informational, military 
and economic.”23 

More specifically, the SAF is interested in deterring 
strategic cyber-attacks which target critical national 
infrastructure or High-Impact Cyber Conflicts (HICC). 
Although inter-state tensions in cyberspace today rarely 
exceed LICC which are “aimed towards influencing or 
shaping public opinion” (e.g. between the Philippines 
and China in 2012) and are likely to remain as such 
in the future, the scale of disruption experienced by 
critical systems in Estonia during the cyber-attacks 
of 2007 demonstrate the relevance of HICC.24 At the 
same time, the phenomenon of Advanced Persistent 
Threats (APT) as a form of continuous and coordinated 
attacks against state and business organisations is 
likely to expand in the future. Clearly, there is reason 
to want to deter cyber-attacks from the strategic 
interests of the state. However, the challenge lies in 
distinguishing the concept of deterrence in cyberspace 
from the current SAF discourse on deterrence. 
Kenneth Geers25 examines two options available—
denial and punishment—and invoke the notion of 
‘mutually assured disruption’ as a possible strategy.26  
Nevertheless, there are real operational and judiciary 
difficulties involved. Deterrence may be enhanced by 
conducting or demonstrating the capacity to conduct 
offensive cyber operations against a potential or 
alleged cyber adversary, but it also presents a new 
set of problems which we will discuss later. Here, 
we focus on the problem of qualification: attacks 
may be perpetrated by actors who do not belong 
to any armed forces, while targets may serve both 
civilian and military purposes. While the principles of 
International Humanitarian Law (IHL) apply to cyber-
attacks in the context of armed conflict, in reality 
it is very complex to establish the attribution of a 
cyber-attack to a state.27 To cater for this, the SAF 
must consider a range of options with different levels 
of elaboration for different circumstances, even going 
as far as to achieve an element of surprise. In terms 
of credibility, the SAF must also consider the level of 
transparency it wishes to project when communicating 
about its activities involving cyberspace and its 
responses against alleged cyber aggressors. Lastly, 
while it is logical to entrust peacetime cyber defence 
in the hands of the IDA and the SISTA, there may a 
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need to review the SAF’s involvement in government 
responses against different types of cyber threats as 
indicated in Table 1.

THE THIRD PILLAR: INTEROPERABILITY

Given the nature of cyberspace, the SAF faces 
challenges of interoperability at various levels. The 
first comes from the necessity of coordinating the 
nodes of cyber capabilities across the SAF. For small 
armed forces, missions such as Cyber Intelligence 
(CYBERINT) operations require extensive resources 
and coordination to produce significant output. 
Another constraint comes from the cost and difficulty 
of training sufficient numbers of personnel and of 
maintaining state-of-art equipment for each service. 
Such investments only yield returns in the long run and 
technologies superior to existing architecture often 
become available within a few years. To maintain its 
technological edge while ensuring financial prudence, 
the SAF must strive to develop its cyber capabilities 
in a centralised and joint manner. In this regard, 
Commander of the US Cyber Command, General Keith 
B. Alexander, has called for a ‘cyberteam’ approach 
based on the convergence of the signal and cyber 
communities due to their overlaps, as well as the 
standardisation of training for information specialists 
across different services, forming a “a series of career 
fields all together.”28 Likewise, the SAF can explore the 
concept of ‘cyberteam’ by studying how signals and 
intelligence vocations of each service can pool their 
resources together to optimise the development and 
transfer of cyber expertise among one another.

The second challenge follows up with the necessity 
of a whole-of-government approach to cyber defence, 
as illustrated by the $130 million programme into 
cybersecurity research announced in October 2013 
involving the National Research Foundation (NRF), 
the Ministry of Defence (MINDEF), the Ministry of 
Home Affairs and the National Security Coordination 
Secretariat.29 Likewise, while the outline of the SAF’s 
Cyber Defence Operations Hub in June 2013 appears 
to be restricted to military objectives, its partnership 
with SISTA to track cyber trends suggests a greater 

field of action.30 The problem, however, lies in the task 
of implementing an effective doctrine of employment. 
Clearly, MINDEF should continue to collaborate 
with other ministries and agencies to maximise the 
exploitation of information available in cyberspace. At 
the same time, there is a need to review the policies 
and modes of action against different levels of cyber-
attacks: what kind of inter-ministerial optimisation 
should we be pursuing to achieve the shortest Observe, 
Orient, Decide, and Act (OODA) loop in the event of a 
massive and unrestricted cyber-attack?  

Finally, we move on to the realm of international 
cooperation. In South East Asia, the lack of regional 
momentum in judicial and regulatory practices is 
likely to increase the odds of miscalculation and 
misunderstanding between states. Caitríona H. Heinl31  
points out that despite its growing importance, cyber 
security remains ambiguous in official accounts by 
the Association of South East Asian Nations (ASEAN) 
in 2013 and a regional framework is far from taking 
off.32 Singapore’s Prime Minister, Lee Hsien Loong’s 
call for ASEAN to “strengthen our defences and 
cooperate to deal with these common [cyber] threats” 
in the aftermath of cyber-attacks against Singapore, 
Thailand, and the Philippines in November 2013 
indicates that the issue is likely to warrant greater 
scrutiny in the future, but the question is how?33 Heinl’s 
suggestion that member states of ASEAN establish a 
‘no-use zone’ by agreeing to not use offensive cyber 
capabilities in the region is a possibility consistent 
with the organisation’s ethos of confidence building 
and preventive diplomacy, although from a realist 
perspective the proliferation and cross-border nature 
of cyber threats, state-sponsored or otherwise, may 
condemn such an initiative to irrelevance.34 Instead, 
ASEAN might find common ground by unifying to 
address their fundamental challenges. Since regional 
and international cooperation is essential to effective 
action against cyber threats and to diffuse mistrust, 
the SAF should be actively exploring ways with its 
means to aid the process. Even though interoperability 
with other armed forces in the cyber domain is neither 
realistic nor the objective of the SAF, it can and should 
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pursue policies to encourage confidence building 
and sustained communication with its regional 
counterparts in cyber defence as a form of hedging 
against cyber competition in Southeast Asia.

WHAT ABOUT OFFENCE?

For the SAF, Weng Zai Shan’s assertion that “the 
development of offensive cyber capabilities will add to 

effectiveness of the military” is highly debatable.35 If 
the doctrine, challenges, and the current organisation 
of the SAF indicate an elevation in cyber defence 
capabilities, the conduct of offensive operations 
in cyberspace remains infinitely complicated. An 
institutional cyber-
attack competence is very 
different from an individual 
cyber-attack competence; 
to do so requires sustained 
investment into technical 
means to obtain accurate, 
day-to-day information 
on systems of potential 
adversaries, as well 
as an industrial and 
technological base backed 
by a range of uncommon 
skills to develop an effective ‘cyber-arsenal’. Moreover, 
we do not have sufficient examples of “large scale, 
state-sanctioned [cyber] attacks” and have to rely 
on theories to understand the utilisation of cyber-
weapons.36 Given the uncertainties and risks involved, 
the perceived ‘force multiplier’ potential of cyber 

operations remains uncertain in the near future. 

Yet the biggest obstacle is far from technical. 
Malaysia’s summoning of High Commissioner Ong 
Keng Yong to its foreign ministry in November 2013 
following allegations of Singaporean assistance 
to a US-led spying network in Asia forebodes the 
diplomatic repercussions of cyber incursions in our 
region.37 One may argue that, as was the case for Brazil 
and Germany’s strong criticism of US spying on their 
networks in 2012, this is only natural, but for a small 
country like Singapore, an intrusive cyber capability 

is just one Edward Snowden away from a ticket to 
diplomatic catastrophe. If the purpose is to enhance 
deterrence, an offensive cyber capacity in the near 
future is likely to be cost-ineffective for the SAF, and 
even diplomatically counterproductive.

DEFINING SAF’S VISION OF AN ‘INDIRECT’ 
CYBER STRATEGY

While the abovementioned prospective points 
toward greater military participation in cyberspace, 
there is a catch: as Singapore is highly dependent on 
cyberspace but suffers from little geostrategic depth, 
its core interests in the domain are best expressed 

by assuring defence rather 
than menacing attack or 
retaliation. Contrary to its 
forward defence posture, 
Singapore is not trying to 
punch above its weight in 
terms of offensive cyber 
capabilities. To do so, this 
essay believes that the SAF 
can do well by restricting 
its current dialogue of cyber 
warfare to information 
warfare—the protection 

of information and networks from an adversary, the 
careful use of disinformation, and operations to 
prevent potential adversaries from doing the same. 
The objective of cyber operations is to achieve the 
domination of information on the battlefield, as 
opposed to inflicting physical effects on an adversary. 
In this manner, the SAF’s main missions in cyberspace 
should be to (1) ensure the performance, integrity and 
security of its network infrastructure; (2) provide the 
necessary assistance to protect the electronic systems 
of Singapore’s critical infrastructure; (3) seeking new 
and innovative ways to exploit cyberspace for military 
applications; and (4) help foster national, regional 
and global cooperation in cyberspace. The purpose 
is to reconcile the offensive nature of cyber warfare 
with Singapore’s defensive inclinations, while leaving 
sufficient ambiguity to assure a maximum liberty of 
manoeuvre.

While the abovementioned prospective 
points toward greater military 
participation in cyberspace, there is a 
catch: as Singapore is highly dependent 
on cyberspace but suffers from little 
geostrategic depth, its core interests 
in the domain are best expressed by 
assuring defence rather than menacing 
attack or retaliation. 
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In reality, it is critical that the SAF rethinks its 
cyber architecture and spending based on rules and 
procedures for a flexible posture in the long term. 
The more pressing concern at the moment is about 
developing new policies of exploiting cyberspace 
in existing architecture for signals intelligence and 
information warfare. As both the SAF and the nature 
of cyberspace evolve, there is merit in studying a 
spectrum of possible policy options to protect her own 
strategic interests.

PREPARING FOR THE FUTURE

One of the ways the SAF can contribute to the 
national cyber defence strategy is to look into the 
potential of the recently set up SAF Volunteer Corps. 
In France, the Réserve Citoyenne Cyberdéfense (Cyber 
Defence Citizen Reserve) network, launched in 
September 2012, comprises of volunteers who work or 
who are interested in the domain of cyber defence/
cyber security and would like to share their expertise 
for the benefit of the network, as well as other civilian 
members who wish to share their expertise in the 
network’s work groups.38 In the United Kingdom, a 
similar effort has been undertaken with the formation 
of the Joint Forces Cyber Group in May 2013.39 This 
essay believes that the SAF venture’s into the 
volunteer scheme programme can extend from such an 
initiative to develop a reserve capable of supporting 
the national effort in the event of a major cyber crisis.

At the operational level, Singapore should be 
looking into refining options for a coordinated 
response against cyber-attacks by preparing for 
government-wide exercises against simulated cyber 
threats. For example, the coordinated execution of 
Exercise Highcrest in 2013 between the MINDEF and the 
MHA to test the government’s response to simulated 
terrorist threats and to validate the National Maritime 
Security System (NMSS) can be built upon to explore 
similar opportunities in cyberspace. From information 
sharing to fire-fighting operations, its engagement 
of over 1,600 personnel from 20 agencies represents 
the complexity and span of activities which a cyber-
attack against Singapore’s critical infrastructure may 

require.40 Likewise, the SAF should be pursuing similar 
exercises to test the resilience of its own networks and 
its capability to operate at various levels of network 
degradation.

In the longer term, Singapore must look at leveraging 
its educated population to create an environment and 
a mass of specialists who will serve as the foundations 
for national cyber defence. Activities such as the 
organisation of the National Infocomm Competition 
since 2012 to raise the exposure of students in the 
domain of Infocomm, or the Defence Science and 
Technology Agency’s (DSTA) organisation of a learning 
camp for tertiary students “to promote cyber security 
interest among youths” in December 2013, can be 
conducted in a coordinated and progressive manner 
with MINDEF to help cultivate Singapore’s next 
generation of cyber warriors.41 Interestingly, Israel’s 
technology sector offers an example of how the SAF 
can contribute to this effort. Today, Tel-Aviv claims 
the highest density of high-tech startups in the 
world—earning it the nickname Silicon Wadi—and is 
widely recognised as one of the world’s best cities for 
high-tech startup entrepreneurs. Less known is the 
fact that the Israel Defence Forces (IDF) serves as the 
breeding ground for many of them: recruits posted to 
technical support units are put through an intensive 
six-month computer training course which teaches 
“programming skills, teamwork, project management, 
and [most importantly] creativity.”42 Coupled with 
the IDF’s policy of providing funding and resources 
to encourage entrepreneurship in military projects, 
the IDF has played an important role in forming 
Israel’s start-up companies. Today, numerous Israeli 
firms specialising in cyber-related solutions from 
web security to big data storage are all part of the 
industrial and research base for the country’s cyber 
readiness strategy.

For the SAF, the Israeli example offers insight into 
how we can maximise the potential of National Service 
for Generation Y while addressing future threats. 
Clearly, the Productivity and Innovation Effort (PRIDE) 
movement to make MINDEF a learning organisation 
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that continuously seeks innovation and improvement 
is a good starting point; the objective of such an 
initiative can be extended to the empowerment of 
our NSmen balanced with real military applications. 
However, the task is far from the SAF’s own. Looking at 
the larger picture, there is merit into looking at how 
MINDEF and other national agencies can work together 
on a greater scale and with a coherent cyber policy to 
encourage youth participation and entrepreneurship 
in cyber-related solutions—which will pay dividends 
in the long run. If Singapore’s ambitions include 
establishing itself as the Silicon Valley of the region, 
the SAF is a potential actor in both supporting and 
benefitting from the trend.

The SAF, in its capacity, can contribute to the 
ASEAN’s ethos of confidence-building by spearheading 
efforts to collaborate with other armed forces in 
the region, depending on the degree of interest and 
the level of mutual trust. For instance, Singapore’s 
experience from hosting the Pacific Endeavour series of 
annual multi-national communication interoperability 
exercises can serve as inspiration for further 
collaborations with regional partners. The usage of 
an ‘exercise network’ during such instances can also 
be improved upon to establish a persistent testing 
ground for operational tests—in which simulations 
can be run in order to validate concepts, systems, or 
processes pertaining to cyber defence.

CONCLUSION

It is likely that victory for any military engagement 
tomorrow will not only require mastery of the physical 
battlefield, but also the points of intersection with 
cyberspace. For the SAF, these intersections represent 
both vulnerabilities as well as opportunities brought 
forth by 3G transformation. Moreover, the phenomenon 
of cyber-pervasiveness is not restricted to the 
battlefield: ‘cyber-peace’ simply does not exist. We are 
faced with a threat that is multiform, permanent and 
sinister, and it is only going to get worse. This essay 
has so far demonstrated how the SAF’s cyber strategy 
must also take into account the different layers of 
cyberspace to address diverse concerns in daily 

operations, but the real difficulty lies in the specifics: 
what is the SAF’s brand of ‘deterrence and diplomacy’ in 
the event of cyber conflicts? How will the SAF’s cyber 
capabilities evolve along with Infocomm security? 
Although the doctrine and organisation of the SAF’s 
operations in cyberspace have yet to mature, the need 
to regularly prospect for changes to its approach to 
cyberspace will only become more apparent as time 

goes on.  
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